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FOREWORD 
The Foreword is informative. 

This document was prepared by 3GPP2 TSG-X. 

This document is a new specification. 

This document is subject to change following formal approval. Should this document be 
modified, it will be re-released with a change of release date and an identifying change in 
version number as follows: 

X.S0058-X version n.0 

where: 

• X an uppercase numerical or alphabetic character [0, A, B, C, …] that represents the 
revision level. 

• n a numeric string [1, 2, 3, …] that indicates a point release level. 

This document uses the following conventions: 

• “Shall” and “shall not” identify requirements to be followed strictly to conform to 
this document and from which no deviation is permitted. 

• “Should” and “should not” indicate that one of several possibilities is recommended 
as particularly suitable, without mentioning or excluding others, that a certain course 
of action is preferred but not necessarily required, or that (in the negative form) a 
certain possibility or course of action is discouraged but not prohibited. 

• “May” and “need not” indicate a course of action permissible within the limits of the 
document. 

“Can” and “cannot” are used for statements of possibility and capability, whether material, 
physical or causal. 
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SCOPE 
This document defines a method of interworking between WiMAX and HRPD systems. 
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 1.1 Feature Descriptions 1 

1 Introduction 
This document defines the core network aspects of interworking between Worldwide 
Interoperability for Microwave Access (WiMAXTM 1) and High Rate Packet Data (HRPD) 
systems using an Mobile Station/Access Terminal (MS/AT) having a single transmitter. For 
an MS/AT having a dual transmitter, refer to WiMAX 1.5 [28]. 

1.1 Feature Descriptions 
This specification explicitly supports the following features: 

1. Active handoff from WiMAX to HRPD for a single transmitter MS/AT. 

2. Active handoff from HRPD to WiMAX for a single transmitter MS/AT. 

3. Idle state handoff from WiMAX to HRPD for a single transmitter MS/AT. 

4. Idle state handoff from HRPD to WiMAX for a single transmitter MS/AT. 

5. Client Mobile Internet Protocol version 4 (CMIPv4) on the WiMAX network. 

6. Proxy Mobile Internet Protocol version 4 (PMIPv4) on the WiMAX network. 

7. PMIPv6 on the WiMAX network. 

8. CMIPv4 on the HRPD network. 

9. PMIPv4 on the HPRD network. 

10. PMIPv6 on the HPRD network. 

1.1.1 Active handoff from WiMAX to HRPD for a single transmitter MS/AT 

This feature supports the ability for an MS/AT operating with one active transmitter and one 
or more receivers to be seamlessly handed off from the WiMAX network to the HRPD 
network while the MS/AT is engaged in one or more active sessions.  

For this feature, roaming scenarios are not specified. 

The requirements for this feature are specified in this document. 

                                                           

1 “WiMAX Forum,” the WiMAX Forum logo and the WiMAX Forum Certified logo are 
registered trademarks of the WiMAX Forum. “WiMAX,” “Mobile WiMAX,” “Fixed 
WiMAX,” “WiMAX Certified,” and “WiMAX Forum Certified” are trademarks of the 
WiMAX Forum. 
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  2 1.1 Feature Descriptions

1.1.2 Active handoff from HRPD to WiMAX for a single transmitter MS/AT 

This feature supports the ability for an MS/AT operating with one active transmitter and one 
or more receivers at a time to be seamlessly handed off from the HRPD network to the 
WiMAX network while the MS/AT is engaged in one or more active sessions.  

For this feature, roaming scenarios are not specified. 

For this feature, high-level descriptive information is provided in this document, and 
requirements are specified in WiMAX [29]. 

1.1.3 Idle Session handoff from WiMAX to HRPD for a single transmitter 
MS/AT 

This feature supports the ability for an MS/AT operating with one active transmitter to be 
seamlessly handed off from the WiMAX network to the HRPD network while the MS/AT is 
engaged in one or more idle sessions.  

For this feature, roaming scenarios are not specified. 

The requirements for this feature are specified in this document. 

1.1.4 Idle Session handoff from HRPD to WiMAX for a single transmitter 
MS/AT 

This feature supports the ability for an MS/AT operating with one active transmitter to be 
seamlessly handed off from the HRPD network to the WiMAX network while the MS/AT is 
engaged in one or more idle sessions.  

For this feature, roaming scenarios are not specified. 

For this feature, high-level descriptive information is provided in this document, and 
requirements are specified in WiMAX [29].  

1.1.5 CMIPv4 on the WiMAX network 

This feature supports CMIPv4 on the WiMAX network.  

The requirements for this feature are specified in WiMAX [29]. 

1.1.6 PMIPv4 on the WiMAX network 

This feature supports PMIPv4 on the WiMAX network.  

The requirements for this feature are specified WiMAX [29]. 

1.1.7 PMIPv6 on the WiMAX network 

This feature supports PMIPv6 on the WiMAX network.  
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 1.2 Assumptions 3 

Note that the PMIP6 feature is work in progress and has yet to be completed in WiMAX 
Network Working Group (NWG). 

The requirements for this feature are specified in WiMAX [29]. 

1.1.8 CMIPv4 on the HRPD network 

This feature supports CMIPv4 on the HRPD network. 

The requirements for this feature are specified in X.S0011 [4]. 

1.1.9 PMIPv4 on the HPRD network 

This feature supports PMIPv4 on the HRPD network. 

The requirements for this feature are specified in X.S0061 [6]. 

1.1.10 PMIPv6 on the HPRD network 

This feature supports PMIPv6 on the HRPD network. 

The requirements for this feature are specified in X.S0061 [6]. 

1.2 Assumptions 
1. The initial revision (i.e., Rev 0) of this document supports interworking within a home 

network. Roaming scenarios are outside the scope of the initial revision. 

2. Interworking in this revision is applicable only when the MS/AT is operating in the home 
HRPD network. 



X.S0058-0 v1.0   
 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

29 

30 

31 

32 

33 

34 

35 

36 

37 

38 

39 

40 

41 

42 

43 

44 

45 

46 

47 

48 

49 

50 

51 

52 

53 

54 

55 

56 

57 

58 

59 

60 

  4 2.1 Normative References

2 References 

2.1 Normative References 
[1] 3GPP2: A.S0023, WiMAX and HRPD Interworking Interoperability Specification 

(WiMAX – HRPD IIOS). 

Editor's Note: The above document is a work in progress and should not be referenced unless and 
until it is approved and published. Until such time as this Editor’s Note is removed, the inclusion of 
the above document is for informational purposes only. 

[2] 3GPP2: C.S0024-A, cdma2000 High Rate Packet Data Air Interface Specification. 

[3] 3GPP2: C.S0086, WiMAX and HRPD Interworking – Access Terminal Aspects. 

Editor's Note: The above document is a work in progress and should not be referenced unless and 
until it is approved and published. Until such time as this Editor’s Note is removed, the inclusion of 
the above document is for informational purposes only. 

[4] 3GPP2: X.S0011-D, cdma2000 Wireless IP Network Standard 

[5] 3GPP2: X.S0013-014, All-IP Core Network Domain Service Based Bearer Control – 
Ty Interface Stage III. 

[6] 3GPP2: X.S0061, Network PMIP Support. 

[7] IETF: RFC768, J. Postel, User Datagram Protocol, August 1980. 

[8] IETF: RFC2132, S. Alexander, R. Droms, DHCP Options and BOOTP Vendor 
Extensions, March 1997. 

[9] IETF: RFC2406, S. Kent, R. Atkinson, IP Encapsulating Security Payload (ESP), 
November 1998. 

[10] IETF: RFC2548, G. Zorn, Microsoft Vendor-specific RADIUS Attributes, March 
1999. 

[11] IETF: RFC2865, C. Rigney, et al, Remote Authentication Dial In User Service 
(RADIUS), June 2000. 

[12] IETF: RFC2869, C. Rigney, W. Willats, P. Calhoun, RADIUS Extensions, June 
2000. 

[13] IETF: RFC3162, B Aboba, G. Zorn, D. Mitton, RADIUS and IPv6, August 2001. 

[14] IETF: RFC3315, R. Droms et al., Dynamic Host Configuration Protocol for IPv6 
(DHCPv6), July 2003. 

[15] IETF: RFC3344, C. Perkins, Ed, IP Mobility Support for IPv4, August 2002. 

[16] IETF: RFC3588, P. Calhoun, et al, Diameter Base Protocol, September 2003. 

[17] IETF: RFC3646, R. Droms, DNS Configuration options for Dynamic Host 
Configuration Protocol for IPv6 (DHCPv6), December 2003. 

[18] IETF: RFC3775, D. Johnson, et al, Mobility Support for IPv6, June 2004. 

[19] IETF: RFC3948, A. Huttunen, et al, UDP Encapsulation of IPsec ESP Packets, 
January 2005. 



  X.S0058-0 v1.0 
 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

29 

30 

31 

32 

33 

34 

35 

36 

37 

38 

39 

40 

41 

42 

43 

44 

45 

46 

47 

48 

49 

50 

51 

52 

53 

54 

55 

56 

57 

58 

59 

60 

 2.2 Informative References 5 

[20] IETF: RFC4005, P. Calhoun, et al, Diameter Network Access Server Application, 
August 2005. 

[21] IETF: RFC4072, P. Eronen, T. Hiller, G. Zorn, Diameter Extensible Authentication 
Protocol (EAP) Application, August 2005. 

[22] IETF: RFC4306, C. Kaufman, Ed. Internet Key Exchange (IKEv2) Protocol, 
December 2005. 

[23] IETF: RFC5213, S. Gundavelli, Ed., Proxy Mobile IPv6, August 2008. 

[24] IETF: RFC5295, J. Salowey, L. Dondeti, M. Nakhjiri, Derivation of Root Keys from 
an Extended Master Session Key (EMSK), August 2008. 

[25] IETF: RFC PMIPv4, draft-leung-mip4-proxy-mode. 

Editor's Note: The above document is a work in progress and should not be referenced unless and 
until it is approved and published. Until such time as this Editor’s Note is removed, the inclusion of 
the above document is for informational purposes only. 

[26] NIST: SHA256, National Institute of Standards and Technology, Secure Hash 
Standard, FIPS 180-2, With Change Notice 1, dated February 2004, August 2002. 

[27] WiMAX: WiMAX Forum Network Architecture – (Stage 2 – Architecture Tenets, 
Reference Model and Reference Points) Release 1, Version 1.3.0, November 2 2008. 

2.2 Informative References 

This section provides references to other documents that may be useful for the reader of this 
document.  

[28] WiMAX: WiMAX Forum Network Architecture (Stage 3: Detailed Protocols and 
Procedures) [Annex: WiMAX - 3GPP2 Interworking] NWG Release 1.5 Version 
1.0.1, September 08, 2008.  

[29] WiMAX: WiMAX Forum Network Architecture – Stage 3: IP Multimedia    
Subsystem (IMS Interworking), Release 1.5, Version 1.0.1, September 08, 2008. 

[30] WiMAX: WiMAX and 3GPP2 interworking annex for single radio transmitter and 
dual receiver mobiles. 

Editor's Note: The above document is a work in progress and should not be referenced unless and 
until it is approved and published. Until such time as this Editor’s Note is removed, the inclusion of 
the above document is for informational purposes only. 
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  6 3.1 Definitions

3 Definitions, Abbreviations and Acronyms  
This section contains definitions, symbols and abbreviations that are used throughout the 
document. 

3.1 Definitions   
  

3.1.1 Abbreviations and Acronyms   

The following list provides abbreviations and acronyms used throughout this document 

3GPP2 Third Generation Partnership Project 2 
AAA Authentication, Authorization and Accounting 
AKA Authentication and Key Agreement 
AN Access Network Element 
ASN Access Service Network  
AVP Attribute Vector Pair 
BS ID Base Station Identification 
CHAP Challenge Handshake Authentication Protocol 
CMIP Client Mobile IP 
CoA Care-of Address 
CSN Connectivity Service Network 
DEA Diameter EAP Answer 
DER Diameter EAP Request 
DHCP Dynamic Host Configuration Protocol 
DNS Domain Name System 
EAP Extensible Authentication Protocol 
ESP Encapsulated Security Payload 
EMSK Extended Master Session Key 
FA Foreign Agent 
FQDN Fully Qualified Domain Name 
HA Home Agent 
H-AAA Home AAA 
HDR IKEv2 Header 
HMAC Hash Message Authentication Code 
HN Home Network 
HRPD High Rate Packet Data 
HoA Home Address 
IDi Identification – Initiator 
IDr Identification -- Responder 
IANA Internet Assigned Number Authority 
IE Information Element 
IETF Internet Engineering Task Force 
IKEv2 Internet Key Exchange version 2 
IP Internet Protocol 
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 3.1 Definitions 7 

IPsec IP Security 
KDF Key Derivation Function 
KEi Key Exchange initiator 
KEr Key Exchange responder 
LMA Local Mobility Anchor  
MIP Mobile IP 
MN-AAA Mobile Node -- AAA 
MS/AT Mobile Station/Access Terminal 
MSK Master Session Key 
NAI Network Access Identifier 
NAT Network Address Translation 
Ni Nonce initiator 
Nr Nonce responder 
NWG Network Working Group 
PAP Password Authentication Protocol 
PBA Proxy Binding Acknowledgement 
PCF Packet Control Function 
PCRF Policy and Charging Rules Function 
PDSN Packet Data Serving Node 
PMIP Proxy Mobile IP 
PPP Point-to-Point Protocol 
PRRP Proxy Registration Response  
PSK Pre-Shared Key 
PW Pass Word 
RADIUS Remote Authentication Dial in User Service 
RAN Radio Access Network 
RATI Random Access Terminal Identifier 
RF Radio Frequency 
RK Root Key 
RRP Registration Reply 
RRQ Registration Request 
SAr1 Security Association responder 1 
SFF Signal Forwarding Function 
SPIi Security Parameter Index initiator 
SPIr Security Parameter Index responder 
TFT Traffic Flow Template 
TSi Traffic Selector initiator 
TSr Traffic Selector responder 
TTLS Tunneled Transport Layer Security  
UATI Unicast Access Terminal Identifier 
UDP User Datagram Protocol 
VSA Vendor Specific Attribute 
WiMAX Worldwide Interoperability for Microwave Access 
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  8 3.1 Definitions

4 Interworking Architecture for WiMAX-HRPD 
Handoff 

For the WiMAX-HRPD interworking, the common IP core is used, i.e., the Policy and 
Charging Rules Function (PCRF), Local Mobility Anchor/Home Agent (LMA/HA), and 
Authentication, Authorization and Accounting (AAA) support both the WiMAX system and 
the HRPD system. 

Figure 1 shows the WiMAX-Third Generation Partnership Project 2 (3GPP2) interworking 
architecture for handoff from WiMAX to HRPD.  

PDSN

HRPD
AN*/PCF

A10/A11

WiMAX ASN HRPD RANWiMAX Core
(CSN)

HRPD
AN/PCF

A10/A11

IP Services

X1

HRPD
SFF

3GPP2 Core

AAA

PCRF

LMA/HA
X3

Ty

MS/AT A23

 

Figure 1 WiMAX-HRPD Interworking Architecture (WiMAX-to-HRPD Handoff) 

Figure 2 shows the WiMAX-3GPP2 interworking architecture for handoff from HRPD to 
WiMAX. 

 

Figure 2 WiMAX-HRPD Interworking Architecture (HRPD-to-WiMAX Handoff) 

Note: The architecture for WiMAX ASN and CSN in Figure 1 and Figure 2 is out of 3GPP2 
scope. The architecture is specified in WiMAX [27] and WiMAX [29]. 
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 4.1 Network Entities 9 

4.1 Network Entities 

4.1.1 MS/AT 

The MS/AT is a dual mode terminal (with single transmit while simultaneously receiving via 
one or more interfaces) supporting both HRPD and WiMAX radio interfaces. 

4.1.2 WiMAX ASN 

The WiMAX Access Service Network (ASN) is defined as a complete set of network 
functions needed to provide radio access to a WiMAX subscriber. For details refer to 
WiMAX [27].  

4.1.2.1 WiMAX SFF 

The WiMAX Signal Forwarding Function (SFF) provides a connection between the MS/AT 
(WiMAX mode) and the ASN-GW. The SFF is the termination point of the secure tunnel 
between the MS/AT and the SFF. 

The WiMAX SFF supports layer 3 tunneling. 

The WiMAX SFF is specified in WiMAX [29]. 

4.1.3 WiMAX CSN and 3GPP2 Core Network 

The WiMAX Connectivity Service network (CSN) and the 3GPP2 core network share 
network entities such as the AAA Server, the LMA/HA, and the PCRF. 

4.1.3.1 AAA Server 

The Authentication, Authorization, and Accounting (AAA) server provides support for 
authentication, authorization, and accounting procedures. 

The AAA server supports both the WiMAX and HRPD networks with respect to the MS/AT’s 
use of the network resources. 

4.1.3.2 LMA/HA 

HA is the topological anchor point for the MS/AT’s home network and is the entity that 
manages the MS/AT’s reach-ability state.  The home agent intercepts packets destined to the 
mobile node's home address, encapsulates them, and tunnels them to the mobile node's 
registered care-of-address.  The home agent may also be used for inter-technology mobility.  

The Local Mobility Anchor/Home Agent (LMA/HA) RFC5213 [23] supports both the 
WiMAX and HRPD networks. 

4.1.3.3 PCRF 

The Policy and Charging Rules Function provides information to policy enforcement points 
throughout the network. For details refer to X.S0013-014 [5], WiMAX [29], and WiMAX 
[27]. 
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  10 4.2 Interfaces

4.1.4 HRPD RAN 

The HRPD Radio Access Network (RAN) provides communications between the HRPD core 
network and the MS/AT (HRPD mode).  

4.1.4.1 HRPD AN/PCF 

The HRPD Access Network and Packet Control Function (AN/PCF) is specified in A.S0023 
[1]. The HRPD AN/PCF provides signaling and bearer information between the PDSN and 
the MS/AT. The HRPD AN may be on a private network. The HRPD AN may be an 
upgraded legacy HRPD AN or an AN-Lite which is a stand-alone AN without a Radio 
Frequency (RF) interface. 

4.1.4.2 HRPD Signal Forwarding Function (SFF) 

The HRPD SFF provides a connection between the MS/AT (HRPD mode) and the HRPD 
AN/PCF. The HRPD SFF is the termination point of secured tunnel between MS/AT and the 
HRPD SFF. 

The HRPD SFF supports layer 3 tunneling. 

The HRPD SFF is located in the HRPD access network. 

4.1.4.3 PDSN 

The PDSN is the node that provides the user’s point of IP connectivity in the legacy packet 
data network. A detailed description of the PDSN functions is provided in X.S0011 [4]. 

4.2 Interfaces 

4.2.1 A10/A11 HRPD AN/PCF -- PDSN 

The A10/A11 interface is defined in A.S0023 [1]. The A10 interface provides bearer 
information between the HRPD AN/PCF and the PDSN. The A11 interface carries control 
information between the HPRD AN/PCF and the PDSN. 

4.2.2 A23: HRPD SFF – AN 

The A23 interface carries control information between the HRPD SFF and the HRPD 
AN/PCF. The A23 interface is used for handoff in the WiMAX to HRPD direction. 

The A23 interface is defined in A.S0023 [1]. 

4.2.3 Ty: PDSN – PCRF 

The Ty interface is defined in X.S0013-014 [5] where the PDSN of this specification 
functions as the AGW of X.S0013-014 [5]. The Ty interface carries policy, charging, and 
control information between the PDSN and the PCRF. 
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 4.2 Interfaces 11 

4.2.4 X1: MS/AT – HRPD SFF 

The X1 interface carries HRPD signaling information between the MS/AT and the HRPD 
Signal Forwarding Function (SFF). The X1 interface may be secured with IP Security (IPsec). 
The X1 interface may utilize Internet Key Exchange Version 2 (IKEv2) RFC4306 [22] to 
establish a security association. 

The X1 interface is defined in this document.  

The packets carried on the X1 interface are transported through the WiMAX ASN as common 
internet traffic.  

4.2.5 X2: MS/AT – WiMAX SFF 

The X2 interface carries control information via a layer 3 tunnel between the WiMAX SFF 
and the MS/AT.   

The X2 interface is defined in WiMAX [29]. 

The packets carried on the X2 interface are transported through the HRPD AN/PCF and 
PDSN as common internet traffic. 

4.2.6 X3: PDSN – LMA/HA 

The X3 interface carries IP traffic between the PDSN and the LMA/HA. The X3 interface 
uses CMIPv4 (RFC 3344 [15]), CMIPv6 (RFC 3775 [18]), or PMIPv4 (RFC PMIPv4 [25]) 
for IP traffic between the PDSN and the HA. The X3 interface uses PMIPv6 (RFC 5213 [23]) 
for IP traffic between the PDSN and the LMA. 
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  12 5.1 Functions of the SFF

5 Functional Requirements 
Optimized handoff between WiMAX and HRPD consists of two steps: (a) Pre-establishment 
phase, (b) Handoff phase. Pre-establishment phase is executed to prepare MS/AT and the 
network to reduce the service interruption at the time of handoff. Handoff phase is executed at 
the time when the MS/AT decides to tune from one access network to the other. 

5.1 Functions of the SFF 
The HRPD SFF is a logical entity and shall support layer 3 tunneling with the MS/AT. This 
may include providing a secure tunnel, as well as allow the mobile to reach HRPD ANs which 
may be on a private network. The HRPD SFF can be implemented stand-alone or co-located 
with HRPD AN. 

The HRPD SFF shall support IKEv2 RFC4306 [22]. 

The HRPD SFF shall support IPsec. 

The HRPD SFF shall forward the tunneled HRPD packets received from the MS/AT via the 
X1 interface to the target AN via the A23 interface specified in A.S0023 [1]. The HRPD SFF 
shall use the Target Node ID of the X1 protocol header to identify the associated HRPD-AN. 
The HRPD SFF shall maintain the mapping between Target Node ID and the IP address of the 
HRPD AN. 

The HRPD SFF shall forward the tunneled HRPD packets received from the target AN via the 
A23 interface to the MS/AT via the X1 interface specified in this document.  

The HRPD SFF shall manage the mapping table with the MS/AT’s ID and the IP address/port 
per the HRPD AN to forward the tunneled HRPD packets to the MS/AT. The HRPD SFF 
shall update the mapping table depending on the X1 packet. 

The HRPD SFF shall manage the mapping table with the target node’s ID and the IP 
address/port to forward the tunneled HRPD packets to the HRPD AN. 

The HRPD SFF shall not refresh the IPsec timer after the MS/AT tunes to HRPD system. 

The WiMAX SFF requirements are specific in WiMAX [29]. 

5.2 Tunnel Establishment over X1 Interface 
The X1 tunnel establishment procedure described in this section is performed using WiMAX 
access. 

5.2.1 SFF Discovery 

To perform the active handoff from HRPD to WiMAX, the MS/AT needs to discover the IP 
address of the WiMAX SFF. Similarly the MS/AT needs to discover the IP address of the 
HRPD SFF to perform the active handoff from WiMAX to HRPD. The SFF discovery 
consists of two steps. The first step (section 5.2.1.1) is Domain Name Discovery to generate 
the Fully Qualified Domain Name (FQDN). This step may occur as part of the IP address 
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 5.2 Tunnel Establishment over X1 Interface 13 

assignment to the MS/AT. The next step (section 5.2.1.2.1 and 5.2.1.2.2) is the SFF IP 
address discovery. The MS/AT performs Domain Name System (DNS) query with the FQDN 
generated with the Domain Name, and HRPD Subnet ID or WiMAX Base Station 
Identification (BS ID). 

A target HRPD AN shall be deployed within an operator’s network (this may be a private 
network), and the IP address of the HRPD AN may not be exposed outside of the private 
network. The domain discovery and SFF IP address discovery procedures allow an MS/AT to 
securely communicate with a HRPD AN in the operator’s private network.  

IPsec may be used for security. However, if an operator chooses to not employ a security 
protocol (say, if the SFF is also in the private network), then IPsec is not required. 

5.2.1.1 Domain Name Discovery 

This section defines requirements for the Domain Name Discovery. The MS/AT shall 
discover the Operator Domain Name in the HRPD via Dynamic Host Configuration Protocol 
(DHCP) using DHCP Option or DHCPv6 Option. The Domain Name Discovery in WiMAX 
is defined in [29]. 

5.2.1.1.1 DHCPv4 Option 

This section defines requirements for the Domain Name Discovery. The MS/AT uses the 
DHCPINFORM message to acquire the Domain Name using DHCP Option 15 (see RFC2132 
[8]). 

The DHCP server includes Domain Name in Domain Name Option of the DHCPACK 
message sent to the MS/AT. 

5.2.1.1.1.1 MS/AT Requirements 

The MS/AT shall support DHCP requirements as specified in X.S0011 [4] and WiMAX [29]. 

The MS/AT shall support DHCP Option 15 as specified in RFC2132 [8] and send 
DHCPINFORM message if the DHCP is used to discover the domain name. 

5.2.1.1.1.2 DHCP Server Requirements 

The DHCP server shall be configured with the Domain Name information and support DHCP 
Option 15 if the DHCP is used to discover the domain name. Upon receiving a 
DHCPINFORM message or a Relay message containing a DHCPINFORM message, the 
DHCP server shall respond with DHCPACK including the Domain Name using DHCP 
Option 15. 

5.2.1.1.2 DHCPv6 Option 

The MS/AT uses the INFORMATION-REQUEST message with the requested option code 
set for Domain Search List Option to acquire the Domain Name (see RFC3646 [17]). 

The DHCP server includes Search List Option in the REPLY message sent to the MS/AT. 
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  14 5.2 Tunnel Establishment over X1 Interface

5.2.1.1.2.1 MS/AT Requirements 

The MS/AT shall support DHCPv6 requirements as specified in X.S0011 [4] and WiMAX 
[29]. 

The MS/AT shall support DHCPv6 Domain Search List Option as specified in RFC3646 [17] 
if the DHCPv6 is used to discover the domain name. To discover the domain name, the 
MS/AT shall send INFORMATION-REQUEST message including Option Request Option 
(option-code 6) with the requested-option0code set to 24 for requesting domain search name 
list (see RFC3315 [14]  and RFC3646 [17]). 

5.2.1.1.2.2 DHCP Server Requirements 

The DHCPv6 server shall be configured with the Domain Name information and support 
DHCPv6 Domain Search List Option if the DHCP is used to discover the domain name. 

Upon receiving an INFORMATION-REQUEST message or a Relay-Forward message 
containing an INFORMATION-REQUEST message including an Option Request Option 
with the requested option-code set to 24, the DHCPv6 server shall include the Domain Search 
List Option in the REPLY message. 

5.2.1.2 SFF IP Address Discovery 

5.2.1.2.1 HRPD SFF IP Address Discovery 

The MS/AT resolves the IP address of the HRPD SFF by performing a DNS query. 

One SFF may service multiple HRPD ANs. 

Only one SFF shall support HRPD ANs with the same HRPD SubnetID. 

For DNS query, the MS/AT shall form the FQDN as follows: 

<HRPD-subnet>.HRPD.SFF.<domain-name> 

where: 

 <domain-name> is discovered (see section 5.2.1.1). 

 <HRPD-subnet>  shall be unique within the domain selected by <domain-name>. 

 <HRPD-subnet> is the hex representation in ASCII of the HRPD subnet C.S0024-A 
[2] provided to the MS/AT via the HRPD air-interface or other way. 

5.2.1.2.2 WiMAX SFF IP Address Discovery 

The MS/AT resolves the IP address of the WiMAX SFF by performing a DNS query. 

The detail procedure is defined in WiMAX [29]. 
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 5.2 Tunnel Establishment over X1 Interface 15 

5.2.2 IKEv2/IPsec Establishment 

IKEv2/IPsec may be established between the MS/AT and the SFF. This section includes the 
IKEv2/IPsec establishment operation between the MS/AT and the HRPD SFF.  The operation 
between the MS/AT and the WiMAX SFF is specified in WiMAX [29]. 

5.2.2.1 Key Derivation  

The SFF Root Key (SFF-RK) key shall be 64 octets and is derived from Extended Master 
Session Key (EMSK) or MN-AAA as per RFC5295 [24] with the following considerations: 

• The Key Derivation Function (KDF) function shall be HMAC-SHA256 as per 
SHA256 [26]. 

• When MN-AAA key or PASSWORD is used, they shall replace the EMSK in the 
formulas specified in RFC5295 [24]. 

• The key label shall be “sffrk@hrpd.3gpp2.org” specified in lower case printable 
ASCII and the string shall not be null terminated. 

• Optional Data is not used.  

• The length shall be 0x0040 in network byte order. 

Since HMAC SHA256 produces an output of 32 octets and the required SFF-RK size is 64 
octets, the procedure in section 3.1.2 of RFC5295 [24] shall be used to create the key of 
required length. 

The SFF-KEY shall be of size 32 octets and shall be derived from the SFF-RK using the 
HMAC-SHA256 KDF function as follows: 

SFF-KEY=KDF(SFF-RK, Ni|Nr, “sffkey@hrpd.3gpp2.org”), 

where Ni and Nr are nonces exchanged between MS/AT and SFF as specified in sections 
5.2.2.2 and 5.2.2.3 and RFC 4306 [22], and the key label “sffkey@hrpd.3gpp2.org” is set to 
ASCII strings without NULL termination. 

5.2.2.2 MS/AT Requirements 

The MS/AT shall set the RK as follows. If EMSK is available at the MS/AT, the MS/AT shall 
set the RK to the EMSK. Otherwise if MN-AAA is available at the MS/AT, the MS/AT shall 
set the RK to the MN-AAA. The MN-AAA is statically configured as specified in X.S0011 
[4]. If neither EMSK nor MN-AAA key is available, and the Password is available at the 
MS/AT, the MS/AT shall set the RK to the Password.  

The MS/AT shall support IKEv2 and Encapsulated Security Payload (ESP) as specified in 
RFC4306 [22] and RFC2406 [9]. 

After discovering the IP address of the HRPD SFF, if the MS/AT wants to establish the 
IKEv2/IPsec, the MS/AT shall initiate IKEv2 in order to establish trusted relationships. 

mailto:sffrk@hrpd.3gpp2.org�
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  16 5.2 Tunnel Establishment over X1 Interface

The MS/AT shall include the Security Parameter Index (SPI) in the IKEv2 Header (HDR) of 
the IKE_SA_INIT message. The MS/AT shall also include SAi1 payload, Key Exchange 
initiator (KEi) payload (with the initiator's Diffie-Hellman value) and the Initiator’s Nonce 
(Ni). 

Once initial exchange is successfully finished, the MS/AT shall send its Network Access 
Identifier (NAI) in the IDi payload with ID type set to ID_RFC822_ADDR within the 
IKE_AUTH request message. The MS/AT shall prove knowledge of the secret corresponding 
to IDi and protect the contents of the first message using the AUTH payload, which shall be 
signed using SFF-KEY key. MS/AT shall derive SFF-KEY as specified in section 5.2.2.1. 

Upon the completion of the IKEv2 procedures, the MS/AT shall establish an IPsec ESP tunnel 
to the HRPD SFF according to RFC2406 [9]. 

The MS/AT shall support the Network Address Translation (NAT) traversal per IKEv2 per 
RFC4306 [22] and the User Datagram Protocol (UDP) RFC768 [7] encapsulation of IPsec 
ESP packets per RFC3948 [19]. 

5.2.2.3 HRPD SFF Requirements 

The HRPD SFF shall follow the requirements specified in this section. 

The HRPD SFF shall support IKEv2 and ESP as specified in RFC4306 [22] and RFC2406 [9]. 

As initiated by the MS/AT, the HRPD SFF shall perform IKEv2 procedures in order to 
establish trusted relationships with the MS/AT. 

Upon receiving the IKE_SA_INIT message from the MS/AT, the SFF shall choose a 
cryptographic suite from the initiator's offered choices and express that choice in the first 
Security Association responder (SAr1) payload, complete the Diffie-Hellman exchange with 
the Key Exchange responder (KEr) payload, and send its nonce in the Nonce responder (Nr) 
payload. The SFF shall also fill the Security Parameter Index responder (SPIr) field in the 
HDR with the random value. 

Upon receiving the IKE_AUTH message from MS/AT, the SFF shall first look up its 
database. If there is no SFF-KEY found associated with this NAI, the SFF shall send a 
RADIUS Access Request message or Diameter message with received NAI, Ni and Nr to the 
HAAA to get the SFF-KEY key. Once the SFF receives the key, the SFF shall verify the 
AUTH message. If the verification of AUTH is successful, the SFF shall send the message 
back to the MS/AT. The SFF shall assert its identity with the Identification -- Responder (IDr) 
payload, authenticate its identity and protect the integrity of the second message with the 
AUTH payload, which is signed with SFF-KEY. 

Upon the completion of the IKEv2 procedures, the HRPD SFF shall establish an IPsec ESP 
tunnel with the MS/AT according to RFC2406 [9]. 

The HRPD SFF shall support the NAT traversal per IKEv2 RFC4306 [22] and the UDP 
encapsulation of IPsec ESP packets RFC3948 [19]. 

5.2.2.4 H-AAA Requirements  

The H-AAA shall follow the requirements specified in this section. 
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 5.2 Tunnel Establishment over X1 Interface 17 

The H-AAA shall set the RK as follows. If EMSK is available at the H-AAA, the H-AAA 
shall set the RK to the EMSK. Otherwise if MN-AAA is available at the H-AAA, the H-AAA 
shall set the RK to the MN-AAA. If neither EMSK nor MN-AAA key is available, and the 
Password is available at H-AAA, the H-AAA shall set the RK to the Password. 

Upon receiving RADIUS Access Request message or Diameter message with NAI, Ni and Nr 
from the SFF, the HAAA shall use received NAI to find associated SFF-RK key, generate 
SFF-KEY as specified in section 5.2.2.2 and return the SFF-KEY to the SFF. 

5.2.2.5 RADIUS and Diameter Support 

5.2.2.5.1 Diameter Applications, Commands and AVPs 

5.2.2.5.1.1 WiMAX-HRPD-SFF-Request/Answer Command 

The WiMAX-HRPD-SFF-Request /Answer commands (Table 1) are interchanged between 
the SFF and the HAAA. The commands are exchanged in order to provide the SFF with keys 
necessary to validate the AUTH message of the IKEv2 exchange.  

Table 1 WiMAX-HRPD-SFF-Request /Answer commands 
Command-Name                         Abbrev. Code 

WiMAX-HRPD-SFF-Request WHSR TBD WHSR 
(Note) 

WiMAX-HRPD-SFF-Answer WHSA TBD WHSA 
(Note) 

Note: Diameter application IDs and Command Codes have been requested from the Internet 
Engineering Task Force (IETF). 

5.2.2.5.1.1.1 WiMAX-HRPD-SFF-Request 

The WiMAX-HRPD-SFF-Request command is sent from the SFF to the HAAA upon the SFF 
receiving an IKE_AUTH Request from the MS/AT. 

<WHSR> ::= <Diameter Header: TBD WHSR, PXY> (Note) 

<Session-Id>  

{ Auth-Application-Id }  

{ Origin-Host }  

{ Origin-Realm }  

{ Destination-Realm }  
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  18 5.2 Tunnel Establishment over X1 Interface

{ Auth-Request-Type } Auth-Request-Type value MUST be set 
to AUTHORIZE_ONLY (2) as defined 
in RFC3588 [16]. 

{ User-Name }  

{ SFF-IP } SFF-IP address. 

{ SFF-KEY-Nonces } Contains nonces used for SFF-KEY 
generation. 

[ Destination-Host ]  

[ Origin-State-Id ]  

[ Auth-Session-State ]  

[ Framed-IP-Address ] Set to the SFF address received in the 
IKEv2 messages. 

[ Chargeable-User-Identity ] MAY be included by the SFF in the 
initial request message for this session.  
MUST be included in subsequent 
commands if received a Chargeable-
User-Identity for this session. 

*[Proxy-Info]  

*[Route-Record]  

*[AVP]  

Note: Diameter application IDs and Command Codes have been requested from the IETF. 

5.2.2.5.1.1.2 WiMAX-HRPD-SFF-Answer  

This command is sent by the AAA to the SFF in response to a WHSR command. The 
following specifies the allowed Attribute Vector Pair (AVP) in the command: 

<WHSA> ::= < Diameter Header: TBD WHSA, PXY > (Note) 

<Session-Id>  

{ Auth-Application-Id }  

{ Result-Code }  
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 5.2 Tunnel Establishment over X1 Interface 19 

{ Origin-Host }  

{ Origin-Realm }  

[ SFF-KEY] Contains the SFF-KEY key that 
corresponds to the NAI that was requested 
in the WHSR command. 

MUST be returned unless there is a failure. 

[ User-Name ]  

[ Origin-State-Id ]  

[ Chargeable-User-Identity ] The Chargeable-User-Identity AVP MUST 
be included if the Chargeable-User-
Identity was included in the corresponding 
WMHAR command. 

[ Error-Message ]  

[ Error-Reporting-Host ]  

* [ Failed-AVP ]  

[ Re-Auth-Request-Type ]  

* [ Redirected-Host ]  

[ Redirected-Host-Usage ]  

[ Redirected-Max-Cache-Time ]  

*[Proxy-Info ]  

*[Route-Record ]  

*[ AVP ]  

Note: Diameter application IDs and Command Codes have been requested from the IETF. 

5.2.2.5.2 Diameter AVPs 

Table 2 shows the meaning of the Diameter AVPs defined in columns of  Table 3. 
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  20 5.2 Tunnel Establishment over X1 Interface

Table 2 Meaning of the fields 

DER and ‘DEA 
column code 

Meaning 

0 This attribute shall not be present. 

0+ Zero or more instances of this attribute may be present. 

0-1 Zero or one instance of this attribute may be present. 

1 Exactly one instance of this attribute shall be present. 

Table 3 lists the Diameter AVPs used in the Diameter commands exchanged between the 
HRPD SFF and the AAA. 

Table 3 Diameter AVP exchanged between the HRPD SFF and the 
AAA 

Attribute AVP 
Code 

Value Type Request Answer Comments 

User-Name 1 UTF8String 1 0-1 User's NAI, Case 
Sensitive. RFC3588 
[16] 

NAS-IP-Address 4 OctetString 0-1 0 IP Addr of NAS in 
HRPD SFF. 
RFC4005 [20]. 

Session-Timeout 27 Unsigned32 0 0-1 Seconds until forced 
session termination 
and re-
authentication 
required. RFC3588 
[16]. 

Idle-Timeout 28 Unsigned32 0 0-1 Seconds of idle time 
before auto-
termination of 
session. RFC3588 
[16]. 

Authorization-Lifetime 291 Unsigned32
 

0-1 0-1 0-Immediate re-
authentication. 
RFC3588 [16] 

NAS-Identifier 32 UTF8String 0-1 0 Alternative to NAS-
IP_Address to 
identify NAS. 
RFC4005 [20]. 

NAS-Port-Type 61 Enumerated 0-1 0 5 = virtual. 
RFC4005 [?]. 

NAS-IPv6-Address 95 OctetString 0-1 0 IPv6 Addr of NAS in 
HRPD SFF. 
RFC4005 [20]. 

SFF-Key 5535/44 String 0-1 0 The SFF-KEY key. 

SFF-IP 5535/45 OctetString 
 

0-1 0 SFF IP address 
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 5.2 Tunnel Establishment over X1 Interface 21 

Attribute AVP 
Code 

Value Type Request Answer Comments 

SFF-KEY-Nonces 5535/46 Grouped 0-1 0 Grouped AVP that 
describes Ni and Nr 
nonces exchanged 
between MS/AT and 
SFF, and sent from 
SFF to AAA for 
SFF-KEY 
generation.  Defined 
as:  
 
SFF-KEY-Nonces 
::= < AVP Header: 
TBD> 
   {Ni} 
   {Nr} 
*[AVP] 
(Note) 

Ni 5535/47 Unsigned32 0-1 0 The IKEv2 Initiator’s 
nonce. 

Nr 5535/48 Unsigned32 0-1 0 The IKEv2 
Responder’s nonce.

Note: Diameter application IDs and Command Codes have been requested from the IETF. 

5.2.2.5.3 RADIUS Vendor Specific Attributes (VSAs) 

Table 4 shows the meaning of the Radius message columns in columns of Table 5. 

Table 4 Meaning of the Request, Accept, Reject, Challenge columns 
of Table 5. 

Coding Meaning 

0 This attribute shall not be present. 

0+ Zero or more instances of this attribute may be present. 

0-1 Zero or one instance of this attribute may be present. 

1 Exactly one instance of this attribute shall be present. 

Table 5 summarizes the RADIUS attributes in the Radius commands exchanged between the 
HRPD SFF and the AAA. 

Table 5 Radius AVP exchanged between the HRPD SFF and the AAA 

Attribute Type Value 
Type 

Request Accept Reject Challenge Comments 

User-Name 1 String 1 0-1 0 0 User's NAI, Case Sensitive. 
RFC 2865 [11]. 

NAS-IP-
Address 

4 IP Addr 0-1 0 0 0 IP Addr of NAS in HRPD 
SFF. RFC 2865 [11]. 

Session-
Timeout 

27 Integer 0 0-1 0 0-1 Seconds until forced session 
termination and re-
authentication required. 
RFC 2865 [11]. 
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Handoff

Attribute Type Value 
Type 

Request Accept Reject Challenge Comments 

Idle-Timeout 28 Integer 0 0-1 0 0-1 Seconds of idle time before 
auto-termination of session. 
RFC 2865 [11]. 

Termination-
Action 

29 Integer 0 0-1 0 0 0-Default (end of session) 
1-RADIUS re-authentication. 
RFC 2865 [11]. 

NAS-Identifier 32 String 0-1 0 0 0 Alternative to NAS-
IP_Address to identify NAS. 
RFC 2865 [11]. 

Event-Time-
Stamp 

32 Integer 0 0 0-1 0-1 Seconds since Jan 1 1970 
UTC. RFC 2865 [11]. 

NAS-Port-
Type 

61 Integer 0-1    5 = virtual. RFC 2865 [11]. 

Message 
Authenticator 

80 String 0-1 0-1 0-1 1 RFC2869 [12]. 

NAS-IPv6-
Address 

95 IP Addr 0-1 0 0 0 IPv6 Addr of NAS in HRPD 
SFF. RFC 3162 [13]. 

MS-MPPE-
RECV-KEY 
(Microsoft 
VSA) 

26 String 
 

0 0-1 0 0 If MS-MPPE-SEND-KEY is 
included then this attribute 
shall also be included; 
otherwise the HRPD SFF 
shall treat the Access-
Accept as an Access-Reject.
RFC2548 [10]. 

MS-MPPE-
SEND-KEY 
(Microsoft 
VSA) 

26 String 0 0-1 0 0  If MS-MPPE-RECV-KEY is 
included then this attribute 
shall also be included; 
otherwise the HRPD SFF 
shall treat the Access-
Accept as an Access-Reject.
RFC2548 [10]. 

SFF-KEY 26/209 String 0 0-1 0 0 The key sent from AAA to 
HRPD SFF for IKEv2 PSK 
method. 

SFF-Key-Life 26/210 Integer 0 0-1 0 0 The lifetime in seconds of 
the SFF Security 
Association. 

SFF-IKEv2-NI 26/211 String 0-1 0 0 0 Ni nonce exchanged 
between MS/AT and SFF, 
and sent from SFF to AAA 
for SFF-KEY generation. 

5.3 CMIPv4-Based Approach for WiMAX-to-HRPD Handoff 
The requirements for WiMAX-to-HRPD CMIPv4-based handoff are specified in this section. 
CMIPv4 is used in both the WiMAX and the HRPD systems. 

5.3.1 MS/AT Requirements 

The MS/AT shall follow the requirements in X.S0011 [4] and WiMAX [29]. 



  X.S0058-0 v1.0 
 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

29 

30 

31 

32 

33 

34 

35 

36 

37 

38 

39 

40 

41 

42 

43 

44 

45 

46 

47 

48 

49 

50 

51 

52 

53 

54 

55 

56 

57 

58 

59 

60 

 5.3 CMIPv4-Based Approach for WiMAX-to-
HRPD Handoff 23 

The following procedures are executed during the Pre-establishment phase: 

The MS/AT obtains the IP address of the HRPD SFF as specified in section 5.2.1.2.1 
and may perform the IPsec tunnel establishment with the HRPD SFF if needed as 
specified in section 6.2. 

Upon establishing the IP tunnel, the MS/AT performs the HRPD session 
establishment and the access authentication as specified in A.S0023 [1] through the 
IP tunnel. After successful session establishment, the MS/AT shall perform the PPP 
establishment with the PDSN for CMIPv4 access as required in X.S0011 [4]. When 
the MS/AT receives an Foreign Agent (FA) Advertisement message from the PDSN, 
the MS/AT shall not send a MIP Registration Request (RRQ) message to the PDSN 
until the MS/AT decides to handoff to the HRPD system. The MIP RRQ message is 
based on the most recent FA advertisement information received. 

After the Point-to-Point Protocol (PPP) is established through the IP tunnel, the 
MS/AT may perform the Traffic Flow Template (TFT) establishment as required in 
X.S0011 [4] by using the Home Address (HoA) previously assigned by the HA 
while in the WiMAX system. 

The following procedures are executed at the time of handoff phase: 

After receiving a HRPD Traffic Channel Assignment message, the MS/AT should 
send a MIP RRQ message to the PDSN through the IP tunnel by setting the NAI to 
the NAI used in the WiMAX system and by setting HoA to the IP address assigned 
to the MS/AT while in the WiMAX system. The MS/AT receives a MIP Registration 
Reply (RRP) in response the MIP RRQ after tuning to the HRPD system. If the 
CMIPv4 registration successfully completes, the MS/AT may send and receive data 
in the HRPD system. After tuning to the HRPD system, the MS/AT may also resend 
‘MIP-RRQ’. 

After tuning the transmitter to the HRPD system, the MS/AT may receive packets 
from the WiMAX system by using the second receiver for some time. 

5.3.2 PDSN Requirements 

The PDSN shall follow the requirements as specified in X.S0011 [4]. 

If the PDSN supports the handoff from WiMAX to HRPD system, the PDSN shall support the 
tunnel mode indication as specified in A.S0023 [1]. After an A10 connection is established 
with the tunnel mode indication, the PDSN should perform the PPP negotiation.  If the 
MS/AT performs the TFT establishment procedure before CMIPv4 registration completes, the 
PDSN shall accept it by assuming the same HoA will be assigned after CMIPv4 registration. 
If a different HoA is assigned, the PDSN shall renegotiate PPP. 

5.3.3 WiMAX ASN Gateway Requirements 

The WiMAX ASN requirements for the CMIPv4 operation in the WiMAX system and the 
CMIPv4-based handoff between the WiMAX and the HRPD systems are specified in 
WiMAX [29]. 
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 24 5.4 CMIPv4/PMIPv4-Based Approach for WiMAX

to HRPD Handoff

5.3.4 HA Requirements 

The HA shall follow the requirements specified in X.S0011 [4] for CMIPv4 operation and 
CMIPv4-based handoff when in HRPD systems. The HA shall follow the requirements 
specified in WiMAX [29] for CMIPv4 operation and CMIPv4-based handoff when in the 
WiMAX system. 

5.3.5 AAA Requirements 

The AAA shall follow the requirements specified in X.S0011 [4] for CMIPv4 operation and 
CMIPv4-based handoff when in HRPD systems. The AAA shall follow the requirements 
specified in WiMAX [29] for CMIPv4 operation and  CMIPv4-based handoff when in the 
WiMAX system. 

5.3.6 PCRF Requirements 

The Policy and Charging Rules Function (PCRF) shall support both the WiMAX and HRPD 
networks. 

5.4 CMIPv4/PMIPv4-Based Approach for WiMAX to HRPD 
Handoff 

The requirements for WiMAX-to-HRPD CMIPv4/PMIPv4-based handoff are specified in this 
section. CMIPv4 is used in the HRPD system and PMIPv4 is used in the WiMAX system. 

5.4.1 MS/AT Requirements 

The MS/AT shall follow the requirements in X.S0011 [4] and WiMAX [29]. 

The following procedures are executed during the Pre-establishment phase: 

The MS/AT obtains the IP address of the HRPD SFF as specified in section 5.2.1.2.1  
and may perform the IPsec tunnel establishment with the HRPD SFF if needed as 
specified in section 6.2. 

Upon establishing the IP tunnel, the MS/AT performs the HRPD session 
establishment and the access authentication as specified in A.S0023 [1] through the 
IP tunnel. After successful session establishment and access authentication, the 
MS/AT shall perform the PPP negotiation with the PDSN for CMIPv4 access as 
specified in X.S0011 [4]. When the MS/AT receives an FA Advertisement message 
from the PDSN, the MS/AT shall not send a MIP RRQ message to the PDSN until 
the MS/AT decides to handoff to the HRPD system. The MIP RRQ message is based 
on the most recent FA advertisement information received. 

After the PPP is established through the IP tunnel, the MS/AT may perform the TFT 
establishment as required in X.S0011 [4] by using the simple IP address previously 
assigned in the WiMAX system. 

The following procedures are executed at the time of handoff phase: 
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to HRPD Handoff 25 

After receiving a HRPD Traffic Channel Assignment message, the MS/AT should 
send a MIP RRQ message to the PDSN through the IP tunnel by setting the NAI to 
the NAI used in the WiMAX system and by setting the HA to 0.0.0.0. The MS/AT 
receives a MIP RRP in response the MIP RRQ after tuning to the HRPD system. If 
the CMIPv4 registration successfully completes, the MS/AT may send and receive 
data in the HRPD system. After tuning to the HRPD system, the MS/AT may also 
resend ‘MIP-RRQ’. 

After tuning the transmitter to the HRPD system, the MS/AT may receive packets 
from the WiMAX system by using the second receiver for some time. 

5.4.2 PDSN Requirements 

The PDSN shall follow the requirements as specified in X.S0011 [4]. 

If the PDSN supports the handoff from WiMAX to HRPD system, the PDSN shall support the 
tunnel mode indication as specified in A.S0023 [1]. After an A10 connection is established 
with the tunnel mode indication, the PDSN should perform the PPP negotiation.  If the 
MS/AT performs the TFT establishment procedure before CMIPv4 registration completes, the 
PDSN shall accept it by assuming the same HoA will be assigned after CMIPv4 registration. 
If a different HoA is assigned, the PDSN shall renegotiate PPP. 

5.4.3 WiMAX ASN Gateway Requirements 

The WiMAX ASN requirements for PMIPv4 operation in the WiMAX system and the 
CMIPv4/PMIPv4 handoff between the WiMAX and the HRPD systems are specified in 
WiMAX [29]. 

5.4.4 HA Requirements 

The HA shall follow the requirements specified in X.S0011 [4] and WiMAX [29] for PMIPv4 
operation in the WiMAX system, CMIPv4 operation in the HRPD system and the 
CMIPv4/PMIPv4 handoff between the WiMAX and the HRPD systems.  

The HA shall set the HoA in the RRP to the IP address assigned to the MS/AT while in 
WiMAX. 

5.4.5 AAA Requirements 

The AAA shall follow the requirements specified in X.S0011 [4] and WiMAX [29] for 
PMIPv4 operation in the WiMAX system, CMIPv4 operation in the HRPD system and the 
CMIPv4/PMIPv4 handoff between the WiMAX and the HRPD systems. The HAAA shall 
return the same HA address to the PDSN in the AAA messages specified during the 
authentication phase. 

5.4.6 PCRF Requirements 

The PCRF shall support both the WiMAX and HRPD networks. 
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 26 5.5 PMIP-Based Approach for WiMAX-to-HRPD

Handoff

5.5 PMIP-Based Approach for WiMAX-to-HRPD Handoff 
The requirements for WiMAX-to-HRPD PMIP-based handoff are specified in this section. 
Either PMIPv4 or PMIPv6 can be used in both the HRPD and the WiMAX systems, but no 
handoff between PMIP versions is supported. 

Either PMIPv4 or PMIPv6 can be used in both the HRPD and the WiMAX systems, but no 
handoff between PMIP versions is supported. 

5.5.1 PMIPv4-Based Approach 

The requirements in this section are applied for PMIPv4 operation. 

5.5.1.1 MS/AT Requirements 

The MS/AT shall follow the requirements in X.S0011 [4], X.S0061 [6] and WiMAX [29]. 

The following procedures are executed during the Pre-establishment phase: 

The MS/AT obtains the IP address of the HRPD SFF as specified in section 5.2.1.2.1 
and may perform the IPsec tunnel establishment with the HRPD SFF if needed as 
specified in section 6.2. 

Upon establishing the IP tunnel, the MS/AT performs the HRPD session 
establishment and the access authentication as specified in A.S0023 [1] through the 
IP tunnel. After the successful session establishment and the access authentication, 
the MS/AT shall perform the PPP negotiation for the PMIPv4 access as specified in 
X.S0061 [6]. For IPv4, the MS/AT should set an IP Address Option of IPCP 
Configure Request message to the IP address assigned while in the WiMAX 
system.IPv6 over PMIPv4 is not supported. 

After the PPP is established through the IP tunnel, the MS/AT may perform the TFT 
establishment as required in X.S0011 [4] by using the IP address previously assigned 
while in the WiMAX system. 

The following procedures are executed at the time of handoff phase: 

After receiving a HRPD Traffic Channel Assignment message, the MS/AT should 
tune to the HRPD system and completes the HRPD traffic channel establishment. 

After tuning the transmitter to the HRPD system, the MS/AT may receive packets 
from the WiMAX system by using the second receiver for some time. 

5.5.1.2 PDSN Requirements 

The PDSN shall follow the requirements as specified in X.S0011 [4] and X.S0061 [6]. 

If the PDSN supports the handoff from WiMAX to HRPD system, the PDSN shall support the 
tunnel mode indication as specified in A.S0023 [1]. After an A10 connection is established 
with the tunnel mode indication, the PDSN should perform the PPP negotiation. When the 
tunnel mode indication is included in A10 message, the PDSN shall not perform PMIPv4 
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registration with the HA during the PPP negotiation and shall accept the MS/AT’s proposed 
IP address in the IP address Option of IPCP Configure Request message. The following 
events shall trigger the PDSN to perform PMIPv4 registration as specified in X.S0061 [6]: 

 Active handoff – the PDSN receives A10 Xoff from HRPD RAN 

 Dormant Handoff – the PDSN receives A11 RRQ with an Active Start airlink record 
and without the tunnel mode indication. 

If the MS/AT performs the TFT establishment procedure before PMIPv4 registration 
completes, the PDSN shall accept it by assuming the same IP address will be assigned after 
PMIPv4 IP address assignment by the HA. If a different IP address is assigned, the PDSN 
shall renegotiate the PPP. 

During handoff from WiMAX to HRPD, if the IP address obtained from the HA in the PMIP 
Registration Response is not equal to the address proposed by the MS/AT during the time of 
pre-registration, then the PDSN shall renegotiate the PPP. 

5.5.1.3 WiMAX ASN Gateway Requirements 

The WiMAX ASN requirements for PMIPv4 operation in the WiMAX system and the 
PMIPv4-based handoff between the WiMAX and the HRPD systems are specified in 
WiMAX [29]. 

5.5.1.4 HA Requirements 

The HA shall follow the requirements specified in X.S0061 [6] and WiMAX [29] for PMIPv4 
operation in the WiMAX system and the HRPD system, and the PMIPv4-based handoff 
between the WiMAX and the HRPD systems. 

The HA shall set the HoA in the Proxy Registration Response (PRRP) message to the IP 
address assigned to the MS/AT while in WiMAX. 

5.5.1.5 AAA Requirements 

The AAA shall follow the requirements specified in X.S0011 [4], X.S0061 [6] and WiMAX 
[29] for PMIPv4 operation in the WiMAX system and the HRPD system, and the PMIPv4-
based handoff between the WiMAX and the HRPD systems. The HAAA shall return the same 
HA address to the PDSN in the AAA messages specified during PPP authentication phase. 
For the case of PMIP4, the HAAA shall generate a new PMN-HA key and PMN-HA-SPI. 
The HAAA shall return the new values of PMN-HA key and associated PMN-HA-SPI to the 
PDSN during PPP authentication phase. 

5.5.1.6 PCRF Requirements 

The PCRF shall support both the WiMAX and HRPD networks. 

5.5.2 PMIPv6-Based Approach 

The requirements in this section are applied for PMIPv6 operation. 
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 28 5.5 PMIP-Based Approach for WiMAX-to-HRPD

Handoff

5.5.2.1 MS/AT Requirements 

The MS/AT shall follow the requirements in X.S0011 [4], X.S0061 [6] and WiMAX [29]. 

The following procedures are executed during the Pre-establishment phase: 

The MS/AT obtains the IP address of the HRPD SFF as specified in section 5.2.1.2.1 
and may perform the IPsec tunnel establishment with the HRPD SFF if needed as 
specified in section 6.2. 

Upon establishing the IP tunnel, the MS/AT performs the HRPD session 
establishment and the access authentication as specified in A.S0023 [1] through the 
IP tunnel. After the successful session establishment and the access authentication, 
the MS/AT shall perform the PPP negotiation as specified in X.S0061 [6].  

  

For IPv6, the MS/AT shall set an Interface Identifier Configuration Option of 
IPCPv6 Configure Request message to the interface ID negotiated or selected while 
in the WiMAX system. The MS/AT that is requesting an IPv6 connection on HRPD 
system during pre-establishment phase shall use the IPv6 prefix that is obtained on 
WiMAX system. 

For IPv4, the MS/AT should set an IP Address Option of IPCP Configure Request 
message to the IP address assigned while in the WiMAX system. 

After the PPP is established through the IP tunnel, the MS/AT may perform the TFT 
establishment as required in X.S0011 [4] by using the interface ID and Home 
Network (HN) prefix/IPv4 address previously assigned while in the WiMAX system. 

The following procedures are executed at the time of handoff phase: 

After receiving a HRPD Traffic Channel Assignment message, the MS/AT should 
tune to the HRPD system and completes the HRPD traffic channel establishment. 

After tuning to the HRPD system, the MS/AT may receive packets from the 
WiMAX system by using the second receiver for some time. An MS/AT that is using 
an IPv6 connection shall wait for Router Advertisement on HRPD system before 
transmitting any packets on HRPD system. If the IPv6 prefix that is included in the 
Router Advertisement does not match with the IPv6 prefix that the MS/AT obtained 
on WiMAX system, then the MS/AT shall renegotiate the PPP. 

5.5.2.2 PDSN Requirements 

The PDSN shall follow the requirements as specified in X.S0011 [4] and X.S0061 [6]. 

If the PDSN supports the handoff from WiMAX to HRPD system, the PDSN shall support the 
tunnel mode indication as specified in A.S0023 [1]. After an A10 connection is established 
with the tunnel mode indication, the PDSN shall perform the PPP negotiation. When the 
tunnel mode indication is included in A10 message, the PDSN shall not perform PMIPv6 
binding update with the LMA during the PPP negotiation and shall accept the MS/AT’s 
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proposed interface ID in the Interface Identifier Configuration Option of IPCPv6 Configure 
Request message or IPv4 address in the IP address Option of IPCP Configure Request 
message. The PDSN shall wait for PMIP and IPv6CP procedures to finish before sending 
Router Advertisement to the MS/AT that is using IPv6. 

The following events shall trigger the PDSN to perform PMIPv6 binding update as specified 
in X.S0061 [6]: 

 Active handoff – the PDSN receives A10 Xoff from HRPD RAN. 

 Dormant Handoff – the PDSN receives A11 RRQ with an Active Start airlink record 
and without the tunnel mode indication. 

If the MS/AT performs the TFT establishment procedure before PMIPv6 binding update 
completes, the PDSN shall accept it by assuming the same HN prefix/IPv4 address will be 
assigned after PMIPv6 binding update by the LMA. If a different HN prefix/IPv4 address is 
assigned, the PDSN shall renegotiate the PPP. 

During handoff from WiMAX to HRPD, if the IPv4 address obtained from the HA in the 
PMIP Binding Acknowledgment is not equal to the address proposed by the MS/AT during 
the time of pre-registration, then the PDSN shall renegotiate the PPP. During handoff from 
WiMAX to HRPD, if the HN prefix obtained from the LMA in the PMIP Binding 
Acknowledgment is not equal to the HN prefix proposed by the MS/AT during the time of 
pre-registration, then the PDSN shall renegotiate the PPP. 

If the MS/AT is using IPv6 address, then the PDSN shall send Router Advertisement message 
which includes IPv6 prefix after the PDSN has performed a successful PMIP registration. If  
the Proxy Binding Acknowledgement (PBA) message contains an IPv6 prefix that is different 
from the IPv6 prefix used in the TFT establishment, then the PDSN shall renegotiate the PPP. 

5.5.2.3 WiMAX ASN Gateway Requirements 

The WiMAX ASN requirements for PMIPv6 operation in the WiMAX system and the 
PMIPv6-based handoff between the WiMAX and the HRPD systems are specified in 
WiMAX [29]. 

5.5.2.4 LMA Requirements 

The LMA shall follow the requirements specified in X.S0061 [6] and WiMAX [29] for 
PMIPv6 operation in the WiMAX system and the HRPD system, and the PMIPv6-based 
handoff between the WiMAX and the HRPD systems. 

The HA shall set the HoA in the PBA message to the IP address assigned to the MS/AT while 
in WiMAX.” 

5.5.2.5 AAA Requirements 

The AAA shall follow the requirements specified in X.S0011 [4], X.S0061 [6] and WiMAX 
[29] for PMIPv6 operation in the WiMAX system and the HRPD system, and the PMIPv6-
based handoff between the WiMAX and the HRPD systems. The HAAA shall return the same 
LMA address to the PDSN in the AAA messages specified during PPP authentication phase. 
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5.5.2.6 PCRF Requirements 

The PCRF shall support both the WiMAX and HRPD networks. 

5.6 HRPD-to-WiMAX Handoff Approach 
This section describes the requirements which apply the handoff from HRPD to WiMAX. The 
following three IP mobility scenarios are supported in this specification: 

1. CMIPv4 is used in both the HRPD and the WiMAX systems. 

2. CMIPv4 is used in the HRPD system and PMIPv4 is used in the WIMAX system. 

3. PMIPv4 or PMIPv6 is used in both the HRPD and the WiMAX systems. 

The requirements specified in this section are commonly applied for supporting three IP 
mobility scenarios. 

5.6.1 MS/AT Requirements 

The MS/AT shall follow the requirements in X.S0011 [4] and WiMAX [29]. If the PMIPv4 or 
PMIPv6 is used in the HRPD system, The MS/AT shall follow the requirements in X.S0061 
[6]. 

The following procedures are executed during the Pre-establishment phase: 

The MS/AT shall obtain the IP address of the WiMAX SFF as specified in section 
5.2.1.2.2 and may perform the IPsec tunnel establishment with the WiMAX SFF if 
needed as specified in section 6.2. 

Upon establishing the IP tunnel, the MS/AT performs the WiMAX pre-registration 
as specified in WiMAX [29]. 

The following procedures are executed at the time of handoff phase: 

After deciding the handoff from the HRPD to the WiMAX, the MS/AT should send 
a ConnectionClose message to the HRPD AN and shall tune to the WiMAX system. 
After completing the WiMAX attachment procedure as specified in WiMAX [29], 
the MS/AT may send and receive data in the WiMAX system. 

5.6.2 PDSN Requirements 

The PDSN shall follow the requirements as specified in X.S0011 [4].   

In the case of a PMIP-based handoff from HRPD to WiMAX, upon receiving the Binding 
Revocation Indication message from the HA/LMA, the PDSN shall stop the “PPP inactivity” 
timer and start a “PPP-Context-inactivity” timer. PDSN shall maintain all information for the 
MS/AT until the PPP-Context-inactivity timer expires, as if the MS/AT was still attached to 
the access network If the PDSN receives A11-RRQ with ‘Active-Start airlink record’, for an 
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MS/AT that has an active PPP-Context-Inactivity timer, then the PDSN shall stop the PPP-
Context-Inactivity timer for that MS/AT. 

5.6.3 WiMAX ASN Gateway Requirements 

The WiMAX ASN requirements in the WiMAX system and the handoff between the HRPD 
and the WiMAX systems are specified in WiMAX [29]. 

5.6.4 LMA/HA Requirements 

If the CMIPv4 is used in the HRPD system, the HA shall follow the requirements specified in 
X.S0011 [4]. If the PMIPv4 is used in the HRPD system, the HA shall follow the 
requirements in X.S0061 [6]. Additionally the HA shall follow the requirements specified in 
WiMAX [29]. 

The LMA shall follow the requirements specified in X.S0061 [6] and WiMAX [29] when 
PMIPv6 is used in the HRPD and the WiMAX systems. 

5.6.5 AAA Requirements 

The AAA shall follow the requirements specified in X.S0011 [4] and WiMAX [29]. If the 
PMIPv4 or the PMIPv6 is used in the HRPD system, the AAA shall follow the requirements 
specified in X.S0061 [6]. 

The AAA shall return the same LMA address that the MS/AT is connected to, in HRPD. 

5.6.6 PCRF Requirements 

The PCRF shall support both the WiMAX and HRPD networks. 
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  32 6.1 SFF Discovery Call Flow

6 Call Flows 
 

6.1 SFF Discovery Call Flow 
Figure 3 illustrates an example call flow for the discovery of SFF. 

MS/AT Source
System

Local
DHCP AAA

3. DNS Query

4. DNS Answer (SFFs IP address)

1. Domain Name acquisition via DHCP

SFF
Target
SystemDNS

2. Generate FQDN 
for SFF discovery

 

Figure 3 SFF Discovery 

1. The MS/AT acquires the domain name via DHCP message exchange. 

2. The MS/AT generates the FQDN for the SFF with the domain name acquired in step 1. 

3. The MS/AT sends a DNS query to the DNS Server including the FQDN. 

4. The DNS server responds with a DNS answer including the SFF’s IP address. 

6.2 IPsec Tunnel Establishment 
Figure 4 illustrates an example call flow for IPsec tunnel establishment between the MS/AT 
and the SFF. IKEv2 authentication and IPsec tunnel establishment are optional. IPsec tunnel 
establishment is done using IKEv2 in the Pre-Shared Key (PSK) mode per RFC4306 [22]. 
The method provides a way to establish a security association and an IPsec tunnel using PSK. 
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Figure 4 IPsec Tunnel Establishment 

The steps in Figure 4 are described below. 

1. The MS/AT starts from the source network. In the source network, the MS/AT acquires 
Local Domain Name and discovers the DNS server IP address(es). If the source 
network is WiMAX, k the MS/AT performs access authentication and acquires an IP 
address. As a result of successful access authentication in WiMAX network, both 
MS/AT and HAAA calculate the Master Session Key (MSK) and Extended Master 
Session Key (EMSK). If the source network is HRPD network, depending on the type 
of MS/AT (Simple IP MS/AT or MIP capable MS/AT), the MS/AT performs Password 
Authentication Protocol (PAP) or Challenge Handshake Authentication Protocol 
(CHAP) access authentication based on PAP/CHAP Password (PW) or MIP 
authentication based on MN-AAA shared secret. The MS/AT also acquires an IP 
address in HRPD network. Using the EMSK or PW or MN-AAA shared secret 
(depending on the source system) as the source key material, MS/AT and HAAA 
derive an additional key SFF-RK key and corresponding SPI associated with this key. 

2. The MS/AT performs SFF discovery. See section 5.2.1.  
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  34 6.3 CMIP-Based Approach Call Flow

3. The MS/AT initiates the IKEv2 exchange with the SFF.  The first set of messages is 
the IKE_SA_INIT exchange. IKEv2 Header (HDR) in the IKE_SA_INIT message 
contains the SPI that is derived in step 1. The MS/AT also includes SAi1 payload, KEi 
payload (with the initiator's Diffie-Hellman value) and the Initiator’s Nonce (Ni). The 
MS/AT and the SFF support NAT Traversal as outlined in section 2.23 of RFC4306 
[22].  

4. The SFF sends back the response to the MS/AT. The SFF chooses a cryptographic 
suite from the initiator's offered choices and expresses that choice in the first Security 
Association responder (SAr1) payload, completes the Diffie-Hellman exchange with 
the Key Exchange responder (KEr) payload, and sends its nonce in the Nonce 
responder (Nr) payload. The SFF also fills the SPIr field in the HDR with the random 
value. 

5. The MS/AT initiates the IKE_AUTH exchange with the SFF. The MS/AT includes its 
NAI in the IDi payload. The MS/AT proves knowledge of the secret corresponding to 
IDi and integrity protects the contents of the first message using the AUTH payload, 
which is signed using SFF-KEY key. SFF-KEY is derived using as input SFF-RK 
derived in step 1, Ni, and Nr.  

6. Upon receiving the message from MS/AT, the SFF first looks up its database with the 
NAI and Security Parameter Index initiator (SPIi) in the HDR field. If there is no key 
found, the SFF sends a message with SPI, MS/AT’ NAI, Ni and Nr to the HAAA to get 
the SFF_KEY key.  

7. The HAAA uses SPI and MS/AT’ NAI to find associated SFF-RK key, generates SFF-
KEY using SFF-RK, Ni and Nr as input and returns the SFF-KEY to the SFF. After 
receiving the key from the HAAA, the SFF can verify the AUTH. 

8. If the verification of AUTH is successful, the SFF sends the message back to the 
MS/AT. The SFF asserts its identity with the Identification -- Responder (IDr) payload, 
authenticates its identity and protects the integrity of the second message with the 
AUTH payload, which is signed with SFF_KEY key, and completes negotiation with 
Traffic Selector -- Initiator (TSi) and Traffic Selector – Responder (TSr). 

9. When the IKE_AUTH exchange completes, an IPsec tunnel is established between the 
MS/AT and the SFF. The MS/AT and the SFF also support UDP encapsulation of 
IPsec ESP packets per RFC3948 [19] for the case when a NAT is detected in step 3. 

6.3 CMIP-Based Approach Call Flow 

6.3.1 CMIPv4-CMIPv4-Based Call Flows for Active Handoff from WiMAX to 
HRPD 

In this section, call flows for WiMAX to HRPD active handoff are shown. CMIPv4 is used in 
both the HRPD network and the WiMAX network. 
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 6.3 CMIP-Based Approach Call Flow 35 

6.3.1.1 CMIPv4-CMIPv4-Based Call Flow for Active Handoff to HRPD AN 

Figure 5 illustrates an example call flow to show CMIPv4-CMIPv4-based WiMAX to HRPD 
handoff. 

 

Figure 5 CMIPv4-CMIPv4-based WiMAX to HRPD handoff through HRPD RAN 
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  36 6.3 CMIP-Based Approach Call Flow

1. The MS/AT communicates with the WiMAX network. The MS/AT acquires CMIPv4 
HoA during Mobile IP (MIP) registration procedure. Data is being sent between the 
MS/AT and the MIP home agent through the WiMAX ASN. 

2. The MS/AT obtains the HRPD AN information. See C.S0086 [3]]. 

3. The MS/AT decides to establish a HRPD session.  

4. The MS/AT discovers the HRPD SFF’s IP address. See section 5.2.1.2.1. 

5. The MS/AT may establish the IPsec tunnel with the HRPD SFF. 

6. The MS/AT establishes a HRPD session with the HRPD Radio Access Network (RAN) 
through the IP tunnel (see A.S0023 [1]). 

7. The MS/AT establishes PPP session with the HRPD RAN through the IP tunnel and the 
device authentication is performed (see A.S0023 [1]). 

8. The HRPD RAN recognizes that no A10 connection associated with the MS/AT is 
available and selects a Packet Data Serving Node (PDSN). The HRPD RAN sends an 
A11-Registration Request message to the PDSN with the tunnel mode indication. 

9. The A11-Registration Request message is validated and the PDSN accepts the connection 
by returning an A11-Registration Reply message with an accept indication.  

10. The MS/AT performs PPP connection establishment procedure with the PDSN and 
indicates it is MIP session (see X.S0011 [4]).  

11. The PDSN sends FA Advertisement to the MS/AT including FA Care-of Address (CoA). 

12. The MS/AT establishes the TFT with the PDSN if needed. 

At this point, the MS/AT has successfully pre-established HRPD and PPP sessions. The 
following steps may occur at anytime later. 

13. The MS/AT decides to handoff to the HRPD. 

14. The MS/AT sends RouteUpdate and ConnectionRequest messages to the HRPD AN thro
ugh the IP tunnel. 

15. The HRPD AN sends TrafficChannelAssignment message to the MS/AT. 

16. The HRPD RAN performs flow control with the PDSN through A10 Xoff to indicate that 
the PDSN should buffer the data. 

17. After the traffic channel assignment procedure is complete, the MS/AT may tunnel a MIP 
Registration Request (RRQ) message to the HRPD PDSN through the HRPD RAN. The 
MS/AT does not wait for a MIP RRP message before proceeding with the remaining of 
the call flow. 

18. Triggered by the MIP RRQ, the PDSN sends an Access Request message to the AAA. 

19. Upon successful authentication, the AAA sends an Access Accept message to the PDSN. 

20. The PDSN forwards the MIP RRQ to the MS/AT’s MIP home agent to update the 
MS/AT’s binding record.  

21. The MS/AT’s MIP home agent updates its binding record for the MS/AT, and confirms 
with the PDSN by replying a MIP Registration Reply message. The PDSN should buffer 
the packet for the MS/AT. 

22. After step 17, the MS/AT and the WiMAX ASN release the WiMAX resource. See 
WiMAX [29]. 

23. After releasing the WiMAX resource, the MS/AT tunes to the HRPD and complete 
HRPD connection setup (See A.S0023 [1]). 



  X.S0058-0 v1.0 
 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

29 

30 

31 

32 

33 

34 

35 

36 

37 

38 

39 

40 

41 

42 

43 

44 

45 

46 

47 

48 

49 

50 

51 

52 

53 

54 

55 

56 

57 

58 

59 

60 
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24. The HRPD RAN sends an A11-Registration Request message to the PDSN with the 
Active Start indication. 

25. The A11-Registration Request message is validated and the PDSN accepts the connection 
by returning an A11-Registration Reply message with an accept indication. 

26. The HRPD RAN sends an A10 Xon to the PDSN. 

27. The PDSN forwards MIP RRP to the MS/AT as user data. After this step, data starts to be 
forwarded to the HRPD RAN, which buffers the packet for the MS/AT. Data is being 
sent between the MS/AT and the HA through the PDSN and the HRPD RAN. 
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  38 6.3 CMIP-Based Approach Call Flow

6.3.1.2 CMIPv4-CMIPv4-Based Call Flow for Active Handoff to HRPD RAN-Lite 

Figure 6 illustrates an example call flow to show CMIPv4-based WiMAX to HRPD handoff 
through HRPD RAN-Lite (See A.S0023 [1]). 
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MS/AT WiMAX
ASN HAHRPD 

RAN-Lite

Data Data Data

Data Data

PDSN AAA

1. MS/AT starts from WiMAX (MS/AT acquires HoA in WiMAX through client MIP4 procedure.)

10. PPP  Establishment between MS/AT and PDSN

6. HRPD Session Establishment 

7. HRPD AN PPP Establishment  

13. MS/AT decides to 
handoff to HRPD

22. WiMAX release

23. MS/AT tunes to HRPD and performs HRPD connection setup. The HRPD session for the MS/AT  is 
transferred from the HRPD RAN-Lite to the HRPD RAN.

2. HRPD AN 
information acquisition

3. MS/AT decides to 
establish HRPD session.

Data

4. HRPD SFF Discovery

5. IKEv2/IPsec

DNS

8. A11 RRQ (Conn AR, 
Tunneled Operation)

9. A11 RRP

12. TFT Establishment between MS/AT and PDSN

11. FA Advertisement

14. RouteUpdate/ConnecctionRequest

15. ConnectionDeny
16. A10: Xoff

18. Access Request

19. Access Accept

20. MIP RRQ

21. MIP RRP

24. A11 RRQ 
(Active Start)

25. A11 RRP 

26. MIP RRP

17. MIP RRQ (HA, CoA, HoA, NAI, MN-AAA AE)

HRPD 
RAN

27. A10 Release

HRPD 
SFF

PDSN should buffer 
downlink data

5. Authentication

Data

 

Figure 6 CMIPv4-based WiMAX to HRPD handoff through HRPD RAN-Lite supporting A13-
interface 
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  40 6.3 CMIP-Based Approach Call Flow

1. The MS/AT communicates with the WiMAX network. The MS/AT acquires CMIPv4 
HoA during MIP registration procedure. Data is being sent between the MS/AT and the 
MIP home agent through the WiMAX ASN. 

2. The MS/AT obtains the HRPD AN information. See C.S0086 [3]. 

3. The MS/AT decides to establish a HRPD session.  

4. The MS/AT discovers the HRPD SFF’s IP address. See section 5.2.1.2.1. 

5. The MS/AT may establish the IPsec tunnel with the HRPD SFF. 

6. The MS/AT establishes a HRPD session with the HRPD RAN-Lite through the IP tunnel 
(see A.S0023 [1]). 

7. The MS/AT establishes PPP session with the HRPD RAN-Lite through the IP tunnel and 
the device authentication is performed (see A.S0023 [1]). 

8. The HRPD RAN-Lite recognizes that no A10 connection associated with the MS/AT is 
available and selects a PDSN. The HRPD RAN-Lite sends an A11-Registration Request 
message to the PDSN with the tunnel mode indication. 

9. The A11-Registration Request message is validated and the PDSN accepts the connection 
by returning an A11-Registration Reply message with an accept indication. The A10 
connection binding information at the PDSN is updated to point to the HRPD RAN-Lite .  

10. The MS/AT performs PPP connection establishment procedure with the PDSN and 
indicates it is MIP session (see X.S0011 [4]).  

11. The PDSN sends FA Advertisement to the MS/AT including FA CoA. 

12. The MS/AT establishes the TFT with the PDSN if needed. 

At this point, the MS/AT has successfully pre-established HRPD and PPP sessions. The 
following steps may occur at anytime later. 

13. The MS/AT decides to handoff to the HRPD. 

14. The MS/AT sends RouteUpdate and ConnectionRequest messages to the HRPD RAN-Lit
e through the IP tunnel. 

15. If the HRPD RAN-Lite or the target HRPD AN doesn’t support inter-AN connected state 
session transfer interface, the HRPD RAN-Lite sends a reject code indicating the network 
is not capable of assigning traffic. 

16. The HRPD RAN-Lite performs flow control with the PDSN through A10 Xoff to 
indicate that the PDSN should buffer the data. 

17. After the traffic channel assignment procedure is complete, the MS/AT may tunnel a MIP 
RRQ message to the HRPD PDSN through the HRPD RAN-Lite. The MS/AT does not 
wait for a MIP RRP message before proceeding with the remaining of the call flow. The 
MS/AT may send a MIP RRQ message before receiving TrafficChannelAssignment 
message. 

18. Triggered by the MIP RRQ, the PDSN sends an Access Request message to the AAA. 

19. Upon successful authentication, the AAA sends an Access Accept message to the PDSN. 

20. The PDSN forwards the MIP RRQ to the MS/AT’s MIP home agent to update the 
MS/AT’s binding record.  

21. The MS/AT’s MIP home agent updates its binding record for the MS/AT, and confirms 
with the PDSN by replying a MIP Registration Reply message. The PDSN should buffer 
the packet for the MS/AT. 
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22. After step 17, the MS/AT and the WiMAX ASN release the WiMAX resource. See 
C.S0086 [3]. 

23. After releasing the WiMAX resource, the MS/AT tunes to the HRPD and performs 
HRPD connection setup and performs traffic channel assignment procedures. During this 
step, the HRPD RAN fetches the MS/AT’s HRPD session from the HRPD RAN-Lite 
through A13 interface (See A.S0023 [1]). 

24. The HRPD RAN sends an A11-Registration Request message to the PDSN with the 
Active Start indication. 

25. The A11-Registration Request message is validated and the PDSN accepts the connection 
by returning an A11-Registration Reply message with an accept indication. 

26. The PDSN forwards MIP RRP to the MS/AT as user data. After this step, data starts to be 
forwarded to the HRPD RAN, which buffers the packet for the MS/AT. Data is being 
sent between the MS/AT and the HA through the PDSN and the HRPD RAN. 

27. The PDSN and the HRPD RAN-Lite release the A10 connection for the MS/AT. 

6.3.2 WiMAX to HRPD Dormant Handoff using CMIPv4 in WiMAX Network 
and HRPD Network 

This scenario (Figure 7) describes the call flow where the MS/AT performs dormant handoff 
from WiMAX to HRPD. The call flow assumes that the MS/AT has already performed pre-
registration with the HRPD network over WiMAX, while WiMAX is the serving network. 
The intra-HRPD mobility is not part of the scenario. 
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  42 6.3 CMIP-Based Approach Call Flow

MS/AT WiMAX
ASN HAPDSN AAA

1. MS/AT active on WiMAX (MS/AT acquires IP address in WiMAX through CMIP4.)

11. MIP-RRQ

12. MIP-RRP

HRPD 
RAN

6. A11 RRQ
(AirlinkRecord=ActiveStart)

7. A11 RRP 

DNSHRPD
SFF

5. MS/AT initiates connection setup

4. WiMAX signal gets weak; HRPD signal gets stronger; MS/AT 
determines to switch to HRPD as primary network

15. MS/AT closes the connection (if no data to transmit)

8. MIP RRQ

13. MIP RRP

9. Access Request

10. Access Accept

16. A11 RRQ (AR=ActiveStop)

17. A11 RRP 

2. MS/AT performs HRPD pre-registration (session setup, PPP setup)

3. MS/AT dormant on WiMAX.

14. Release WiMax resources

 

Figure 7 WiMAX to HRPD Dormant Handoff using CMIPv4 in the HRPD Network  

This scenario describes the call flow where the MS/AT performs dormant handoff from 
WiMAX to HRPD. 

1. The MS/AT is served by the WiMAX network. The MS/AT obtains the IP address using 
CMIPv4. 

2. The MS/AT detects the border area and then pre-establishes HRPD session, PPP setup & 
TFT setup with the HRPD network using the tunneling over WiMAX network. 

3. The MS/AT goes into dormant mode on WiMAX. 

4. Based on the WiMAX signal threshold, HRPD signal strength and various other reasons, 
the MS/AT determines to select the HRPD as the serving network, and hence decides to 
perform a dormant handoff from WiMAX to an HRPD network which was already pre-
established. 

5. The MS/AT initiates a connection setup procedure by sending Connection Request to 
HRPD network (see A.S0023 [1]). 



  X.S0058-0 v1.0 
 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

29 

30 

31 

32 

33 

34 

35 

36 

37 

38 

39 

40 

41 

42 

43 

44 

45 

46 

47 

48 

49 

50 

51 

52 

53 

54 

55 

56 

57 

58 

59 

60 
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6. The HRPD RAN sends an A11-Registration Request (Active Start Airlink Record) 
message to the PDSN. 

7. Once the registration request is validated, the PDSN replies to the HRPD RAN an A11-
Registration Reply message with an accept indication.  

8. The MS/AT sends a Mobile IP Registration Request to the PDSN. 

9. When the PDSN receives the Mobile IP RRQ message from the MS/AT, it sends an 
Access-Request message to the AAA, based on the credentials obtained in the MIP 
Registration Request. 

10. The AAA lookups the authentication credentials in the Access-Request message and 
replies with Access-Accept message if the authentication passes. 

11. Upon successful authentication, the PDSN forwards the request to the MS/AT’s Mobile 
IP home agent to update the MS/AT’s binding record. Upon receipt of the MIP RRQ 
message, the home agent sends an Access Request message to the AAA to authenticate 
the MIP RRQ message. Upon successful authentication, the AAA sends an Access 
Accept message to the MIP home agent. Access Request/Accept message exchange is not 
shown in the figure. 

12. Upon a successful authentication, the MS/AT’s MIP home agent updates its binding 
record for the MS/AT, and confirms this with the PDSN by replying with a MIP 
Registration Reply message. 

13. The PDSN forwards the MIP Registration Reply message to the MS/AT. 

14. The WiMAX resources are released. See C.S0086 [3].  

15. Since the connection was created in the dormant state to switch the bearer path, the 
MS/AT or the HRPD network may not have any data to transmit. So, the connection may 
be released after detecting a period of inactivity. 

16. If the air-link connection is released, then the HRPD RAN sends A11-Registration 
Request (Active Stop Airlink Record) message to the PDSN. 

17. The PDSN replies to the HRPD RAN an A11-Registration Reply message with an accept 
indication. 

6.4 CMIP/PMIP-Based Approach Call Flow 

6.4.1 PMIPv4-CMIPv4-Based Call Flows for Active Handoff from WiMAX to 
HRPD 

In this section, call flows for WiMAX to HRPD active handoff are shown. PMIPv4 is used in 
the WiMAX network and CMIPv4 is used in the HRPD network. 

6.4.1.1 PMIPv4-CMIPv4-Based Call Flow for Active Handoff to HRPD AN 

Figure 8 illustrates an example call flow to show PMIPv4-CMIPv4-based WiMAX to HRPD 
handoff. 
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  44 6.4 CMIP/PMIP-Based Approach Call Flow

MS/AT WiMAX
ASN

HRPD 
SFF HAHRPD 

RAN

Data Data Data

Data Data

PDSN AAA

1. MS/AT starts from WiMAX (MS/AT acquires simple IP address in WiMAX through proxy MIP4 procedure.)

10. PPP  Establishment between MS/AT and PDSN

6. HRPD Session Establishment 

7. HRPD AN PPP Establishment  

13. MS/AT decides to 
handoff to HRPD

24. WiMAX release

25. MS/AT tunes to HRPD and performs HRPD connection setup

2. HRPD AN 
information acquisition

3. MS/AT decides to 
establish HRPD session.

Data
Data

4. HRPD SFF Discovery

5. IKEv2/IPsec

DNS

8. A11 RRQ (Conn AR, 
Tunneled Operation)

9. A11 RRP

12. TFT Establishment between MS/AT and PDSN

11. FA Advertisement

14. RouteUpdate/ConnecctionRequest

15. TrafficChannelAssignment
16. A10: Xoff

18. Access Request
19. Access Accept 

(HA IP address)

20. MIP RRQ

23. MIP RRP

26. A11 RRQ 
(Active Start)

27. A11 RRP 

28. A10: Xon
29. MIP RRP (HA, HoA)

17. MIP RRQ (HA=0, CoA, HoA=0, NAI, MN-AAA AE)

21. Access 
Request

22. Access 
Response

PDSN should buffer 
downlink data

Authentication

Data

 

Figure 8 PMIPv4-CMIPv4-based WiMAX to HRPD handoff through HRPD RAN 
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1. The MS/AT communicates with the WiMAX network. The MS/AT acquires the IP 
address through the PMIPv4-based IP address assignment. Data is being sent between the 
MS/AT and the MIP home agent through the WiMAX ASN. 

2. The MS/AT obtains the HRPD AN information. See C.S0086 [3]. 

3. The MS/AT decides to establish a HRPD session.  

4. The MS/AT discovers the HRPD SFF’s IP address. See section 5.2.1.2.1. 

5. The MS/AT may establish the IPsec tunnel with the HRPD SFF. 

6. The MS/AT establishes a HRPD session with the HRPD RAN through the IP tunnel (see 
A.S0023 [1]). 

7. The MS/AT establishes PPP session with the HRPD RAN through the IP tunnel and the 
device authentication is performed (see A.S0023 [1]). 

8. The HRPD RAN recognizes that no A10 connection associated with the MS/AT is 
available and selects a PDSN. The HRPD RAN sends an A11-Registration Request 
message to the PDSN with the tunnel mode indication. 

9. The A11-Registration Request message is validated and the PDSN accepts the connection 
by returning an A11-Registration Reply message with an accept indication. The A10 
connection binding information at the PDSN is updated to point to the HRPD RAN.  

10. The MS/AT performs PPP connection establishment procedure with the PDSN and 
indicates it is MIP session (see X.S0011 [4]).  

11. The PDSN sends FA Advertisement to the MS/AT including FA CoA. 

12. The MS/AT establishes the TFT with the PDSN if needed. 

At this point, the MS/AT has successfully pre-established HRPD and PPP sessions. The 
following steps may occur at anytime later. 

13. The MS/AT decides to handoff to the HRPD. 

14. The MS/AT sends RouteUpdate and ConnectionRequest messages to the HRPD AN 
through the IP tunnel. 

15. The HRPD AN sends TrafficChannelAssignment message to the MS/AT. 

16. The HRPD RAN performs flow control with the PDSN through A10 Xoff to indicate that 
the PDSN should buffer the data. 

17. After the traffic channel assignment procedure is complete, the MS/AT may tunnel a MIP 
RRQ message to the HRPD PDSN through the HRPD RAN. The MIP RRQ message 
includes zero values for HA address and HoA. The MS/AT does not wait for a MIP RRP 
message before proceeding with the remaining of the call flow. 

18. Triggered by the MIP RRQ, the PDSN sends an Access Request message to the AAA. 

19. Upon successful authentication, the AAA sends an Access Accept message to the PDSN 
including the HA IP address, which is associated with the NAI. 

20. The PDSN forwards the MIP RRQ to the MS/AT’s MIP home agent to update the 
MS/AT’s binding record.  

21. Triggered by the MIP RRQ, the MIP home agent sends an Access Request message to the 
AAA to authenticate the MIP RRQ message. 
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  46 6.4 CMIP/PMIP-Based Approach Call Flow

22. Upon successful authentication, the AAA sends an Access Accept message to the MIP 
home agent. 

23. The MS/AT’s MIP home agent updates its binding record for the MS/AT, and confirms 
with the PDSN by replying a MIP Registration Reply message. The PDSN should buffer 
the packet for the MS/AT. 

24. After step 17, the MS/AT and the WiMAX ASN release the WiMAX resource. See 
C.S0086[3]. 

25. After releasing the WiMAX resource, the MS/AT tunes to the HRPD and complete 
HRPD connection setup (See A.S0023 [1]). 

26. The HRPD RAN sends an A11-Registration Request message to the PDSN with the 
Active Start indication. 

27. The A11-Registration Request message is validated and the PDSN accepts the connection 
by returning an A11-Registration Reply message with an accept indication. 

28. The HRPD RAN sends an A10 Xon to the PDSN. 

29. The PDSN forwards MIP RRP to the MS/AT as user data. After this step, data starts to be 
forwarded to the HRPD RAN, which buffers the packet for the MS/AT. Data is being 
sent between the MS/AT and the HA through the PDSN and the HRPD RAN. 

6.4.1.2 PMIPv4-CMIPv4-Based Call Flow for Active Handoff to HRPD RAN-
Lite 

Figure 9 illustrates an example call flow to show PMIPv4-CMIPv4-based WiMAX to HRPD 
handoff through HRPD RAN-Lite. 
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MS/AT WiMAX
ASN HAHRPD 

RAN-Lite

Data Data Data

Data Data

PDSN AAA

1. MS/AT starts from WiMAX (MS/AT acquires simple IP address in WiMAX through proxy MIP4 procedure.)

10. PPP  Establishment between MS/AT and PDSN

6. HRPD Session Establishment 

7. HRPD AN PPP Establishment  

13. MS/AT decides to 
handoff to HRPD

24. WiMAX release

25. MS/AT tunes to HRPD and performs HRPD connection setup. The HRPD session for the MS/AT  is 
transferred from the HRPD RAN-Lite to the HRPD RAN.

2. HRPD AN 
information acquisition

3. MS/AT decides to 
establish HRPD session.

Data

4. HRPD SFF Discovery

5. IKEv2/IPsec

DNS

8. A11 RRQ (Conn AR, 
Tunneled Operation)

9. A11 RRP

12. TFT Establishment between MS/AT and PDSN

11. FA Advertisement

14. RouteUpdate/ConnecctionRequest

15. ConnectionDeny
16. A10: Xoff

18. Access Request
19. Access Accept

(HA IP address)

20. MIP RRQ

23. MIP RRP

26. A11 RRQ 
(Active Start)

27. A11 RRP 

28. MIP RRP (HA, HoA)

17. MIP RRQ (HA=0, CoA, HoA=0, NAI, MN-AAA AE)

HRPD 
RAN

29. A10 Release

HRPD 
SFF

21. Access 
Request

22. Access 
Response

PDSN should buffer 
downlink data

5. Authentication

Data

 

Figure 9 PMIPv4-CMIPv4-based WiMAX to HRPD handoff through HRPD RAN-Lite 
supporting A13-interface 
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  48 6.4 CMIP/PMIP-Based Approach Call Flow

1. The MS/AT communicates with the WiMAX network. The MS/AT acquires the IP 
address through the PMIPv4-based IP address assignment. Data is being sent between the 
MS/AT and the MIP home agent through the WiMAX ASN. 

2. The MS/AT obtains the HRPD AN information. See C.S0086 [3]. 

3. The MS/AT decides to establish a HRPD session.  

4. The MS/AT discovers the HRPD SFF’s IP address. See section 5.2.1.2.1. 

5. The MS/AT may establish the IPsec tunnel with the HRPD SFF. 

6. The MS/AT establishes a HRPD session with the HRPD RAN-Lite through the IP tunnel 
(see A.S0023 [1]). 

7. The MS/AT establishes PPP session with the HRPD RAN-Lite through the IP tunnel and 
the device authentication is performed (see A.S0023 [1]). 

8. The HRPD RAN-Lite recognizes that no A10 connection associated with the MS/AT is 
available and selects a PDSN. The HRPD RAN-Lite sends an A11-Registration Request 
message to the PDSN with the tunnel mode indication. 

9. The A11-Registration Request message is validated and the PDSN accepts the connection 
by returning an A11-Registration Reply message with an accept indication. The A10 
connection binding information at the PDSN is updated to point to the HRPD RAN-Lite.  

10. The MS/AT performs PPP connection establishment procedure with the PDSN and 
indicates it is MIP session (see X.S0011 [4]).  

11. The PDSN sends FA Advertisement to the MS/AT including FA CoA. 

12. The MS/AT establishes the TFT with the PDSN if needed. 

At this point, the MS/AT has successfully pre-established HRPD and PPP sessions. The 
following steps may occur at anytime later. 

13. The MS/AT decides to handoff to the HRPD. 

14. The MS/AT sends RouteUpdate and ConnectionRequest messages to the HRPD RAN-
Lite through the IP tunnel. 

15. If the HRPD RAN-Lite or the target HRPD AN doesn’t support inter-AN connected state 
session transfer interface, the HRPD RAN-Lite sends a reject code indicating the network 
is not capable of assigning traffic. 

16. The HRPD RAN-Lite performs flow control with the PDSN through A10 Xoff to 
indicate that the PDSN should buffer the data. 

17. After the traffic channel assignment procedure is complete, the MS/AT may tunnel a MIP 
RRQ message to the HRPD PDSN through the HRPD RAN-Lite. The MIP RRQ message 
includes zero values for HA address and HoA. The MS/AT does not wait for a MIP RRP 
message before proceeding with the remaining of the call flow. 

18. Triggered by the MIP RRQ, the PDSN sends an Access Request message to the AAA. 

19. Upon successful authentication, the AAA sends an Access Accept message to the PDSN 
including the HA IP address, which is associated with the NAI. 

20. The PDSN forwards the MIP RRQ to the MS/AT’s MIP home agent to update the 
MS/AT’s binding record.  
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21. Triggered by the MIP RRQ, the MIP home agent sends an Access Request message to the 
AAA to authenticate the MIP RRQ message. 

22. Upon successful authentication, the AAA sends an Access Accept message to the MIP 
home agent. 

23. The MS/AT’s MIP home agent updates its binding record for the MS/AT, and confirms 
with the PDSN by replying a MIP Registration Reply message. The PDSN should buffer 
the packet for the MS/AT. 

24. After step 17, the MS/AT and the WiMAX ASN release the WiMAX resource. See 
C.S0086 [3]. 

25. After releasing the WiMAX resource, the MS/AT tunes to the HRPD and performs 
HRPD connection setup and performs traffic channel assignment procedures. During this 
step, the HRPD RAN fetches the MS/AT’s HRPD session from the HRPD RAN-Lite 
through A13 interface (See A.S0023 [1]). 

26. The HRPD RAN sends an A11-Registration Request message to the PDSN with the 
Active Start indication. 

27. The A11-Registration Request message is validated and the PDSN accepts the connection 
by returning an A11-Registration Reply message with an accept indication. 

28. The PDSN forwards MIP RRP to the MS/AT as user data. After this step, data starts to be 
forwarded to the HRPD RAN, which buffers the packet for the MS/AT. Data is being 
sent between the MS/AT and the HA through the PDSN and the HRPD RAN. 

29. The PDSN and the HRPD RAN-Lite release the A10 connection for the MS/AT. 

6.4.2 WiMAX to HRPD Dormant Handoff using PMIPv4 in WiMAX Network 
and CMIPv4 in HRPD Network 

This scenario describes the call flow where the MS/AT performs dormant handoff from 
WiMAX to HRPD. The call flow assumes that the MS/AT has already performed pre-
registration with the HRPD network over WiMAX, while WiMAX is the serving network. 
The intra-HRPD mobility is not part of the scenario. 
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  50 6.4 CMIP/PMIP-Based Approach Call Flow

MS/AT WiMAX
ASN HAPDSN AAA

1. MS/AT active on WiMAX (MS/AT acquires IP address in WiMAX through PMIP4.)

11. MIP-RRQ

14. MIP-RRP

HRPD 
RAN

6. A11 RRQ
(AirlinkRecord=ActiveStart)

7. A11 RRP 

DNSHRPD
SFF

5. MS/AT initiates connection setup

4. WiMAX signal gets weak; HRPD signal gets stronger; MS/AT 
determines to switch to HRPD as primary network

17. MS/AT closes the connection (if no data to transmit)

8. MIP RRQ

15. MIP RRP

9. Access Request

10. Access Accept

12. Access Request

13. Access Accept

18. A11 RRQ (AR=ActiveStop)

19. A11 RRP 

2. MS/AT performs HRPD pre-registration (session setup, PPP setup)

3. MS/AT dormant on WiMAX.

16. Release WiMax resources

 

Figure 10 WiMAX to HRPD Dormant Handoff using PMIPv4 in WiMAX Network and CMIPv4 in 
the HRPD Network 

This scenario describes the call flow where the MS/AT performs dormant handoff from 
WiMAX to HRPD. 

1. The MS/AT is served by the WiMAX network. The MS/AT obtains the IP address using 
PMIPv4. 

2. The MS/AT detects the border area and then pre-establishes HRPD session, PPP setup & 
TFT setup with the HRPD network using the tunneling over WiMAX network. 

3. The MS/AT goes into dormant mode on WiMAX. 

4. Based on the WiMAX signal threshold, HRPD signal strength and various other reasons, 
the MS/AT determines to select the HRPD as the serving network, and hence decides to 
perform a dormant handoff from WiMAX to an HRPD network which was already pre-
established. 

5. The MS/AT initiates a connection setup procedure by sending Connection Request to 
HRPD network (see A.S0023 [1]). 
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6. The HRPD RAN sends an A11-Registration Request (Active Start Airlink Record) 
message to the PDSN. 

7. Once the registration request is validated, the PDSN replies to the HRPD RAN an A11-
Registration Reply message with an accept indication.  

8. The MS/AT sends a Mobile IP Registration Request to the PDSN. The MIP RRQ 
message includes zero values for the HA address. The HoA is set to the IP address 
assigned while in the WiMAX system. 

9. When the PDSN receives the Mobile IP RRQ message from the MS/AT, it sends an 
Access-Request message to the AAA, based on the credentials obtained in the MIP 
Registration Request. 

10. The AAA lookups the authentication credentials in the Access-Request message and 
replies with Access-Accept message if the authentication passes including the home 
agent’s IP address for the MS/AT. 

11. Upon successful authentication, the PDSN forwards the request to the MS/AT’s Mobile 
IP home agent to update the MS/AT’s binding record. 

12. Upon receipt of the request from the PDSN, the MS/AT’s MIP home agent sends an 
Access-Request message to the AAA. 

13. Upon receipt of the Access-Request, the AAA lookups the authentication credentials in 
the Access-Request message and replies with Access-Accept message if the 
authentication passes. 

14. Upon a successful authentication, the MS/AT’s MIP home agent updates its binding 
record for the MS/AT, and confirms this with the PDSN by replying with a MIP 
Registration Reply message. 

15. The PDSN forwards the MIP Registration Reply message to the MS/AT. 

16. The WiMAX resources are released. See C.S0086 [3]. 

17. Since the connection was created in the dormant state to switch the bearer path, the 
MS/AT or the HRPD network may not have any data to transmit. So, the connection may 
be released after detecting a period of inactivity. 

18. If the air-link connection is released, then the HRPD RAN sends A11-Registration 
Request (Active Stop Airlink Record) message to the PDSN. 

19. The PDSN replies to the HRPD RAN an A11-Registration Reply message with an accept 
indication. 

6.5 PMIP-Based Approach Call Flow 

6.5.1 PMIPv4-Based Call Flows for Active Handoff to HRPD AN 

In this section, call flows for WiMAX to HRPD active handoff are shown when PMIPv4 or 
PMIPv6 is used in both the WiMAX and the HRPD networks for an MS/AT supporting IPv4. 
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  52 6.5 PMIP-Based Approach Call Flow

6.5.1.1 PMIPv4-Based Call Flow for Active Handoff to HRPD AN 

Figure 11 illustrates an example call flow where the MS/AT performs PMIPv4-based handoff 
from the WiMAX network to the HRPD network. 

MS/AT WiMAX
ASN

HRPD 
SFF

LMA/
HA

HRPD 
RAN

Data Data Data

Data Data

PDSN AAA

1. MS/AT starts from WiMAX (MS/AT acquires simple IP address in WiMAX through proxy MIP procedure..)

10. PPP  Establishment between MS/AT and PDSN (LCP/IPCP/CHAP/PAP)

6. HRPD Session Establishment 

7. HRPD AN PPP Establishment  

12. MS/AT decides to 
handoff to HRPD

18. WiMAX release

19. MS/AT tunes to HRPD and performs HRPD connection setup

2. HRPD AN 
information acquisition

3. MS/AT decides to 
establish HRPD session.

Data
Data

4. HRPD SFF Discovery

5. IKEv2/IPsec

DNS

8. A11 RRQ (Conn AR, 
Tunneled Operation)

9. A11 RRP

11. TFT Establishment between MS/AT and PDSN

13. RouteUpdate/ConnectionRequest

14. TrafficChannelAssignment
15. A10: Xoff

16. PRRQ/PBU

17. PRRP/PBA

20. A11 RRQ 
(Active Start)

21. A11 RRP 

22. A10: Xon

PDSN should buffer 
downlink data

10. Authentication

5. Authentication

 

Figure 11 PMIPv4-based WiMAX-to HRPD handoff through HRPD AN 

1. The MS/AT communicates with the WiMAX network. In the WiMAX network, the 
MS/AT acquires the IP address through the PMIPv4-based IP address assignment. Data is 
being sent between the MS/AT and the LMA/HA through the WiMAX ASN. 
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2. The MS/AT obtains the HRPD AN information. See C.S0086 [3]. 

3. The MS/AT decides to establish a HRPD session.  

4. The MS/AT discovers the HRPD SFF’s IP address. See section 5.2.1.2.1. 

5. The MS/AT may establish the IPsec tunnel with the HRPD SFF. 

6. The MS/AT establishes a HRPD session with the HRPD RAN through the IP tunnel (see 
A.S0023 [1]). 

7. The MS/AT establishes PPP session with the HRPD RAN through the IP tunnel and the 
device authentication is performed (see A.S0023 [1]). 

8. The HRPD RAN recognizes that no A10 connection associated with the MS/AT is 
available and selects a PDSN. The HRPD RAN sends an A11-Registration Request 
message to the PDSN with the tunnel mode indication. 

9. The A11-Registration Request message is validated and the PDSN accepts the connection 
by returning an A11-Registration Reply message with an accept indication. The A10 
connection binding information at the PDSN is updated to point to the HRPD RAN.  

10. The MS/AT performs PPP connection establishment procedure with the PDSN (see 
X.S0011 [4]). During the IPCP phase, the MS/AT offers the IP address to the PDSN and 
the IP address is previously assigned to the MS/AT in the WiMAX network. 

11. The MS/AT establishes the TFT with the PDSN if needed. 

At this point, the MS/AT has successfully pre-established HRPD and PPP sessions. The 
following steps may occur at anytime later. 

12. The MS/AT decides to handoff to the HRPD. 

13. The MS/AT sends RouteUpdate and ConnectionRequest messages to the HRPD AN 
through IP tunnel. 

14. The HRPD AN sends TrafficChannelAssignment message to the MS/AT. 

15. The HRPD RAN performs flow control with the PDSN through A10 Xoff to indicate that 
the PDSN should buffer the data. 

16. Triggered by A10 Xoff message, the PDSN sends PMIP-Registration- Request/Proxy-
Binding-Update message to the LMA/HA. 

17. The LMA/HA sends the PMIP-Registration-Response/Proxy-Binding-Accept message to 
the PDSN. The PDSN should buffer the packet for the MS/AT. 

18. After step 15, the MS/AT and the WiMAX ASN release the WiMAX resource. See 
C.S0086 [3]. 

19. After releasing the WiMAX resource, the MS/AT tunes to the HRPD and complete 
HRPD connection setup (See A.S0023 [1]). 

20. The HRPD RAN sends an A11-Registration Request message to the PDSN with the 
Active Start indication. 

21. The A11-Registration Request message is validated and the PDSN accepts the connection 
by returning an A11-Registration Reply message with an accept indication. 

22. The HRPD RAN sends an A10 Xon to the PDSN. 
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  54 6.5 PMIP-Based Approach Call Flow

6.5.1.2 PMIPv4-Based Call Flow for Active Handoff to HRPD RAN-Lite 

Figure 12 illustrates an example call flow where the MS/AT performs PMIPv4-based handoff 
from the WiMAX network to the HRPD network through HRPD RAN-Lite. 

 

Figure 12 PMIPv4-based WiMAX to HRPD handoff through HRPD RAN-Lite supporting A13-
interface 
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1. The MS/AT communicates with the WiMAX network. In the WiMAX network, the 
MS/AT acquires the IP address through the PMIPv4-based IP address assignment. Data is 
being sent between the MS/AT and the LMA/HA through the WiMAX ASN. 

2. The MS/AT obtains the HRPD AN information. See C.S0086 [3]. 

3. The MS/AT decides to establish a HRPD session.  

4. The MS/AT discovers the HRPD SFF’s IP address. See section 5.2.1.2.1 

5. The MS/AT may establish the IPsec tunnel with the HRPD SFF. 

6. The MS/AT establishes a HRPD session with the HRPD RAN-Lite through the IP tunnel 
(see A.S0023 [1]). 

7. The MS/AT establishes PPP session with the HRPD RAN-Lite through the IP tunnel and 
the device authentication is performed (see A.S0023 [1]). 

8. The HRPD RAN-Lite recognizes that no A10 connection associated with the MS/AT is 
available and selects a PDSN. The HRPD RAN-Lite sends an A11-Registration Request 
message to the PDSN with the tunnel mode indication. 

9. The A11-Registration Request message is validated and the PDSN accepts the connection 
by returning an A11-Registration Reply message with an accept indication. The A10 
connection binding information at the PDSN is updated to point to the HRPD RAN-Lite .  

10. The MS/AT performs PPP connection establishment procedure with the PDSN (see 
X.S0011 [4]). During the IPCP phase, the MS/AT offers the IP address to the PDSN and 
the IP address is previously assigned to the MS/AT in the WiMAX network. 

11. The MS/AT establishes the TFT with the PDSN if needed. 

At this point, the MS/AT has successfully pre-established HRPD and PPP sessions. The 
following steps may occur at anytime later. 

12. The MS/AT decides to handoff to the HRPD. 

13. The MS/AT sends RouteUpdate and ConnectionRequest messages to the HRPD RAN-
Lite through IP tunnel. 

14. If the RAN-Lite or the target HRPD AN doesn’t support inter-AN connected state session 
transfer interface, the RAN-Lite sends a reject code indicating the network is not capable 
of assigning traffic. 

15. The HRPD RAN-Lite performs flow control with the PDSN through A10 Xoff to 
indicate that the PDSN should buffer the data. 

16. Triggered by A10 Xoff message, the PDSN sends PMIP-Registration- Request/Proxy-
Binding-Update message to the LMA/HA. 

17. The LMA/HA sends the PMIP-Registration-Response/Proxy-Binding-Accept message to 
the PDSN. The PDSN should buffer the packet for the MS/AT. 

18. After step 15, the MS/AT and the WiMAX ASN release the WiMAX resource. See 
C.S0086 [3]. 

19. After releasing the WiMAX resource, the MS/AT tunes to the HRPD and performs 
HRPD connection setup and may perform traffic channel assignment procedures. During 
this step, the HRPD RAN fetches the MS/AT’s HRPD session from the HRPD RAN-Lite 
through A13 interface (See A.S0023 [1]). 
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  56 6.5 PMIP-Based Approach Call Flow

20. The HRPD RAN sends an A11-Registration Request message to the PDSN with the 
Active Start indication. 

21. The A11-Registration Request message is validated and the PDSN accepts the connection 
by returning an A11-Registration Reply message with an accept indication. 

22. The PDSN and the HRPD RAN-Lite release the A10 connection for the MS/AT. 

6.5.2 PMIPv6-Based Call Flow for Active Handoff to HRPD AN that uses 
IPv6 

Figure 13 illustrates an example call flow where the MS/AT that is using IPv6 performs 
PMIPv6-based handoff from the WiMAX network to the HRPD network. 

MS/AT WiMAX
ASN

HRPD 
SFF

LMA/
HA

HRPD 
RAN

Data Data Data

Data Data

PDSN AAA

1. MS/AT starts from WiMAX (MS/AT acquires simple IP address in WiMAX through proxy MIP procedure..)

10. PPP  Establishment between MS/AT and PDSN (LCP/IPv6CP/CHAP/PAP)

6. HRPD Session Establishment 

7. HRPD AN PPP Establishment  

12. MS/AT decides to 
handoff to HRPD

18. WiMAX release

19. MS/AT tunes to HRPD and performs HRPD connection setup

2. HRPD AN 
information acquisition

3. MS/AT decides to 
establish HRPD session.

Data
Data

4. HRPD SFF Discovery

5. IKEv2/IPsec

DNS

8. A11 RRQ (Conn AR, 
Tunneled Operation)

9. A11 RRP

11. TFT Establishment between MS/AT and PDSN

13. RouteUpdate/ConnecctionRequest

14. TrafficChannelAssignment
15. A10: Xoff

16. PBU

17. PBA

20. A11 RRQ 
(Active Start)

21. A11 RRP 

22. A10: Xon

PDSN should buffer 
downlink data

10. Authentication

5. Authentication

23. Router Advertisment

 

Figure 13 PMIPv6-based WiMAX-to HRPD handoff through HRPD AN 
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1. The MS/AT communicates with the WiMAX network. In the WiMAX network, the 
MS/AT acquires the IP address through the PMIPv6-based IP address assignment. Data is 
being sent between the MS/AT and the LMA/HA through the WiMAX ASN. 

2. The MS/AT obtains the HRPD AN information. See C.S0086 [3]. 

3. The MS/AT decides to establish a HRPD session. 

4. The MS/AT discovers the HRPD SFF’s IP address. See section 5.2.1.2.1. 

5. The MS/AT may establish the IPsec tunnel with the HRPD SFF. 

6. he MS/AT establishes a HRPD session with the HRPD RAN through the IP tunnel (see 
A.S0023 [1]). 

7. The MS/AT establishes PPP session with the HRPD RAN through the IP tunnel and the 
device authentication is performed (see A.S0023 [1]). 

8. The HRPD RAN recognizes that no A10 connection associated with the MS/AT is 
available and selects a PDSN. The HRPD RAN sends an A11-Registration Request 
message to the PDSN with the tunneled operation indicator. 

9. The A11-Registration Request message is validated and the PDSN accepts the connection 
by returning an A11-Registration Reply message with an accept indication. The A10 
connection binding information at the PDSN is updated to point to the HRPD RAN. 

10. The MS/AT performs PPP connection establishment procedure with the PDSN (see 
X.S0011 [4]). During the IPCP phase, the MS/AT offers the IP address to the PDSN and 
the IP address is previously assigned to the MS/AT in the WiMAX network. 

11. The MS/AT establishes the TFT with the PDSN if needed. 

At this point, the MS/AT has successfully pre-established HRPD and PPP sessions. The 
following steps may occur at anytime later. 

12. The MS/AT decides to handoff to the HRPD. 

13. The MS/AT sends RouteUpdate and ConnectionRequest messages to the HRPD AN 
through IP tunnel. 

14. The HRPD AN sends TrafficChannelAssignment message to the MS/AT. 

15. The HRPD RAN performs flow control with the PDSN through A10 Xoff to indicate that 
the PDSN should buffer the data. 

16. Triggered by A10 Xoff message, the PDSN sends Proxy-Binding-Update message to the 
LMA/HA. 

17. The LMA/HA sends the Proxy-Binding-Accept message to the PDSN. The PDSN should 
buffer the packet for the MS/AT. 

18. After step 15, the MS/AT and the WiMAX ASN release the WiMAX resource. See 
C.S0086 [3]. 

19. After releasing the WiMAX resource, the MS/AT tunes to the HRPD and complete 
HRPD connection setup (See A.S0023 [1]). 

20. The HRPD RAN sends an A11-Registration Request message to the PDSN with the 
Active Start indication. 

21. The A11-Registration Request message is validated and the PDSN accepts the connection 
by returning an A11-Registration Reply message with an accept indication. 
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  58 6.5 PMIP-Based Approach Call Flow

22. The HRPD RAN sends an A10 Xon to the PDSN. 

23. PDSN sends Router advertisement to the MS/AT including the received IPv6 prefix. 

6.5.3 Call Flow for handoff back to HRPD 

This scenario (Figure 14) describes the call flow where the MS/AT performs handoff from 
HRPD to WiMAX, and later performs handoff back to HRPD while the PPP context 
inactivity timer on the PDSN is still running. The intra-HRPD mobility is not part of the 
scenario. 

MS/AT WiMAX
ASN LMA/HAPDSN AAA

1. MS/AT active on HRPD (MS/AT acquires Simple IP address in HRPD through PMIP).

HRPD 
RAN DNSHRPD

SFF

3. MS/AT sets up traffic 
channel on WiMAX

2. HRPD signal gets weak; WiMAX signal gets stronger; MS/AT 
determines to switch to WiMAX as primary network

7. PDSN stops 
PPP inactivity 

timer and starts 
PPP-Context-

Inactivity Timer

3. Proxy Binding update procedure on WiMAX

5. BRI

6. BRA

4. MS/AT active on WiMAX

13. PRRQ or 
PBU 

14. PRRP or 
PBA

10. A11 RRQ
(AirlinkRecord=ActiveStart)

11. A11 RRP 

9. MS/AT initiates connection setup

8. WiMax signal gets weak; HRPD signal gets stronger; MS/AT 
determines to switch to HRPD as primary network

12. PDSN stops 
PPP-Context-

Inactivity Timer

15. MS/AT active on HRPD

 

Figure 14 Call Flow for handoff back to HRPD 

1. The MS/AT is served by the HRPD network. The MS/AT obtains the IP address through 
PMIP. 

2. Based on the HRPD signal threshold, WiMAX signal strength and various other reasons, 
the MS/AT determines to select the WiMAX as the serving network, and hence decides 
to perform a handoff from HRPD to a WiMAX network. 

3. MS/AT sets up the traffic channel on WiMAX. WiMAX network performs PMIP binding 
update procedure with the HA/LMA. 
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4. The MS/AT is served by the WiMAX network. Data traffic flows on WiMAX.  

5. The HA/LMA sends Binding Revocation Indication message to the PDSN. 

6. The PDSN sends Binding Revocation Indication Acknowledge to the HA/LMA. 

7. Upon receiving the Binding Revocation indication, the PDSN stops the PPP inactivity 
timer and starts PPP-Context-Inactivity-Timer, which is an operator configurable timer. 

8. Based on the WiMAX signal threshold, HRPD signal strength and various other reasons, 
the MS/AT determines to select the HRPD as the serving network, and hence decides to 
perform a dormant handoff from WiMAX to an HRPD network which was already pre-
established. 

9. The MS/AT initiates a connection setup procedure by sending Connection Request to 
HRPD network (see A.S0023 [1]). 

10. The HRPD RAN sends an A11-Registration Request (Active Start Airlink Record) 
message to the PDSN and starts timer Tregreq. 

11. Once the registration request is validated, the PDSN replies to the HRPD RAN an A11-
Registration Reply message with an accept indication.  

12. The PDSN stops the PPP-Context inactivity timer triggered by step 10. 

13. The PDSN sends PMIP-Registration-Request/Proxy-Binding-Update to the LMA/HA.  

14. The LMA/HA sends the PMIP-Registration-Response/Proxy-Binding-Accept to the 
PDSN. 

15. The MS/AT is served by the HRPD network. Data traffic flows on HRPD. 

6.5.4 WiMAX to HRPD Idle Handoff using PMIP 

This scenario (Figure 15) describes the call flow where the MS/AT performs dormant handoff 
from WiMAX to HRPD. The call flow assumes that the MS/AT has already performed pre-
registration with the HRPD network over WiMAX, while WiMAX is the serving network. 
The intra-HRPD mobility is not part of the scenario. 
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  60 6.5 PMIP-Based Approach Call Flow

MS/AT WiMAX
ASN LMA/HAPDSN AAA

1. MS/AT active on WiMAX (MS/AT acquires Simple IP address in WiMAX through PMIP).

8. PRRQ or PBU 

9. PRRP or PBA

HRPD 
RAN

6. A11 RRQ
(AirlinkRecord=ActiveStart, no 

Tunnel Mode indication)

7. A11 RRP 

DNSHRPD
SFF

5. MS/AT initiates connection setup

11. MS/AT closes the connection (if no data to transmit)

4. WiMax signal gets weak; HRPD signal gets stronger; MS/AT 
determines to switch to HRPD as primary network

12. A11 RRQ (AR=ActiveStop)

13. A11 RRP 

2. MS/AT performs HRPD pre-registration (session setup, PPP setup)

3. MS/AT dormant on WiMAX.

10. Release WiMax resources

 

Figure 15 WiMAX to HRPD Dormant Handoff using PMIP 

1. The MS/AT is served by the WiMAX network. The MS/AT obtains the IP address 
through PMIP. 

2. The MS/AT pre-establishes HRPD session, PPP setup & TFT setup with the HRPD 
network using the tunneling over WiMAX network. 

3. The MS/AT goes into dormant mode on WiMAX. 

4. Based on the WiMAX signal threshold, HRPD signal strength and various other reasons, 
the MS/AT determines to select the HRPD as the serving network, and hence decides to 
perform a dormant handoff from WiMAX to an HRPD network which was already pre-
established. 

5. The MS/AT initiates a connection setup procedure by sending Connection Request to 
HRPD network (see A.S0023 [1]). 

6. The HRPD RAN sends an A11-Registration Request (Active Start Airlink Record) 
message to the PDSN and starts timer Tregreq. 

7. Once the registration request is validated, the PDSN replies to the HRPD RAN an A11-
Registration Reply message with an accept indication.  
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 6.5 PMIP-Based Approach Call Flow 61 

8. Upon receipt of the A11-Registration Request message including Active Start airlink 
record and without the tunnel mode indication, the PDSN sends PMIP-Registration-
Request/Proxy-Binding-Update to LMA/HA. 

9. The LMA/HA sends the PMIP-Registration-Response/Proxy-Binding-Accept to PDSN. 

10. The WiMAX resources are released. See C.S0086 [3]. 

11. Since the connection was created in the dormant state to switch the bearer path, the 
MS/AT or the HRPD network may not have any data to transmit. So, the connection may 
be released after detecting a period of inactivity. 

12. If the air-link connection is released, then the HRPD RAN sends A11-Registration 
Request (Active Stop Airlink Record) message to the PDSN. 

13. The PDSN replies to the HRPD RAN an A11-Registration Reply message with an accept 
indication. 
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  62 7.1 X1 Interface Protocol Stacks

7 X1 Interface 
X1 is a stateless protocol that is used to carry HRPD packets over UDP/IP. 

7.1 X1 Interface Protocol Stacks 

7.1.1 IKEv2 Protocol Stack for the X1 Interface 

Figure 16 shows the protocol stack for the IKEv2 protocol on the X1 interface. When carrying 
IKEv2 messages, there is no X1 specific header information. IKEv2 messages use UDP port 
numbers per RFC 4306 [22]. 

PL

L2

PL

L2
WiMAX

IP

WiMAX

IP

UDP UDP

IKEv2 IKEv2

IP

MS/AT WiMAX HRPD SFF  

 

Figure 16 IKEv2 Protocol Stack for the X1 Interface 

7.1.2 HRPD Protocol Stack over the X1 Interface 

The X1 interface carries HRPD signaling information between the MS/AT and the HRPD 
SFF via the tunnel through the WiMAX network as shown in Figure 17. The payload of the 
X1 interface contains HRPD signaling information exchanged between the MS/AT and the 
HRPD AN.  

The X1 interface uses UDP port number xxx <Editor’s note: A port number has been 
requested from the Internet Assigned Numbers Authority (IANA)>. 
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 7.2 X1 Protocol Definition 63 

 

Figure 17 Layer 3 Tunnel protocol stacks showing the X1 interface carrying HRPD signaling 
messages. 

7.2 X1 Protocol Definition 

7.2.1 X1 Protocol Header 

The X1 protocol header is shown in Table 6. The length of the X1 header is twenty octets. 
Space has been reserved for three flags that may be used in the future to signal the presence of 
additional optional header fields.  

Table 6 X1 Protocol Header 
  Bits 

Octets  8 7 6 5 4 3 2 1 
1  Target Node ID 

Type MS/AT ID Type * T 

2-4  MS/AT ID (ATI24) 
5-20  Target Node ID (HRPD Sector ID) 
NOTE 0: (*) This bit is a reserved bit. It shall be sent as '0'. The 

receiver shall not evaluate this bit. 

Bit 1 (the T bit) is Type Indicator field. If the T field is set to one to indicate that a control 
message is included after the X1 header. If the T bit is set to zero, a data (HRPD air interface 
message) is contained after the X1 header. 

MS/AT ID Type: This field indicates which type of identifier is used for the MS/AT. Table 7 
shows the MS/AT ID Type values used for X1 protocol. The ATI24 of the MS/AT’s Random 
Access Terminal Identifier (RATI) or Unicast Access Terminal Identifier (UATI), which is 
defined in C.S0024-A [2], shall be included. 
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  64 7.2 X1 Protocol Definition

Table 7 MS/AT Identifier Type Value 
MS/AT ID 

Type Value 
(Binary) 

Meaning 

000 Reserved 
001 ATI24 (RATI) 
010 ATI24 (UATI) 

011-111 Reserved 

Target Node ID Type: This field indicates which type of identifier is used for the target node. 
Table 8 shows the Target Node ID Type values used for X1 protocol. The HRPD SectorID, 
which is defined in C.S0024-A [2], shall be included. 

Table 8 Target Node Identifier Type Value 
Target Node 

ID Type 
Value 

(Binary) 

Meaning 

000 Reserved 
001 HRPD SectorID 

010-111 Reserved 

7.2.2 X1 Protocol Control Messages 

This section defines the control messages used on the X1 interface. If the T field in the X1 
header is set to one, one or more control messages defined in this section shall be included. 
The control message is defined in Table 9. 

Table 9 Control Message Types 
X1 Control Message Name X1 Message Type Value Reference 

Error Notification 11H 5.2.2.1 

7.2.2.1 Error Notification message 

An Error Notification message shall be sent from an MS/AT or a HRPD SFF to indicate the 
error to the HRPD SFF or the MS/AT. 

Table 10 shows the Error Notification message format. 

Table 10 Error Notification Message 
  Bits 

Octets  8 7 6 5 4 3 2 1 
1  Message Type = 11H 
2  Length 

3-n  Error Cause Values 

Error cause values used in the Error Control message are defined in Table 11. 
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Table 11 Error Cause Values 
Error 

Cause 
Value 

Meaning Note 

00H Reserved  
01H System failure This value shall not be used when a MS/AT 

sends an Error Notification message. 
02H MS/AT’s ID is already used This value shall not be used when a MS/AT 

sends an Error Notification message. 
03H SFF rediscovery required This value shall not be used when a MS/AT 

sends an Error Notification message. 
All Others Reserved  

When the MS/AT receives an Error Notification message including the error cause value for 
requiring the SFF rediscovery, the MS/AT shall rediscover HRPD SFF. 

If the MS/AT receives an Error Notification message which includes the error cause value 
indicating the MS/AT’s ID is already used, and if the MS/AT is using RATI, then the MS/AT 
shall reselect HRPD RATI. 
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