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 3.1 SRNC Requirements 5 3 Multiple-Authentication

3.1.1 Subscription Authentication 

The procedures for the subscription authentication shall follow the requirements for the 
authentication and authorization as defined in [1] with the following additional requirements. 

If the SRNC supports the Multiple-Authentication, it shall send the Multiple-Auth-Support 
VSA or AVP [3] to the AGW during the subscription authentication. If the SRNC receives the 
Multiple-Auth-Profile VSA or AVP [3] from the AGW during the subscription authentication, 
the use of Multiple-Authentication shall be enabled at the SRNC for that user. The Multiple-
Auth-Profile VSA or AVP contains authorization information for IP services that require the 
Multiple-Authentication. But, the SRNC does not use this VSA or AVP for the IP service 
authorization information. 

3.1.2 3rd party Authentication 

During the 3rd party authentication, the SRNC shall send AAA protocol messages including 
the AAA Session ID VSA or AVP obtained during the subscription authentication to the 
AGW. 

Some 3rd Party AAA servers may not support EAP. In such cases, the SRNC may translate 
EAP-MD5 Challenge or EAP-GTC into the CHAP password or the User password 
attribute/AVP. The translation shall be performed based on the realm/authentication 
mechanism information that is provisioned in the SRNC. If the SRNC receives the realm via 
the EAP Response/Identity that requires the translation, it shall send the EAP-Request 
proposing MD5 challenge or GTC based on the local policy information at the SRNC to the 
AT. In this case, the EAP-Response/Identity is terminated at the SRNC.  If the AT sends the 
Legacy Nak [2] proposing a different authentication method, and the SRNC supports this 
method, then the SRNC shall accept it and send EAP-Request with AT’s proposed 
authentication method. This translation may be supported only for the non-roaming users. If 
the Multiple-Authentication is required for the roaming users, the SRNC translation shall not 
apply. 

The SRNC shall not maintain more than one 3rd party authentication context per AT at a time. 
If the AT performs the 3rd party authentication with a different NAI from the one previously 
used, the SRNC shall overwrite the old context for 3rd party authentication with the new one. 

Other requirements for AAA protocols and authentication procedure are based on 3rd Party 
AAA configuration. These requirements are out side the scope of this document. 

3.1.3 Re-authentication 

In case of the re-authentication, the SRNC shall include a NAI in the Identity Hint 
Information [4] in the EAP-Request/Identity to tell the AT which authentication (subscription 
authentication or 3rd party authentication as identified by the NAI) should be re-authenticated. 
If the re-authentication of subscription authentication and the 3rd party authentication 
accidentally happen at the same time, the SRNC shall hold the process of the 3rd party 
authentication until the re-authentication of subscription authentication completes. 
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 3 Multiple-Authentication 6 3.2 AGW Requirements

3.2 AGW Requirements 
The AGW may support the Multiple-Authentication. If the AGW supports the Multiple-
Authentication, the AGW shall support the requirements specified in this section in addition 
to [1]. 

3.2.1 Subscription Authentication 

The procedures for the subscription authentication shall follow the requirements for the 
authentication and authorization as defined in [1] with the following additional requirements. 

3.2.1.1 RADIUS 

If RADIUS protocol [5] is used, the AGW shall follow the requirements as specified in this 
section. 

If the AGW receives the Multiple-Auth-Support VSA from the SRNC during the subscription 
authentication and it also supports the Multiple-Authentication, it shall send the Multiple-
Auth-Support VSA in the RADIUS Access Request message to the HAAA. 

If the AGW receives the Multiple-Auth-Support VSA from the SRNC during the subscription 
authentication, but it does not support the Multiple-Authentication, it shall remove the 
Multiple-Auth-Support VSA from the RADIUS Access Request message and send it to the 
HAAA. 

If the AGW does not receive the Multiple-Auth-Support VSA from the SRNC during the 
subscription authentication, but it supports the Multiple-Authentication, it shall not include 
the Multiple-Auth-Support VSA in the RADIUS Access Request message. 

If the AGW receives the Multiple-Auth-Profile VSA from the HAAA, it shall store the profile 
and send that VSA in the RADIUS Access Accept message to the SRNC. 

Table 1 Additional RADIUS Attributes between AGW and SRNC for 
Access Authentication and Authorization used for Subscription 
Authentication 

 Attribute Name Type Access-
Request 

Access-
Accept 

Access-
Challenge 

Access-
Reject 

 Multiple-Auth-Support 26/196 0-1 0 0 0 

 Multiple-Auth-Profile 26/197 0 0-1 0 0 
0     This attribute shall not be present. 

0+    Zero or more instances of this attribute may be present. 

0-1   Zero or one instance of this attribute may be present. 

1     Exactly one instance of this attribute shall be present. 

1+    One or more of these attributes shall be present. 
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 3.2 AGW Requirements 7 3 Multiple-Authentication

3.2.1.2 Diameter 

If Diameter protocol [6] is used, the AGW shall follow the requirements as specified in this 
section. 

If the AGW receives the Multiple-Auth-Support AVP from the SRNC during the subscription 
authentication and it also supports the Multiple-Authentication, it shall send the Multiple-
Auth-Support AVP in the DER command to the HAAA. 

If the AGW receives the Multiple-Auth-Support AVP from the SRNC during the subscription 
authentication, but it does not support the Multiple-Authentication, it shall remove the 
Multiple-Auth-Support AVP from the DER command and send it to the HAAA. 

If the AGW does not receive the Multiple-Auth-Support AVP from the SRNC during the 
subscription authentication, but it supports the Multiple-Authentication, it shall not include 
the Multiple-Auth-Support AVP in the DER command. 

If the AGW receives the Multiple-Auth-Profile AVP from the HAAA, it shall store the profile 
and send that AVP in the DEA command to the SRNC. 

Table 2 Additional Diameter AVPs between AGW and SRNC during 
Access Authentication and Authorization for Subscription 
Authentication 

 AVP Name AVP 
Code 

Diameter-EAP-Request Diameter-EAP-Answer 

 Multiple-Auth-Support 5535/29 0-1 0 

 Multiple-Auth-Profile 5535/30 0 0-1 
0     This attribute shall not be present. 

0+    Zero or more instances of this AVP may be present. 

0-1   Zero or one instance of this AVP may be present. 

1     Exactly one instance of this AVP shall be present. 

1+    One or more of these AVP shall be present. 

3.2.2 3rd party Authentication 

If the AGW supports the Multiple-Authentication, it shall support the NAI routing decoration 
as per Section 2.7 of [20]. The NAI routing decoration applies to the roaming users. 

AAA transactions for the 3rd party authentication shall be routed to the home network1 [21] 
and then to the 3rd party network unless the AGW receives the home network routing not 
required flag set to 1 in the Multiple-Auth-Profile VSA or AVP in the RADIUS Access 
Accept or the DEA command during the subscription authentication. 

                                                           

1 In this scenario, the home network does not have to be the HAAA. An operator may use a 
proxy AAA to route AAA transactions for 3rd party authentication to the 3rd party network. 
The definition of a proxy AAA is outside the scope of this document. 
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 3 Multiple-Authentication 8 3.2 AGW Requirements

When the AGW receives an RADIUS Access Request message, Diameter DER or AAR 
command from the SRNC for 3rd party authentication, and the routing to the home network 
for AAA transactions for 3rd party authentication is required, the AGW shall use the NAI 
routing decoration as per [20]. The AGW shall use the realm portion of NAI that is used for 
the subscription authentication as a different network’s realm [20]. Example NAI routing 
decoration is described in Annex A. 

If the 3rd party authentication is performed, the AGW shall use the AAA Session ID VSA or 
AVP received from the SRNC to correlate the subscription authentication and 3rd party 
authentication. If the RADIUS Access Request message, Diameter DER or AAR command 
from the SRNC includes the AAA Session ID, the AGW should remove it when the AGW 
forwards AAA protocol messages to the external AAA server for the 3rd party authentication. 
If the NAI routing decoration as per [20] is used, the AGW shall not remove the AAA Session 
ID when it forwards the RADIUS Access Request message, Diameter DER or AAR 
command to the home network.  

After the 3rd party authentication, a new MSK may be derived depending on the 
authentication mechanism. But, the serving network shall continue to use the link layer keys 
derived from the MSK generated from the subscription authentication. 

The AGW shall not maintain more than one 3rd party authentication context per AT at a time. 
If the AT performs the 3rd party authentication with a different NAI from the one previously 
used, the AGW shall overwrite the old context for 3rd party authentication with the new one. 
The AGW shall also terminate IP services associate with previous 3rd party authentication. 
The detail IP service termination procedures, i.e., IP address release, accounting stop, etc. are 
defined in [1], [18] and [19]. 

If the IP address assignment, e.g., IPv4, for that application fails and no other IP service 
assignment procedure, e.g., IPv6, is being performed, the AGW may delete the 3rd party 
authentication context for the user based on local policy. 

If the AGW terminates all IP service(s) associated with 3rd party authentication for a user, the 
AGW may delete the 3rd party authentication context based on local policy. 

Delivery and derivation of QoS profile during the 3rd party authentication is not supported. 

Other than these, requirements for AAA protocols are based on 3rd Party AAA configuration. 
Those requirements are out side the scope of this document. 

3.2.3 IP Service Authorization 

The AGW shall verify if the Multiple-Authentication is required before assigning IP address 
or IPv6 Prefix to the AT based on the Multiple-Auth-Profile provided from the HAAA. 

If the AT requests IP address which requires the Multiple-Authentication and the Multiple-
Authentication has been successfully performed, the AGW shall assign the IP address or IPv6 
Prefix as specified in [1]. 

If the AT requests IP address which requires the Multiple-Authentication, but the Multiple-
Authentication has not been performed or failed, the AGW shall not assign the IP address or 
IPv6 Prefix and follow the requirements for IP service authorization specified in [1]. 



  X.S0054-102-0 v1.0 
 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

29 

30 

31 

32 

33 

34 

35 

36 

37 

38 

39 

40 

41 

42 

43 

44 

45 

46 

47 

48 

49 

50 

51 

52 

53 

54 

55 

56 

57 

58 

59 

60 

 3.3 AT Requirements 9 3 Multiple-Authentication

3.2.4 Network PMIP Support 

The AGW may use Network PMIP4 (see [18]) for IP services if the Multiple-Auth-Profile 
allows using it. The Network PMIP procedures shall be based on [18] with the following 
additional requirements. 

An HA address may be provided during the 3rd party authentication or pre-configured in the 
AGW for 3rd party network access. If an HA address is also provided during the 3rd party 
authentication and AAA transactions for 3rd party authentication are routed to/from the home 
network, HA address which was provided during the 3rd authentication may take precedence 
over the HA address obtained during the subscription authentication. If an HA address is 
provided during the 3rd party authentication, but AAA transactions for 3rd party 
authentication are not routed to/from the home network, the AGW shall not use an HA 
address that was provided during the 3rd authentication. A pre-configured HA address may be 
used based on the local policy. 

3.3 AT Requirements 
The AT may support the Multiple-Authentication. It shall be pre-provisioned in the AT 
whether it performs the 3rd party authentication for certain applications. How the AT is pre-
provisioned with this information is outside the scope of this document. 

In addition to EAP-AKA, the AT may support the following authentication mechanism for the 
3rd party authentication: 

 EAP-MD5-Challenge [2] 

 EAP-GTC[2] 

 EAP-TTLS [7] 

3.3.1 Subscription Authentication 

The AT shall perform the subscription authentication as specified in [1]. 

3.3.2 3rd party Authentication 

After the subscription authentication has successfully completed, if an application which 
requires the Multiple-Authentication is triggered, the AT shall send the InitiateEAP [8] to the 
SRNC. Once the AT receives the EAP-Request/Identity from the SRNC, the AT shall respond 
with EAP-Response/Identity containing NAI for the 3rd party authentication. The AT then 
proceeds with the 3rd party authentication based on the requirements of the selected 
authentication mechanism. 

The AT shall maintain one 3rd party authentication context at a time. When the new 3rd party 
authentication is performed, the AT shall terminate IP services associated with the previous 
3rd party authentication. 

When the 3rd party Authentication is successfully completed, the AT shall request IPv4 
address or IPv6 address depending on application requirements. If simultaneous IPv4 and 
IPv6 service is allowed, the AT does not have to request both IP addresses immediately. The 
AT may request one of IP addresses sometime later without performing the 3rd party 
authentication as long as the other IP session lives.  
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 3 Multiple-Authentication 10 3.4 HAAA Requirements

If the IP address assignment, e.g., IPv4, for that application fails and no other IP service 
assignment procedure, e.g., IPv6, is being performed, the AT shall assume that the AGW 
deleted the 3rd party authentication context. If other IP service assignment procedure is being 
performed, it shall not be affected by the IP address assignment failure for another IP service. 

If all IP service(s) is terminated at the AT, the AT shall delete the 3rd party authentication 
context for that service. If an application that requires the Multiple-Authentication is triggered 
again, the AT shall always perform the 3rd party authentication before requesting IP address. 

3.3.3 Re-authentication 

The AT shall support identity selection hints for EAP[4]. 

After the 3rd party authentication completes, the AT may receive the EAP-Request/Identity 
from the SRNC for re-authentication. The SRNC that supports the Multiple-Authentication 
includes the Identity Hint Information [4] in the EAP-Request/Identity. The AT shall perform 
the re-authentication for the NAI that was included in the Identity Hint Information. 

3.4 HAAA Requirements 
The HAAA shall support the Multiple-Authentication if the Multiple-Authentication is pre-
provisioned in the AT. The procedures for the subscription authentication shall follow the 
requirements for the authentication and authorization as defined in [1] with additional 
requirements in the following subsections. 

There is no requirement for the 3rd party authentication to the HAAA. 

3.4.1 RADIUS 

If RADIUS protocol [5] is used, the HAAA shall follow the requirements as specified in this 
section. 

If the HAAA receives the Multiple-Auth-Support VSA [3] from the AGW during the 
subscription authentication and supports the Multiple-Authentication, it shall send the 
Multiple-Auth-Profile VSA [3] in the RADIUS Access Accept message to the AGW 
indicating which IP version of service requires the Multiple-Authentication based on the 
profile for the user who performs the subscription authentication or the operator’s policy. If 
the user accesses from a visited network and the home network does not require the routing 
AAA transactions to the home network, the HAAA shall put the routing to the home network 
not required flag in the Multiple-Auth-Profile VSA in the RADIUS Access Accept message. 

If the Multiple-Auth-Support VSA is not included in the RADIUS Access Request message, 
but the Multiple-Authentication is required for the user, , and only Simple IPv4 service or/and 
Simple IPv6 service is authorized, the HAAA shall return the RADIUS Access Reject 
message to the AGW. 

If the Multiple-Auth-Support VSA is not included in the RADIUS Access Request message, 
the Multiple-Authentication is required for Simple IPv4 and/or Simple IPv6, but CMIP4 
service is authorized for the user, the HAAA shall continue to perform the subscription 
authentication specified in [1]. In this case, the Simple IPv4 service and/or Simple IPv6 
service shall be disabled in the IP-Services-Authorized VSA. 
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 3.4 HAAA Requirements 11 3 Multiple-Authentication

If the Multiple-Authentication is not required for the user, the HAAA shall not include the 
Multiple-Authentication-Profile VSA in the RADIUS Access Accept message. The lack of 
this VSA indicates that the user performs the single authentication based on [1]. 

Table 3 Additional RADIUS Attributes between AGW and HAAA for 
Access Authentication and Authorization used for Subscription 
Authentication 

 Attribute Name Type Access-
Request 

Access-
Accept 

Access-
Challenge 

Access-
Reject 

 Multiple-Auth-Support 26/196 0-1 0 0 0 

 Multiple-Auth-Profile 26/197 0 0-1 0 0 
0     This attribute shall not be present. 

0+    Zero or more instances of this attribute may be present. 

0-1   Zero or one instance of this attribute may be present. 

1     Exactly one instance of this attribute shall be present. 

1+    One or more of these attributes shall be present. 

3.4.2 Diameter 

If Diameter protocol [6] is used, the HAAA shall follow the requirements as specified in this 
section. 

If the HAAA receives the Multiple-Auth-Support AVP from the AGW during the 
subscription authentication and supports the Multiple-Authentication, it shall send the 
Multiple-Auth-Profile AVP in the DEA command to the AGW indicating which IP version of 
service requires the Multiple-Authentication based on the profile for the user who performs 
the subscription authentication or the operator’s policy. If the user accesses from a visited 
network and the home network does not require the routing AAA transactions to the home 
network, the HAAA shall put the routing to the home network not required flag in the 
Multiple-Auth-Profile AVP in the DEA command. 

If the Multiple-Auth-Support AVP is not included in the DER command, but the Multiple-
Authentication is required for the user, the HAAA shall return the DEA command with the 
Result Code set to 5003 (DIAMETER_AUTHORIZATION_REJECTED) to the AGW. 

If the Multiple-Auth-Support AVP is not included in the DER command, the Multiple-
Authentication is required for Simple IPv4 and/or Simple IPv6, but CMIP4 service is 
authorized for the user, the HAAA shall continue to perform the subscription authentication 
specified in [1]. In this case, the Simple IPv4 service and/or Simple IPv6 service shall be 
disabled in the IP-Services-Authorized AVP. 

If the Multiple-Authentication is not required for the user, the HAAA shall not include the 
Multiple-Authentication-Profile AVP in the DEA command. The lack of this AVP indicates 
that the user performs the single authentication based on [1]. 
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 3 Multiple-Authentication 12 3.5 Home Network Requirements

Table 4 Additional Diameter AVPs between AGW and HAAA during 
Access Authentication and Authorization for Subscription 
Authentication 

 AVP Name AVP 
Code 

Diameter-EAP-Request Diameter-EAP-Answer 

 Multiple-Auth-Support 5535/29 0-1 0 

 Multiple-Auth-Profile 5535/30 0 0-1 
0     This attribute shall not be present. 

0+    Zero or more instances of this AVP may be present. 

0-1   Zero or one instance of this AVP may be present. 

1     Exactly one instance of this AVP shall be present. 

1+    One or more of these AVP shall be present. 

3.5 Home Network Requirements 
If the NAI decoration is enabled (see section 3.2.2), the home network may resume an 
original NAI as per [20] based on the 3rd party network requirements. 
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 4.1 EAP-TTLS/MD5 Challenge based Method 13 4 2G R-UIM Support

4 2G R-UIM Support 
The EAP-AKA is defined as the authentication mechanism for the access authentication in the 
Converged Access Network [1]. However, some operators may want to allow access to CAN 
for subscribers with 2G Removable User Identity Module (R-UIM) cards. 2G R-UIMs do not 
support AKA authentication, but only support CAVE authentication based on the A-key 
shared between the R-UIM and HLR /AC. This section defines authentication based on 
CAVE to support 2G R-UIM for CAN access authentication. In this section, two options are 
defined to support 2G R-UIM. Unless otherwise specified in this section, the EAP access 
authentication procedures shall comply with [1]. 

4.1 EAP-TTLS/MD5 Challenge based Method 

4.1.1 AT Requirements 

The AT may support 2G R-UIM for the CAN access authentication. If the AT supports the 
use of CAVE credential in its 2G R-UIM for the access authentication utilizing EAP-TTLS 
and EAP-MD5-Challenge, the AT shall support procedures described in this section..  

Upon successful UMB Connection establishment, and receiving the EAP-Request/Identity 
message from the SRNC, the AT shall send the EAP-Response/Identity message to the SRNC 
containing the identity of the user in NAI format (NAI, see [20]) as IMSI@realm, where IMSI 
identifies the subscription of the UIM and the realm identifies the user’s home network realm. 
Based on this identity, the HAAA selects EAP-TTLS/MD5 based on CAVE translation as the 
authentication method. 

Via the EAP-TTLS exchange, the AT shall authenticate the HAAA using it’s server 
certificate.  After the AT has authenticated the HAAA, the AT shall not include any data in 
the last EAP-Response/TTLS sent to the HAAA [7]. This is to trigger the HAAA to initiate an 
inner EAP method to authenticate the AT. 

Upon receiving a 4-byte RAND in the EAP-Request/MD5-Challenge, the ME shall issue the 
Run CAVE command to the R-UIM to compute an AUTH Response [9]. The AT shall form 
the CHAP Response containing the AUTH Response according to [10].  The AT shall include 
the CHAP Response in the EAP-Response/MD5-Challenge [2] and send it to the SRNC.  
Upon receiving the EAP Success, the ME shall derive the EAP-TTLS Keying Material as 
specified in [7]. 

Keying Material = PRF( SecurityParameters.master_secret, "ttls keying material", 
SecurityParameters.client_random + 
SecurityParameters.server_random)[0..127] 

This 128 bytes of Keying Material is generated using the TLS PRF function, with inputs 
consisting of the TLS master secret, the ASCII-encoded constant string "ttls keying material" 
(without NULL termination), the TLS client random, and the TLS server random.  

As an additional step to [7], the ME cryptographically binds the EAP-TTLS Keying Material 
to the CAVE keys. The ME shall issue the Generate Key/VPM Command to the R-UIM to 
compute a SMEKEY. Using the SMEKEY, the ME shall derive CAVE-TTLS-Key as 
follows: 
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 4 2G R-UIM Support 14 4.2 EAP-AKA based Method

CAVE-TTLS-Key = PRF((Keying Material),“cave ttls key binding”, SMEKEY)[0..127] 

Where CAVE-TTLS-Key is derived using the TLS PRF with  the following inputs: Keying 
Material is the 128 byte key that is derived as the result of EAP-TTLS run; and an ASCII 
constant string of “cave ttls key binding” (without NULL termination) and SMEKEY. 

The AT shall use CAVE-TTLS-Key [0..63] as it’s MSK and CAVE-TTLS-Key [64..127 as its 
EMSK. 

The MSK and the EMSK shall be used as specified in [1]. 

4.1.2 HAAA Requirements 

Based on the EAP identity received, if the HAAA selects EAP-TTLS/MD5 with CAVE 
translation as the authentication method for the CAN access authentication, the HAAA shall 
support procedures described in this section.  

The HAAA derives IMSI associated with the EAP identity (i.e., IMSI@realm) reported by the 
AT. 

Upon the completion of the EAP-TTLS exchange, if the last EAP-Response/TTLS received 
contains no data, the HAAA shall initiate the EAP-MD5-Challenge exchange by sending the 
EAP-Request/MD5-Challenge via DEA command or RADIUS Access Challenge message.  
The EAP-Request/MD5-Challenge shall contain a 4-byte RAND generated by the HAAA. 

Upon receiving the EAP-Response/MD5-Challenge containing the AUTH Response, the 
HAAA shall send the AUTHREQ message [11] to the HLR/AC.  The AUTHREQ shall 
include the RAND, AUTH Response, and SYSACCTYPE = Wireless LAN access [14]. The 
HLR/AC verifies the AUTH Response and if AT authentication is successful returns the 
authreq message [11] containing SMEKEY.  The HAAA shall derive the EAP-TTLS keying 
material and CAVE-TTLS-Keys and uses it to generate the MSK and the EMSK as specified 
in section 4.1.1. The HAAA shall send the MSK to the SRNC via the EAP-Master-Session-
Key AVP of the DEA or the MS-MPPE-Recv-KEY attribute of the RADIUS Access Accept 
message. 

The HAAA shall use MSK and the EMSK as specified in [1]. 

4.2 EAP-AKA based Method 
This section specifies how to use EAP-AKA utilizing removable 2G R-UIM card supporting 
CAVE credentials to access CAN. If 2G R-UIM is not used, then the access authentication 
shall conform to [1].  

This section covers the architecture considering the AT which consists of the mobile shell, 
called thereafter ME, and removable 2G R-UIM card supporting CAVE credentials. In this 
architecture, the AKA (including the f0-f5 algorithms) [23][24] is implemented on the ME. 
The ME interacts with the R-UIM to run the CAVE authentication and forms AKA 
parameters as specified in this section. The figure below illustrates the high level call flow of 
this method. 
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 4.2 EAP-AKA based Method 15 4 2G R-UIM Support

In this section, the MS identifier is assumed to be true IMSI or MIN based IMSI. In the true 
IMSI case, the IMSI_S1 and IMSI_S2 should be used in the place of MIN1 and MIN2 [26]. In 
all the CAVE calculations, ESN is set to a value of all zeros. 

 

Figure 1  High Level flow of CAVE based AKA authentication 

In this method, both the ME and the HAAA establish a SQN (sequence number) and a 
RANDM (Mobile’s Random Number) using the AKA re-synchronization procedure. Once 
agreed, SQN is used to provide replay protection for the AKA authentication. How the AKA 
fields are used with CAVE is described in more details in the subsequent sections. 

4.2.1 AT Requirements 

If the AT supports the use of CAVE credential in its 2G R-UIM for the access authentication, 
utilizing EAP-AKA, the AT shall support procedures described in this section. 

Upon detecting the insertion of a new R-UIM, the ME shall generate a 58 bit RANDM value 
according to the following rule: 

 The 8 MSBs (bits 57 - 50) shall be random, but not be all zeroes (8 MSBs all zeros 
used as an indication of SQN re-synchronization). 

 The 20 bits following the 32 MSBs (bits 25 - 6) shall be random, but shall have a 
decimal value from 000,000 to 999,999. These bits are used as the last six dialed 
digits for the CAVE algorithm. 

 The remaining 6 LSBs (bits 5 - 0) shall be random. 
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 4 2G R-UIM Support 16 4.2 EAP-AKA based Method

The ME shall store the generated RANDM as RANDMME. 

Upon detecting the insertion of a new R-UIM , the ME also stores a 40 bit SQN value, 
SQNME, which is initialized to be a 24 bit value, TIME (bits 39 - 16), followed by 16 zeroes 
(bits 15 - 0). TIME is set by counting the 20 second intervals modulo 224 that have elapsed 
from the beginning of January 1st 2008 till present time. SQNME is updated during Re-
synchronization procedures and is incremented after each successful challenge verification. 

Upon successful UMB Connection establishment, and receiving the EAP-Request/Identity 
message from the SRNC, the AT shall send the EAP-Response/Identity message to the SRNC 
containing the identity of the user in NAI format (NAI, see [20]) as as IMSI@realm, where 
IMSI identifies the subscription of the UIM and the realm identifies the user’s home network 
realm. Based on this identity, the HAAA selects EAP-AKA based on CAVE translation as the 
authentication method. 

Upon receiving the EAP Request/AKA-Challenge message, the ME shall extract RANDM, 
RANDN (94 random bits of RAND_AKA) and SQN from the received AT_AUTN and 
AT_RAND as shown below (see 4.2.3 for how to construct AT_AUTN and AT_RAND 
parameters).  

 

Figure 2  AKA-Challenge Parameters Format 

If the ME finds that the received RANDM is equal to RANDMME and has the KEYSMME 
corresponding to the RANDME that was previously calculated and stored at the last re-
synchronization procedure for RANDM then the ME shall set KEYSM to KEYSMME, 
otherwise, the ME shall calculate KEYSM as follows: 

 use the 32 MSBs of RANDM as a CAVE RAND.  

 If the value of the 20 bits (bits 25 – 6) of the received RANDM, converted to 
decimal format, is between 000,000 and 999,999 then the ME shall treat it as six 
dialed digits, and issue the Generate Key/VPM Command to the R-UIM to compute 
CAVE KEYS with the system access type set to call origination; The AT shall set 
KEYSM = SMEKEY|CDMAPLCM|AUTHR using the values returned by the R-
UIM.  

 If the value of these 20 bits (bits 25 – 6) of the received RANDM when converted to 
decimal format is 1,000,000 or greater then the ME shall set the system access type 
to page response and use the 32 MSBs of RANDM as CAVE RAND and issue a 
Generate Key/VPM Command to the R-UIM to compute the CAVE KEYS. The AT 
shall set KEYSM = SMEKEY|CDMAPLCM|AUTHR using the values returned by 
the R-UIM. 

The ME shall concatenate the 24 MSBs of the received RANDN with the 8 LSBs of MIN2 to 
create a 32 bit CAVE RAND and shall issue the Generate Key/VPM Command to the R-UIM 
to compute CAVE KEYS and AUTHR. The AT shall set KEYSN = 
SMEKEY|CDMAPLCM|AUTHR using the values returned by the R-UIM.  
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 4.2 EAP-AKA based Method 17 4 2G R-UIM Support

The ME shall set the AKA_KEY to SHA-256(KEYSM|KEYSN). The AT shall calculate 128 
bit RES, CK and IK using AKA functions f2, f3 and f4 respectively (as defined in [23][24]), 
with the AKA_KEY and the received AT_RAND (i.e., 128-bit RAND_AKA) as input. The 
AT shall verify the received AT_MAC and respond, in case of failure, as specified in [22]. 

Assuming the verification of AT_MAC is successful, the AT shall validate the authenticity 
and freshness of the AKA Challenge by first verifying that the received MAC value equals the 
calculated XMAC (see 4.2.3 for placement of MAC value in AT_AUTN). The AT shall use 
the AKA_KEY to calculate the XMAC value as the output of f1 function (as defined in [24]) 
with the 64 MSBs of received AT_AUTN as the SQN and AMF inputs of f1 and the received 
AT_RAND as the RAND input of f1. If validation of MAC parameter fails, the AT shall 
format and send the EAP Response/AKA-Authentication-Reject message. 

If the MAC equals XMAC, then the AT shall next verify the freshness of the AKA Challenge 
by checking that the received RANDM and SQN values are proper. If the received RANDM 
does not equal RANDMME, then the ME shall initiate the Re-Synchronization procedure as 
follows: 

For the first re-synchronization procedure after new 2G R-UIM insertion, the ME shall use the 
initial SQN generated at 2G R-UIM insertion. For the subsequent re-synchronization 
procedures, the ME shall first set the new SQNME to be 24 bits of MSBs of stored SQNME plus 
1 followed by 16 bits zeroes and then shall format and send the EAP Response/AKA-
Synchronization-Failure with the AT_AUTS parameter set as follows: 

 the 58 MSBs of AT_AUTS are set to RANDMME,  

 the next 24 bits of AT_AUTS are set to the 24 MSBs of SQNME, 

 and the next 30 bits of AT_AUTS are set to the 30 LSBs of MACS XORed with the 
18 bit AUTHRM on the least significant side (i.e., XORed with 18 LSBs of MACS). 
AUTHRM is the freshly calculated AUTHR value associated with the RANDMME 
being sent in the AT_AUTS. 

Using the 32 MSBs of RANDMME as a CAVE RAND and the next 20 bits of RANDMME as 
six dialed digits, the ME shall set the system access type to call origination and issue the 
Generate Key/VPM Command to the R-UIM to freshly compute the AUTHRM and CAVE 
KEYS value. The returned values are stored as KEYSMME = 
SMEKEY|CDMAPLCM|AUTHRM. The MACS shall be calculated using the f1* [24] 
function and AKA_KEY over the RANDMME and 24 MSBs of SQNME. The AKA_KEY is 
calculated using the RANDU received in the RAND_AKA parameter of the last AKA 
Challenge request and the RANDM. The f1* inputs are set as follows: the RAND input of f1* 
is set to the received AT_RAND value, 24 MSBs of  f1* SQN input is set to 24 MSBs of 
SQNME, the next 24 bits of f1* SQN input are set to 24 MSBs of RANDMME, the f1* AMF 
input is set to the next 16 MSBs of RANDMME and the 18 MSBs of the f1* RAND input are 
replaced with the remaining 18 bits of RANDMME. 

If the received RANDM equals RANDMME then the ME shall next verify that the received 
SQN value is in the correct range (see 4.2.3 for placement of SQN in AT_AUTN). ME shall 
check if SQNME < SQN <= SQNME + Delta, where Delta is a value acceptable to the ME (e.g., 
Delta is equal to 64). 

If verification of SQN parameter indicates that the AKA Challenge is a repeat, or SQN 
requires re-synchronization, the AT shall format and send the EAP Response/AKA-
Synchronization-Failure with the AT_AUTS parameter formatted as follows: 
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 4 2G R-UIM Support 18 4.2 EAP-AKA based Method

 the 8 MSBs of AT_AUTS are set to zeros (as an indication that it is a SQN 
resynchronization),  

 the next 40 bit of AUTS are set to SQNME,  

 and the remaining 64 bits of AT_AUTS are set to MACS. 

The MACS shall be calculated using the f1* function and AKA_KEY over SQNME. The f1* 
inputs for MACS calculation are set as follows: the f1* RAND input is set to the current 
received AT_RAND value, 8 MSBs of f1* SQN input are set to zeroes and the rest of the f1* 
SQN input bits are set to SQNME, and the f1* AMF input is set to zero. 

Upon successful validation of the AKA Challenge, (i.e. both RANDM and SQN is validated), 
the ME shall update SQNME to the received SQN. The AT shall send the EAP 
Response/AKA-Challenge including AT-RES and AT-MAC as specified in [22] to the 
HAAA. 

4.2.2 HAAA Requirements 

Based on the EAP identity received, if the HAAA selects EAP-AKA with CAVE translation 
as the authentication method for the CAN access authentication, the HAAA shall support 
procedures described in this section. 

The HAAA derives IMSI associated with the EAP identity (i.e., IMSI@realm) reported by the 
AT.  

The HAAA shall store a 58 bit value RANDMHAAA and a 40 bit value SQNHAAA based on the 
RANDM and the SQN received on the last successful resynchronization from the ME. 

Upon receiving the AAA Request from the AGW with EAP-Response/Identity that requires 
the use of EAP-AKA with CAVE translation for for CAN access authentication, the HAAA 
shall send a unique challenge request, the IS-41 AUTHREQ, to HLR with the mobile 
identities – IMSI and ESN. The ESN is set to all zeros and system access type set to flash 
request. COUNT is set to zero in all AUTHREQs [26] sent to the HLR. 

Upon receiving the IS-41 authreq from the HLR containing the RANDU and AUTHU, the 
HAAA shall generate the RAND = RANDU | (8 LSBs of MIN2), the AUTHR = AUTHU, 
and format a second IS-41 AUTHREQ[26] containing the RAND and AUTHR to the HLR 
with system access type set to page response.  

Once the HAAA receives the IS-41 authreq from the HLR containing the SMEKEY and 
CDMAPLCM, the HAAA shall set KEYSN = SMEKEY|CDMAPLCM|AUTHR. 

The HAAA shall then compute the AKA_KEY = SHA-256(KEYSMHAAA|KEYSN) from the 
stored KEYSMHAAA, associated with RANDMHAAA, and the newly calculated KEYSN. 

The HAAA shall create a 94 bit RANDN by setting the 24 MSBs to RANDU and rest of 
RANDN to a random value. SQNHAAA is incremented; SQNHAAA, RANDMHAAA and RANDN 
are included in AT_AUTN and AT_RAND as specified in 4.2.3. 

If the HAAA has no stored RANDMHAAA for this user (e.g. for the first authentication), the 
HAAA shall use the above RANDU part of RANDN to create RANDMHAAA and use KEYSN 
as KEYSM in forming the AKA_KEY.  In this initial case, the HAAA shall set the 32 MSBs 
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 4.2 EAP-AKA based Method 19 4 2G R-UIM Support

of RANDMHAAA as 24 bits of RANDU and 8 bits of MIN2. The next 20 bits of RANDMHAAA 
shall be set to the binary representation of the (decimal) value 1,000,000. The remaining 6 bits 
of RANDMHAAA are set randomly.  Also if the HAAA has no stored SQNHAAA value then the 
HAAA shall initialize it to 0. 

The HAAA shall use the AKA_KEY to calculate the MAC value as the output of f1 function 
with the 64 MSBs of created AT_AUTN as the SQN and AMF inputs and the created 
AT_RAND as the RAND input of f1. The 64 LSBs of AUTN shall be set to the calculated 
MAC value as specified in 4.2.3. The HAAA shall calculate the 128 bit XRES, CK and IK 
using AKA functions f2, f3 and f4 respectively [23][24], using the AKA_KEY and the 
created AT_RAND as input. The HAAA shall calculate the AT_MAC as specified in [22]. 

The HAAA shall send the EAP-Request/AKA-Challenge with AT_RAND, AT_AUTN and 
AT_MAC to AT. 

After receiving the EAP Response/AKA-Challenge from AT containing the RES and 
AT_MAC, the HAAA shall first validate the AT_MAC as specified in [22]. Secondly, the 
HAAA shall verify that the received RES is equal to the calculated XRES. If RES validation 
succeeds, the HAAA shall derive the MSK and EMSK as specified in [22] and forward the 
MSK in the EAP Success message to the AGW. The HAAA shall store EMSK for deriving 
further keys as specified in [1] 

Upon receiving the EAP-Response/AKA-Synchronization-Failure message from the AT, the 
HAAA shall check to see if the 8 MSBs of AT_AUTS are all zeros.  If they are all zeros then 
the 40 bits after the 8 zeroes of AT_AUTS are treated as the received SQN value and the 
HAAA shall create and verify the 64 bit MACS using the AKA_KEY created at the last 
challenge. The MACS shall be calculated using the f1* function and AKA_KEY over the 
received SQN. The f1* inputs for MACS calculation are set as follows: the f1* RAND input 
is set to the AT_RAND value sent in the last challenge, 8 MSBs of  f1* SQN input are set to 
zeroes and the rest of the f1* SQN input bits are set to SQN , and the f1* AMF input is set to 
zero. If the validation of the 64 bit MACS is successful, the HAAA shall update the SQNHAAA 
with the received SQN. 

If the 8 MSBs of AT_AUTS are not all zeros, then the 58 MSBs of AT_AUTS are treated as 
the received RANDM and the next 24 bits are treated as the 24 MSBs of SQN.  The HAAA 
shall create and verify the 30 bit MACS using the AKA_KEY created for the last challenge. 
The MACS shall be calculated using the f1* function and AKA_KEY over the received 
RANDM and 24 MSBs of SQN. The f1* inputs are set as follows: the RAND input of f1* is 
set to the AT_RAND value sent in the last challenge, the 24 MSBs of  f1* SQN input are set 
to 24 MSBs of  SQN received as part of AT_AUTS, the next 24 bits of f1* SQN input are set 
to 24 MSBs of the received RANDM, the f1* AMF input is set to the next 16 MSBs of 
RANDM and the 18 MSBs of the f1* RAND input are replaced with the remaining 18 bits of 
RANDM. 

In order to validate the received AT_AUTS, first the 30 LSBs of the calculated MACS shall 
be  XORed with the 30 LSBs of AT_AUTS. If the resulting string’s 12 MSBs are not all 
zeroes then the validation has failed. Assuming they are all zeroes, the lower 18 bits are 
treated as the received AUTHRM value. Using the 32 msb of RANDM as a CAVE RAND 
and the next 20 bits of RANDM as six dialed digits, the HAAA shall set the system access 
type to call origination and issue an IS-41 AUTHREQ to HLR including the CAVE RAND, 
dialed digits and AUTHRM as parameters. If the HLR responds with success and CAVE 
KEYS then the AT_AUTS is validated and the HAAA shall set RANDMHAAA to the received 
RANDM value and set KEYSMHAAA = SMEKEY|CDMAPLCM|AUTHRM values, and also 
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 4 2G R-UIM Support 20 4.2 EAP-AKA based Method

set SQNHAAA equal to the received  24 MSBs of SQN concatenated with 16 zero bits. The 
HAAA should store KEYSMHAAA for subsequent use. 

4.2.3 AKA Vector Emulation 

This section describes format of the AT_AUTN and AT_RAND when the challenge is created 
and sent by the HAAA and is received and verified by the AT: 

 40 MSBs of AT_AUTN are set to SQN, 

 Next 24 MSBs of AT_AUTN are set to 24 MSBs of RANDM, 

 Next 64 bits of AT_AUTN are set to MAC, 

 34 MSBs of AT_RAND are set to the remaining 34 bits of RANDM, 

 The remaining 94 bits of AT_RAND are set to RANDN. 
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 5.1 EAP-SIM Method 21 5 SIM Support

5 SIM Support 
Some operators may want to allow access to CAN for subscribers with SIM, which support 
SIM-based authentication and key agreement. This section defines authentication based on 
EAP-SIM [15] for CAN access authentication. Unless otherwise specified in this section, the 
EAP access authentication procedures shall comply with [1]. 

5.1 EAP-SIM Method 

5.1.1 AT Requirements 

The AT may support EAP-SIM for the CAN access authentication. If the AT supports the use 
of SIM for the access authentication utilizing EAP-SIM, then it shall be as specified in [15]. 
The AT uses the IMSI from the SIM as the EAP Identity using the NAI format (i.e., 
IMSI@realm). The realm identifies the AT’s home CAN network. A successful run of EAP-
SIM results in the AT deriving MSK and EMSK as specified in [15]. The MSK and the 
EMSK shall be used by the AT as specified in [1]. 

5.1.2 HAAA Requirements 

The HAAA may support EAP-SIM for the CAN access authentication. If the HAAA supports 
the use of SIM for access authentication utilizing EAP-SIM, then it shall be as specified in 
[15]. Based on the IMSI received in the NAI of the EAP Identity Exchange (i.e., 
IMSI@realm), the HAAA determines that it needs to contact 3GPP HLR/HSS. The HAAA 
may use Wx interface specified in [16] to obtain the authentication triplets.  A successful run 
of EAP-SIM results in the HAAA deriving MSK and EMSK as specified in [15]. The MSK 
and the EMSK shall be used by the HAAA as specified in [1]. 
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6 Call Flows 

6.1 Multiple-Authentication 

AT eBS SRNC AGW H/V-
AAA

3rd Party
AAA

1. UMB Connection Setup

3. IOS Signaling

4. Link ID

8. AT Presents Link ID to 
Upper Layer

12. User triggers 3rd 
Party Application

2. EAP-AKA Authentication with <ID@examplecarrier> as the subscription authentication.
HAAA may provide the user profile that indicates the Multiple Authentication is required for 

some domain access.

14. Subsequent Authentication with 
<user@3rdpartyISP>

14'. Subsequent 
Authentication 

(Access Session ID 
is added in the 

Access Request.)

14. Subsequent Authentication

5. DAP 
Move Req

7. DAP 
Assignment

15. IP Address Assignment (IP address 2)

HA

13. Initiate EAP

11. IP address assignment Simple IPv4 and/or Simple IPv6 which do not require subsequent authentication, or 
Mobile IPv4 or Mobile IPv6 (IP address 1)

9. IOS Signaling

6. PIMP Tunnel Setup

10.  Application Starts

 

Figure 3  Multiple-Authentication for CAN 

1. The UMB connection set up is performed. 

2. EAP-AKA authentication is performed as the subscription authentication. In this example, 
NAI is set to <ID@examplecarrier>. During the authentication, the HAAA provides the 
Multiple-Authentication Profile to the AGW. The AGW forwards the Multiple-
Authentication Profile to the SRNC. A AAA Session ID is assigned from the HAAA in 
this step. 

3. The eBS and SRNC performs IOS signaling exchanges in which the SRNC sends AGW 
IP Address, User Name, AAA Session ID, and PMN-AN-HA1 key derived from PMN-
AN-RK1 to the eBS. The sequence value is also sent from the SRNC to eBS (used for 
calculating PMN-AN-HA1 key in AGW.) 

4. The eBS presents link ID to the AT. The link ID represents the IP interface that the AT 
creates to talk to IP layer. 



  X.S0054-102-0 v1.0 
 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

29 

30 

31 

32 

33 

34 

35 

36 

37 

38 

39 

40 

41 

42 

43 

44 

45 

46 

47 

48 

49 

50 

51 

52 

53 

54 

55 

56 

57 

58 

59 

60 

 6.2 2G R-UIM Support 23 6 Call Flows

5. The AT requests the eBS to be the DAP (Data Attachment Point) or the network decides 
that eBS should be DAP. This step is optional. 

6. The eBS and AGW perform RAN PMIP4 tunnel establishment. 

7. The eBS sends DAP Assignment to the AT. 

8. The AT presents the link ID to the upper IP layer. 

9. The eBS1 notifies SRNC with GRE key through IOS signaling. 

10. An application requests IP address. This step may not happen all the time. 

11. The AGW and AT performs IP address assignment if step 10 occurs, which does not 
require Multiple-Authentication. Any IP address assignment procedure, i.e., Simple IPv4, 
Simple IPv6, Mobile IPv4 or Mobile IPv6 may be taken place.  

12. User triggers 3rd party application which requires the 3rd party authentication. (It is pre-
provisioned in the AT which applications require the 3rd party authentication.) 

13. The AT sends the InitiateEAP message [8] to the SRNC to trigger EAP procedure. 

14.  The 3rd party authentication is performed with the 3rd party’s AAA via SRNC and 
AGW. In step 14’, the SRNC adds the AAA Session ID attribute in the Access Request 
with the value obtained in the step 2. The AAA Session ID is used by the AGW to 
correlate the subscription authentication and the 3rd party authentication. In this example, 
the NAI is set to <user@3rdpartyISP>. The SRNC understands it is for the 3rd party 
authentication if the realm portion of NAI is different from the realm registered for the 
subscription authentication. (If the SRNC receives EAP packets including the realm 
registered for the Subscription Authentication, the SRNC considers it as the subscription 
re-authentication.) If EAP-MD5 or EAP-GTC is used, the SRNC translates EAP packets 
to CHAP or PAP AAA attributes. In this case, the SRNC sends the EAP success when it 
receives the AAA accept message. 

15. The AT obtains IP address 2 via Simple IP procedure. (The multiple-authentication is not 
intended for Mobile IP.)  

6.2 2G R-UIM Support 
This section illustrates the 2G R-UIM based access authentication with call flows. 

6.2.1 EAP-TTLS/MD5 Challenge based Method 
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 6 Call Flows 24 6.2 2G R-UIM Support

 

Figure 4  EAP-TTLS/MD5 Challenge based Authentication and Authorization method using 
CAVE in 2G R-UIM for CAN 

1. The UMB connection setup is performed. 

2. Upon successful connection, the SRNC sends an EAP-Request/Identity message to the 
AT to query the identity of the user. 
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 6.2 2G R-UIM Support 25 6 Call Flows

3. The AT sends an EAP-Response/Identity message to the SRNC containing the identity 
(NAI, see [20]) of the user. The AT’s identity is username@realm, where the username is 
AT’s IMSI, and the realm identifies AT’s home network.  

4. The SRNC selects AGW and forwards the AT’s EAP-Response/Identity message to the 
AGW by encapsulating the EAP-Response/Identity message within AAA Request. 

5. The AGW adds AGW’s capability, replace NAS-Identifier with AGW’s identifier, and 
sends AAA Request to the HAAA. 

6. The HAAA verifies the identity and decides what type of authentication is suitable based 
on the user profile.  If the HAAA determines that CAVE authentication is the preferred 
method, the HAAA sends the EAP-Request/TTLS-Start, via AAA response. 

7. The SRNC forwards the EAP-Request/TTLS-Start to the AT. 

8. The AT replies with EAP-Response/TTLS that contains the TLS parameter ClientHello 
to the SRNC. 

9. The SRNC forwards the EAP-Response/TTLS, via AAA Request. 

10. The HAAA sends EAP-Request/TTLS that contains the TLS parameters ServerHello, 
Certificate (HAAA’s digital certificate), ServerKeyExchange, and ServerHelloDone, via 
AAA Response. 

11. The SRNC forwards the EAP-Request/TTLS to the AT. 

12. The AT authenticates HAAA’s certificate and replies with EAP-Response/TTLS that 
contains the TLS parameters ClientKeyExchange, ChangeCipherSpec, and Finished. 

13. The SRNC forwards the EAP-Response/TTLS, via AAA Request. 

14. The HAAA sends EAP-Request/TTLS that contains the TLS parameters 
ChangeCipherSpec and Finished, via AAA Response. 

15. The SRNC forwards the EAP-Request/TTLS to the AT. 

16. The AT replies with EAP-Response/TTLS that contains no data to the SRNC. 

17. The SRNC forwards the EAP-Response/TTLS, via AAA Request. 

18. Since the received EAP-Response/TTLS contains no data, this is a trigger to the HAAA 
to initiate an inner EAP method to authenticate the AT [13].  The HAAA sends EAP-
Request/MD5-Challenge, via AAA response.  The EAP-Request/MD5-Challenge 
includes a RAND (4 bytes). 

19. The SRNC forwards the EAP-Request/MD5-Challenge to the AT. 

20. The AT issues a Run CAVE Command to the R-UIM [9]. The Run CAVE Command 
includes the RAND and ME’s ESN. 

21. The R-UIM returns AUTH response. 

22. The AT sends EAP-Response/MD5-Challenge that contains the AUTH Response to the 
SRNC. 

23. The SRNC forwards the EAP-Response/MD5-Challenge, via AAA Request. 

24. The HAAA, acting as a VLR, sends IS-41 AUTHREQ that contains the AT’s IMSI, 
RAND, and AUTH Response. 
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 6 Call Flows 26 6.2 2G R-UIM Support

25. The HLR/AC verifies the AUTH Response.  If successful, the HLR/AC replies with 
authreq that contains SMEKEY.  The HAAA derives MSK and EMSK from EAP-TTLS 
keying material and the SMEKEY (see 4.1.2).   

26. The HAAA sends EAP-Success and the MSK, via AAA Accept. 

27. The SRNC forwards the EAP-Success to the AT. 

28. The ME issues Generate Key/VPM Command to the R-UIM. 

29. The R-UIM returns the SMEKEY.  The AT derives the MSK and the EMSK from EAP-
TTLS keying material and the SMEKEY (see section 4.1.1). 
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 6.2 2G R-UIM Support 27 6 Call Flows

6.2.2 EAP-AKA Method 

 

Figure 5  Authentication and Authorization method using CAVE and EAP-AKA for 2G R-
UIM/CAN 

1. The UMB Connection setup is performed. 

2. Upon successful connection and session establishment, the SRNC sends an EAP-
Request/Identity message to the AT to query the identity of the user. 
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 6 Call Flows 28 6.2 2G R-UIM Support

3. The AT sends an EAP-Response/Identity message to the SRNC containing the identity 
(NAI, see [20]) of the user. The AT’s identity is username@realm where the username is 
the IMSI and the realm identifies the users home network. 

4. The SRNC selects AGW and forwards the AT’s EAP-Response/Identity message to the 
AGW by encapsulating the EAP-Response/Identity message within AAA Request. 

5. The AGW adds AGW’s capability; replaces NAS-Identifier with AGW’s identifier, and 
sends AAA Request to the HAAA 

6- 9 See Figure 7  for a detail call flow 

10. The HAAA first creates AKA_KEY=SHA-256(KEYSM|KEYSN) where KEYSM was 
created at resynchronization procedure based on the RANDM received in the 
resynchronization message. Also the SQN value at HAAA is incremented. The HAAA 
emulates AKA AV using the AKA_KEY and by composing AKA Authentication Vector 
parameters using RANDM, RANDN and SQN and standard AKA functions. 

11. The HAAA issues EAP-Request[AKA Challenge(AT_RAND, AT_AUTN, AT_MAC)] 
and sends it to the ME. The AT_AUTN and AT_RAND include the RANDM, SQN, 
RANDN, and MAC. 

12. The AT derives RANDM and RANDN from the received AKA RAND and AT_AUTN. 
SQN is also extracted from AUTN. 

13. The AT sends RAND composed of MIN2 and RANDU along with ESN that is set to all 
zeros to the R-UIM. 

14. The R-UIM responds with AUTHR. 

15. The ME instructs R-UIM to generate CAVE keys. 

16. The R-UIM responds to ME with the CAVE KEYS – PLCM and SMEKEY. Using the 
CAVE KEYS returned by R-UIM, the ME creates KEYSN; AKA_KEY is set to SHA-
256 (KEYSM|KEYSN). If RANDM is the same as RANDMME stored by the ME then the 
stored KEYSMME is used as KEYSM. Otherwise, the KEYSM is generated using the R-
UIM. 

17. The ME processes AT_RAND, AT_AUTN and AT_MAC in the received challenge 
using the AKA_KEY. First the ME verifies AT_MAC, then it verifies the MAC part of 
AT_AUTN. Finally the ME detects the RANDM received is as expected and SQN 
received is in the correct range. 

18. The ME issues EAP Response/AKA-Challenge [AKA Response (AT_RES, AT_MAC)], 
where AT_RES is AKA response, RES,  to the HAAA. The ME also updates its stored 
SQN value with the received SQN value. 

19. The HAAA first validates AT_MAC and then validates RES received from ME and 
derives MSK and the EMSK. The EMSK is stored at the HAAA. 

20. The HAAA forwards MSK in the EAP Success message to the SRNC. 

21. The SRNC issues EAP Success to the ME. 
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 6.2 2G R-UIM Support 29 6 Call Flows

6.2.3 Synchronization Procedure in EAP-AKA Method 

 

Figure 6  Synchronization Procedure using CAVE and EAP-AKA for 2G R-UIM 
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 6 Call Flows 30 6.2 2G R-UIM Support

1. Upon detecting the insertion of a new R-UIM, the ME generates new RANDM. The ME 
generates new SQN based on system time on ME. 

2. The UMB session setup is performed. 

3. Upon successful connection and session establishment, the SRNC sends an EAP-
Request/Identity message to the AT to query the identity of the user. 

4. The AT sends an EAP-Response/Identity message to the SRNC containing the identity 
(NAI, see [20]) of the user. The AT’s identity is username@realm where the username is 
the IMSI and the realm identifies the user’s home network.  

5. The SRNC selects AGW and forwards the AT’s EAP-Response/Identity message to the 
AGW by encapsulating the EAP-Response/Identity message within AAA Request. 

6. The AGW adds AGW’s capability; replaces NAS-Identifier with AGW’s identifier, and 
sends AAA Request to the HAAA. 

7-10 See Figure 7 for a detail call flow. 

11. The HAAA first creates AKA_KEY=SHA-256(KEYSMHAAA|KEYSN) where 
KEYSMHAAA was created at resynchronization procedure based on the RANDM received 
in the resynchronization message. Also the SQN value at HAAA is incremented. The 
HAAA emulates AKA AV using the AKA_KEY and by composing AKA Authentication 
Vector parameters using RANDM, RANDN and SQN and standard AKA functions. 

12. The HAAA issues EAP Request/[AKA Challenge(AT_RAND, AT_AUTN, AT_MAC)] 
and sends it to the ME. The AT_AUTN and AT_RAND include the RANDM, SQN, 
RANDN, and MAC. 

13. The AT derives RANDM and RANDN from the received AKA RAND and AT_AUTN. 
SQN is also extracted from AUTN. The ME finds the received RANDM is different from 
the stored RANDMME, therefore corresponding KEYSM needs to be calculated. The 
RANDM mismatch happens in the resynchronization case described here. 

14. The ME run the RUN CAVE command using RANDN as RAND. 

15. The R-UIM responds with AUTHR. 

16. The ME instructs R-UIM to generate CAVE keys. 

17. The R-UIM responds to ME with the CAVE KEYS – CDMAPLCM and SMEKEY. 
Using the CAVE KEYS returned by R-UIM, the ME creates the KEYSN;  

18. The ME runs the RUN CAVE command using RANDM as RAND. 

19. The R-UIM responds with AUTHR. 

20. The ME instructs R-UIM to generate CAVE keys. 

21. The R-UIM responds to ME with the CAVE KEYS – CDMAPLCM and SMEKEY. 
Using the CAVE KEYS returned by R-UIM, the ME creates the KEYSM; 

22. The ME computes AKA_KEY from KEYSN and KEYSM obtained in steps 17 and 21. 
The ME processes AT_RAND, AT_AUTN and AT_MAC in the received challenge 
using the AKA_KEY. First the ME verifies AT_MAC, then it verifies the MAC part of 
AT_AUTN.  

23. Since the received RANDM is different from the stored RANDMME, re-synchronization 
procedure needs to be performed. The AT generates a fresh KEYSMME in the steps 
before the AT_AUTS is calculated and sent. The ME sends RAND based on RANDMME 
and dialed digits to the R-UIM. 
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 6.2 2G R-UIM Support 31 6 Call Flows

24. The R-UIM responds with AUTHRM 

25. The ME instructs R-UIM to generated CAVE keys. 

26. The R-UIM responds to the ME with the CDMAPLCM and SMEKEY. The ME sets and 
stores KEYSMME = SMEKEY|CDMAPLCM|AUTHRM. 

27. The ME issues EAP Response/AKA-Synchornizaiton-Failure [AKA Response 
(AT_AUTS)], where AT_AUTS includes RANDM stored on ME, 24 MSBs of SQN, 
AUTHRM and MACS. MACS is computed using the AKA_KEY generated in step 22. 

28. The HAAA first validates MACS using the using the AKA_KEY created for the last 
challenge and extracts AUTHRM. 

29. The HAAA forms the RAND and dialed digits based on the received RANDM and  sends 
them to the HLR along with the received AUTHRM, IMSI and ESN that is set to all 
zeros in the AUTHREQ message. 

30. The HLR validates the AUTHRM, generates the CDMAPLCM and SMEKEY, and 
returns them to the HAAA in the authreq. KEYSMHAAA is set as 
SMEKEY|CDMAPLCM|AUTHRM.  

31. The HAAA stores KEYSMHAAA and the received RANDM as RANDMHAAA for later use, 
and sets SQN equal to the received 24 MSBs of SQN concatenated with 16 zeroes.  

6.2.4 Get CAVE Credentials from HLR/AC 

This section describes the detailed procedure for HAAA interaction with HLR/AC to get the 
CAVE credentials from HLR/AC using commands specified in [26] as follows: 
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 6 Call Flows 32 6.2 2G R-UIM Support

 

Figure 7  HAAA Interactions with HLR/AC 

a. An AT accesses a system that is using AKA with CAVE translation for authentication. 
The HAAA functions as a VLR for it’s interaction with the AT’s HLR and AC and sends 
an AUTHREQ to the AT’s HLR. The SYSCAP parameter is set to indicate: 

1. Authentication parameters are not requested on this system access (AUTH=0 in the 
OMT) 

2. Signaling Message Encryption is supported by the system. 

3. Voice Privacy is supported by the system. 

4. System cannot execute the CAVE algorithm and cannot share SSD for the indicated 
AT. 

5. SSD is not shared with the system for the indicated AT. 

The TERMTYPE parameter is set to indicate [12] or later (e.g., [26]). The SYSACCTYPE 
parameter is set to indicate Flash request. The Signaling Message Encryption (SE) 
Confidentiality Status field of the CMODES parameter is set to indicate Off.  

b. The HLR verifies that the indicated AT is authorized for service and forwards the 
AUTHREQ to the AC. 
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 6.2 2G R-UIM Support 33 6 Call Flows

c. In response to the AUTHREQ with these specific set of parameter values, the AC 
chooses a Unique Random Variable (RANDU) and executes CAVE using the SSD-A 
currently stored, ESN that is set to all zeros, MIN1 and MIN2 associated with the AT to 
produce a Unique Authentication Response (AUTHU). The AC sends an authreq to the 
HLR including RANDU and the expected AUTHU result.  

Note: This scenario assumes that the AC does not initiate an SSD Update in the response 
to the serving system. 

d. The HLR forwards the authreq to the HAAA. 

e. The HAAA sends an ASREPORT to the HLR with the UCHALRPT parameter set to 
indicate Unique Challenge successful. 

f. The HLR forwards the ASREPORT to the AC. 

g. The AC sends an asreport to the HLR. 

h. The HLR sends the asreport to the HAAA. 

i. The HAAA uses the RANDU and AUTHU parameter values received from the AC to 
produce a RAND parameter value and an AUTHR parameter value for a Page response 
access or call origination. 

The HAAA sends an AUTHREQ to the HLR and includes the generated RAND and 
AUTHR values. The SYSCAP parameter is set to indicate: 

1. Authentication parameters were requested on this system access (AUTH=1 in the 
OMT). 

2. Signaling Message Encryption is supported by the system. 

3. Voice Privacy is supported by the system. 

4. System cannot execute the CAVE algorithm and cannot share SSD for the indicated 
AT.  

5. SSD is not shared with the system for the indicated AT. 

The TERMTYPE parameter is set to indicate [12] or later (e.g., [26]). The 
SYSACCTYPE parameter is set to indicate Page response. The COUNT parameter is set 
to a default value.  

Note: This scenario assumes that the CallHistoryCount was not received from the AT 
during the initial AT access and sets the CallHistoryCount parameter to a default value. 

j. The HLR forwards the AUTHREQ to the AC. 

k. The AC executes CAVE using the value of the RandomVariable (RAND) parameter, the 
AT’s SharedSecretData (SSD) recorded in the HLR’s database and the ESN that is set to 
all zeros. The CAVE authentication result and the AuthenticationResponse (AUTHR) 
received from the AT match and the AC includes the SMEKEY and CDMAPLCM in the 
authreq sent to the HLR. 
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Note: This scenario assumes that the CallHistoryCount is not verified by the AC and that 
the current CallHistoryCount value is not retrieved from an “old” VLR. The scenario also 
assumes that the AC does not attempt to initiate an SSD update. 

l. The HLR forwards the authreq to the HAAA. The AT’s profile indicates the Voice 
Privacy is authorized and the HLR includes the CDMAPLCM parameter received from 
the AC. 

The HAAA uses the received SMEKEY and CDMAPLCM parameter values for AKA 
authentication. 

6.3 SIM Support 
Access to CAN for subscribers with SIM may be allowed using EAP-SIM. This section 
illustrates the EAP-SIM [15] based access authentication call flows. 

AT SRNC VAAA
(Proxy)

1. UMB Connection setup

AGW HAAA

2. EAP-Request (Identity)

3. EAP-Response (Identity)

eBS

4. AAA Message [EAP (EAP-
Response/Identity)] 5. AAA Message [EAP (EAP-Response/Identity)], [AGW Capability, 

NAS ID=AGW]

21. AAA Message
{EAP [EAP-Success]
[Master-Session-Key]

[AAA-Session-ID, QoS User Profile, User Profile, etc.]}

23. EAP Success

12. Home AAA gets the 
authentication triplets, generates 

AT_RAND,  AT_MAC (see detailed 
breakdown in Figure 5)

16. AT runs SIM algorithms, verifies 
AT_MAC and derives MSK and 

EMSK (see detailed breakdown in 
Figure 5)

20. Home AAA verifies 
AT_MAC and generates 

MSK and EMSK

7. AAA Message [EAP /
EAP-Request/SIM-Start 
(AT_VERSION_LIST)]

8. EAP-Request/SIM-Start 
(AT_VESION_LIST)

9. EAP-Response/SIM-Start 
(AT_NONCE_MT, 

AT_SELECTED_VERSION)

10. AAA Message
{EAP [EAP-Response/SIM-Start

(AT_NONCE_MT, 
AT_SELECTED_VERSION)]}

11. AAA message {EAP [EAP-Response/SIM-Start
(AT_NONCE_MT, AT_SELECTED_VERSION)]}

6. AAA Message 
{EAP [EAP-Request/SIM-Start (AT_VERSION_LIST)]}

22. AAA Message
{EAP [EAP-Success]

[EAP-Master-Session-Key]
[AAA-Session-ID, QoS User Profile]}

14. AAA Message [EAP /EAP-Request/
SIM-Challenge 

(AT_RAND, AT_MAC)]

15. EAP-Request/
SIM-Challenge 

(AT_RAND, AT_MAC)

13. AAA Message {EAP [EAP-Request/
SIM-Challenge (AT_RAND, AT_MAC)]}

17. EAP-Response/SIM-Challenge 
(AT_MAC)

18. AAA Message
{EAP [EAP-Response/SIM-Challenge

(AT_MAC)]}
19. AAA Message

{EAP [EAP-Response/SIM-Challenge
(AT_MAC)]}

 

Figure 8  Authentication and Authorization method using EAP-SIM 
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 6.3 SIM Support 35 6 Call Flows

1. The UMB Connection setup is performed. 

2. Upon successful connection set-up, the SRNC sends an EAP-Request/Identity message to 
the AT to query the identity of the user. 

3. The AT sends an EAP-Response/Identity message to the SRNC containing the identity 
(NAI, see [20]) of the user. The AT’s identity is username@realm (e.g., IMSI@realm).  

4. The SRNC selects AGW and forwards the AT’s EAP-Response/Identity message to the 
AGW by encapsulating the EAP-Response/Identity message within AAA Request. 

5. The AGW adds AGW’s capability, replace NAS-Identifier with AGW’s identifier, and 
sends AAA Request to the HAAA. 

6. The HAAA checks the identity and decides to use EAP-SIM and responds with EAP-
Request/SIM-Start message, via AAA response. 

7. The AGW forwards the EAP-Request/SIM-Start to the SRNC. 

8. The SRNC forwards the EAP-Request/SIM-Start to the AT. 

9. The AT generates a nonce and includes it in the AT_NONCE_MT field of EAP-
Response/SIM-Start message and sends it to the SRNC. 

10. The SRNC forwards the EAP-Response/SIM-Start, via AAA Message to the AGW. 

11. The AGW forwards the AAA message to the HAAA. 

Steps 12 through 20 are detailed in section 6.3.1. The successful run of EAP-SIM following 
these steps results in both the AT and the HAAA possessing the MSK and the EMSK. 

21. The HAAA sends the MSK in the EAP-Success in an AAA message to the AGW. 

22. The AGW forwards it to the SRNC. 

23. The SRNC issues the EAP-Success message to the ME. 

6.3.1 Detaild EAP-SIM Call Flow at AT/HAAA 

This section details the break-down of call-flow at the AT (including the SIM-ME interaction) 
and the HAAA from step 12 to step 20 of Figure 8 . 



X.S0054-102-0 v1.0   
 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

29 

30 

31 

32 

33 

34 

35 

36 

37 

38 

39 

40 

41 

42 

43 

44 

45 

46 

47 

48 

49 

50 

51 

52 

53 

54 

55 

56 

57 

58 

59 

60 

 6 Call Flows 36 6.3 SIM Support

 

Figure 9  Detailed Procedure for Authentication and Authorization method using EAP-SIM 

12. After the AT receives the EAP-SIM-Start message with the AT_NONCE_MT, the 
HAAA contacts the subscriber’s home HLR/HSS using interfaces in [16] to obtain the 
SIM Authentication triplets. 

a. The HAAA issues SIM Authentication Data request to the home network of the user. 

b. The home HLR/HSS, based on its policy, returns ‘n’ number of SIM authentication 
triplets (see [15]). A SIM Authentication triplet consists of RAND (random number), Kc 
(cipher key), SRES (signed response). 

c. The HAAA forms the EAP-SIM Challenge message using two or three triplets based on 
it’s policy. 

13. The HAAA sends the EAP-SIM Challenge request via AAA message to AGW. 
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 6.3 SIM Support 37 6 Call Flows

14. The AGW forwards the EAP-SIM Challenge AAA message to the SRNC 

15. The SRNC sends the EAP-SIM Challenge message to the AT. 

16. Upon the AT receiving the EAP-SIM challenge message, the ME part of the AT extracts 
the ‘n’ number of RANDs present in the AT_RAND field. In the call flow, it’s assumed 
that two RANDs are present in the AT_RAND field. For each RAND, the ME runs the 
SIM authentication request sequentially as described below. 

a. Using the SIM-ME interface [17], the ME issues SIM authentication request to the SIM 
using the first RAND (i.e., RAND1) 

b. SIM runs the authentication algorithms and returns the SRES1 and Kc1 corresponding to 
the RAND1 to the ME. 

c. The ME repeats the SIM authentication request to the SIM for RAND2. 

d. The SIM runs the authentication algorithms and returns SRES2 and Kc2 corresponding to 
the RAND2 to the ME. 

e. Using the values returned by the SIM (i.e., SRES1, SRES2, Kc1 and Kc2), the ME 
verifies the AT_MAC value for the received EAP message integrity. If the integrity 
check succeeds, the ME proceeds to generate the MSK and EMSK as in [15]. 

17. The AT forms the EAP-SIM Challenge Response message and sends it to the SRNC. 
This message is also integrity protected using the AT_MAC field. If the integrity check 
in step 16e had failed, the AT sends EAP-SIM/Client-Error response. 

18. The SRNC forwards the EAP Response to the AGW, via AAA message. 

19. The AGW forwards the AAA message to the HAAA.  

20. The HAAA verifies the EAP message integrity. If the integrity check succeeds, then the 
EAP-SIM authentication is a success and the HAAA proceeds to derive the MSK and 
ESMK keys as in [15]. At the end of this step, the both the AT and the HAAA have valid 
MSK and EMSK. 
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 6 Call Flows 38 6.3 SIM Support

A Annex: NAI Routing Decoration <Informative> 
Assuming the following NAIs are used for the subscription authentication and 3rd party 
authentication: 

 NAI for subscription authentication: user1@example_home.net, 

 NAI for 3rd party authentication: user2@example_3rdparty.net. 

When the AGW applies the NAI Routing Decoration, the AGW constructs a new NAI as 
follows based on [20]. 

 Constructed NAI: example_3rdparty.net!user2@example_home.net. 
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