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General Description

This chapter describes Flow Mapping /Treatment mechanisms and protocols used when more
than one service connection is established between the MS and the PDSN. Furthermore, a
signaling mechanism between the MS, the RAN and the PDSN is presented in this chapter to
support QoS on a per application flow basis. It also describes two optional Header Reduction
techniques that are specific to SO type 60 and 61, which may be established by the MS for
applications that require a synchronous flow of 20ms frames, such as Voice over IP
application. This chapter also specifies the requirement and procedures for MS and PDSN to
support SO type 67. In this chapter, a subscriber QoS profile stored in the Home RADIUS
server is also defined.
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1 Glossary

X.S0011-004-E v1.0

See [Chapter 1].
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2  Definitions

cdma2000 Wireless IP Network Standard

See [Chapter 1].
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Quality of Service

The cdma2000®" 1x service options allow various voice and non-voice services to be defined
and specified independently within the confines of the physical layer and the multiplex sub-
layer interface [5-9]. The air interface is able to support multiple service instances of the same
or different packet data service options. The MS and the cdma2000 1x RAN identify specific
service instances with a unique number referred to as the Service Reference ID (SR_ID).

The cdma2000 High Rate Packet Data (HRPD) Rev A Standard [15] also supports multiple
packet data flows, although the concept of a service option is not used in the MS. For HRPD
Rev. A and later revisions, each IP flow is mapped onto a single reservation identified by a
ReservationLabel, which in turn is mapped to a link flow [15],[20]. The MS and the HRPD
RAN identify a specific QoS IP flow with a unique number known as a Reservation Label.

As outlined in [1], the RAN transfers data with the PDSN via one or more A10 connections.
The RAN creates one or more A10 connections [4, 17, and 18] to transport data frames
between the RAN and the PDSN. In cdma2000 1x, the MS can request connections of
particular service options without including QoS needs for an individual application flow, or
it can specify QoS needs for on an individual application flows. In HRPD, the MS can only
specify QoS needs for individual application flows. The PDSN shall identify an A10
connection for an MS from a given PCF, via a GRE key ID carried in All connection
signaling. In both cdma2000 1x and HRPD, the PDSN can request the MS to initiate packet
filter setup with QoS specified for individual application flows.

A single A10 session shall be maintained for all the A10 connections associated with an MS.
For each A10 session there shall be one main A10 connection, and optionally one or more
auxiliary A10 connections. A single PPP session shall be associated with the A10 session.
There shall be one PPP session between the MS and the PDSN. A given PPP session shall
support one or more IP addresses. These IP addresses are not associated with a particular A10
connection.

An A10 connection may carry multiple flows. A flow is a series of packets that share a
specific instantiation of IETF protocol layers. For example, an RTP flow may consist of the
packets of an RTP/UDP/IP protocol instantiation, all of which share the same source and
destination IP addresses and UDP port numbers.

Flows are identified at the PDSN using packet filters. Packet filters are used to map forward
traffic to the corresponding A10 connection and for per flow accounting in the forward and
reverse direction.

The following figure is a graphical illustration of the relationship between IP flows, A10
connections, and over-the-air connections. The term over-the-air connection refers to a
service instance in cdma2000 1x and refers to a link flow in HRPD.

The figure shows N IP flows, M A10 connections, and X over-the-air connections. For
cdma2000 1x, M=X. That is, there is one A10 connection for every service instance. For
HRPD see [17] [18]. In either case, N>=M and N>=X. M, N and X are positive integers.

! cdma2000® is the trademark for the technical nomenclature for certain specifications and
standards of the Organizational Partners (OPs) of 3GPP2. Geographically (and as of the date
of publication), cdma2000® is a registered trademark of the Telecommunications Industry
Assaciation (TIA-USA) in the United States.

3 3 Quality of Service
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Figure 1

Graphical lllustration of Multiple Connection Relationships

Multiple Service Connections

The PDSN and the MS may support multiple service connections for quality of service. As
shown in Figure 1, the MS and RAN open multiple over-the-air connections and the RAN
creates multiple A10 connections. The PDSN shall discover the service option type for an
A10 connection from an extension received from the RAN at A10 connection establishment

[4], [15], [17] and [18].

3 Quality of Service
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MS Requirements

When the MS establishes a packet data service on a cdma2000 1x air interface, it shall
originate a main service connection of SO type 33 for PPP negotiation before originating
other auxiliary service connections. The MS shall not originate auxiliary service connections
with SO 33. When the MS establishes a packet data service on an HRPD air interface, a main
service connection of SO type 59 is created for PPP negotiation before originating other
auxiliary service connections. The MS shall not originate auxiliary service connections with
SO 59. The MS shall support a single PPP session over multiple service connections. The MS
shall send PPP control packets only over the main service connection. The MS shall not send
PPP control packets over auxiliary service connections.

For HRPD, the MS shall support octet-oriented HDLC framing per [RFC 1662] and non-octet
oriented framing based on the specification of [15] and [20].

The MS shall use octet-oriented HDLC framing per [RFC 1662] over octet-oriented service
connections such as SO 33, SO 59, SO 64 and SO 66 [11]. The MS shall not use octet-
oriented HDLC framing over non-octet oriented service connections such as SO 60/61 [16]
and SO67 [13], [17] and [18].

For cdma2000 1x, at dormant handoff of multiple service connections, the MS shall maintain
the mapping between service instance identifier and the main service connection.

For both cdma2000 1x and HRPD, the MS shall originate the main service connection before
originating other auxiliary service connections.

When the MS establishes a packet data service on an HRPD air interface, the MS shall use the
service connection that carries the Reservation Label Oxff as the main service connection.
The MS shall use the service connection that carries the Reservation Label Oxfe as the
auxiliary service connection for best effort traffic of IP flows without HDLC-like framing and
without PPP encapsulation. The MS shall support multiple service connections over a single
PPP session. The MS shall send PPP control packets only over the main service connection.
The MS shall use octet-oriented HDLC framing per [RFC 1662] over octet-oriented service
connections. The MS shall not use octet-oriented HDLC framing over non-octet oriented
service connections.

When the MS already has a packet data service on a cdma2000 1x (or HRPD) air interface
with an established auxiliary service connection in addition to the main service connection if
the MS uses MIP, the MS may send MIP agent discovery and registration messages over the
auxiliary service instance.

The MS is not required to send TFT to the PDSN for the main service connection and the
auxiliary service connection that carries best effort traffic of IP flows without HDLC-like
framing and without PPP encapsulation. The MS shall send Traffic Flow Templates for flow
mapping to the PDSN for support of other auxiliary service connections, and it shall update
the TFT when any of the TFT components change (e.g., MS IP address, packet filter
components).

At handoff, if PPP renegotiation has occurred, the PDSN shall re-request to the MS to initiate
packet filter setup with QoS if the PDSN has information for network initiated QoS and the
MS shall re-signal to the PDSN the TFTs associated with all the IP flows.

PDSN Requirements

The PDSN shall support a single PPP session over one or multiple A10 connections for the
same MS. The PDSN shall send PPP control packets only over the main A10 connection. The
PDSN shall use octet-oriented HDLC framing over service connections corresponding to octet
oriented A10 connections such as SO 33, 59, 64 and 66. The PDSN shall not use octet-

5 3 Quality of Service
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3.1.2.1

oriented HDLC framing over service connections corresponding to a non-octet oriented
service such as SO 60, 61 and SO67. In a given GRE frame over the A10 connection, the
PDSN shall include octets from only one IP packet. The PDSN shall split an IP packet across
two or more frames only if the size of the frame exceeds the MTU of the A10 connection.
For rules explaining the DSCP marking of packets, refer to [17] and [18].

During the initial establishment of a packet data service for a MIP MS with only the
established main service connection of SO type 33 (or 59), the PDSN shall send MIP
discovery and registration messages over an A10 connection corresponding to the main
service connection. For a MIP MS that already has a packet data service with an additional
established auxiliary service connection of SO type 66 (or 64 or 67), the PDSN may send MIP
discovery and registration messages over an A10 connection corresponding to the auxiliary
service connection based on local policy or an existing TFT. If the PDSN initiates the release
of the main A10 connection via a Reg Update, the PDSN shall also initiate the release of the
auxiliary A10 connections, if any. The PDSN shall also clear the packet data session(s) that
are associated with the mobile.

The PDSN shall include the granted QoS_ATTRIBUTE_SET of the IP flows in the
accounting records as specified in [Chapter 5].

Initial PPP negotiation

3.1.2.2

Upon receiving the first A10 connection for an MS, the PDSN shall check the following:
1. Whether it has any PPP context for the MSID.

2. Whether it is acting as a Target PDSN for a fast handoff in progress for that MS.

I f both checks are fAnegati veod, nefotation. HH& P D

cdma2000 1x, the PDSN shall determine if the first established A10 connection is of SO type
33 to initiate PPP negotiation with the MS. If the first A10 connection is not of SO type 33,
the PDSN shall set the timer Twait_main® to wait for an A10 connection of SO type 33 to
carry out PPP negotiation. If the timer Twait_main expires and the RAN has not established
an A10 connection with SO type 33, the PDSN shall release the already setup A10
connection(s). The PDSN shall store the received CANID from the NVSE field if received in
the A1l Registration-Request and shall associate it with the A10 main service connection for
the MS for future comparison.

PPP renegotiation

Upon receiving an All-Registration Request with the S bit set to '0' for establishment of an
A10 connection of SO type 33/59 and a PPP session already exists at the PDSN for the MSID,
and if the ANID NVSE is received in the A1l Registration Request, the PDSN shall compare
the Previous Access Network Identifier (PANID) field if non-zero in the ANID NVSE [4] to
the stored ANID to determine if PPP shall be renegotiated with the MS. The PDSN shall
renegotiate PPP with the MS if it detects a mismatch between the ANID value stored at the
PDSN and the non-zero PANID value that is received in the A11 Registration-Request.

The PDSN may use the MEI to renegotiate PPP with the MS if the PANID field is zero or the
ANID NVSE is not contained in the A11 Registration Request.

The PDSN shall make its PPP renegotiation determination based on the first All
Registration-Request of SO type 33/59 it receives from the RAN.

% Twait_main is described in Annex D.

3 Quality of Service 6
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3.2

If the PDSN determines that PPP shall be renegotiated at handoff, the PDSN shall initiate
release of all old A10s at the PDSN associated with the mobile and send LCP Configure-
Request to the MS over the newly created A10 connection of SO type 33/59. During a
handoff, whether or not PPP is being renegotiated, the PDSN shall initiate a release of all
A10s with the old PCF.

For cdma2000 1x, if the first A10 connection is not of SO type 33, and the PDSN determines
that PPP shall be renegotiated, the PDSN shall set the timer Twait_main to wait for an A10
connection of SO type 33 to carry out PPP negotiation. If the timer Twait_main expires and
the RAN has not established an A10 connection with SO type 33, the PDSN shall release the
already setup A10 connection(s).

For cdma2000 1x and HRPD, if a previous PPP session is maintained at the PDSN, but PPP
renegotiation has been performed with the MS, the PDSN shall clear all context information
associated with the previous PPP session, which includes TFT, Header Generator parameters,
and IP header compressor/decompressor context.

MS-PDSN QoS Signaling

3.2.1

Flow Mapping and Treatments

The MS may open one or more auxiliary service connections, to carry application traffic that
is not suitable for the main service connection. For example, the MS may have a main service
connection for TCP/IP and an auxiliary service connection to carry an RTP video stream. To
make effective use of these service connections, multiple A10 connections may also be
established. An A10 connection may be referred to as a channel in the Flow Mapping and
Treatment procedures. The PDSN uses TFTs that contain packet filters, which identify one or
more flows (See Annex B for TFT encoding).

If the TFT is a Non-Specific TFT (NS bit set to 1), the PDSN determines the mapping of the
flows to the A10 connections from the signaling information received from the RAN (RAN-
directed FLOW _ID-to-A10 connection mapping). If the TFT is a Specific TFT (NS bit set to
0), the PDSN determines the mapping of the flows to the A10 connections from the signaling
information received from the MS (TFT itself).

An HRPD MS only uses Non-Specific TFTs in both the forward and reverse directions. A
cdma2000 1x MS may use Specific or Non-Specific TFTs. in both the forward and reverse
directions.

This section provides an overview of the Flow Mapping and Treatment protocol. Annex B
specifies the detailed description of the protocol.

The MS shall use a Resv message to signal to the PDSN one or more Traffic Flow Template
Information Elements (TFT IE) over the main or auxiliary connection for both Forward
Direction and Reverse Direction IP flows. The MS shall send updates to TFT to the PDSN to
update the packet filters for the IP flows for both Forward Direction and Reverse Direction.
The packet filters in the Forward Direction are used to map forward traffic to the main or the
auxiliary A10 connections and to indicate if a specific flow treatment (e.g., Header
Compression technique) should be applied for the matching forward packet. The packet
filters are also used to identify flows for purposes of per flow accounting for both Forward
Direction and Reverse Direction. An MS may be assigned multiple IP addresses through a
combination of Simple IP and MIP services. For Specific TFT, there is one TFT for each MS
IP address and service instance pair. For Non-Specific TFT, there is one TFT for each MS IP
address in support of RAN-directed FLOW_ID-to-A10 connection mapping.

7 3 Quality of Service
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The PDSN and MS may support network-initiated QoS setup as specified in this specification. .
The PDSN shall not perform the network initiat
Initiated QoS. For network initiated QoS, the PDSN shall send a Resv messages containing

3

packet filters and QoS list to the MS to request the MS to initiate the packet filter setup by 4
using appropriate OpCode (see B.1.1.1.1). Upon receiving a Resv message from the PDSN, if 5
the MS can not parse the TFT for any reason, e.g., poorly formatted TFT, or if the PDSN 6
includes an invalid 1Pv4 address/IPv6 Prefix in the TFT, or if the MS supports none of QoS 7
FlowProfilelDs specified in the QoS list, the MS shall send a ResvErr message. Otherwise, 8
the MS shall send a Resv message to the PDSN using the same Transaction ID. If the MS 9
supports one or more FlowProfilelDs associated with a Flow Identifier, the MS shall include 10
the Flow Identifier and associated packet filters in the Resv message. The MS may use a 1
subset of QoS FlowProfilelDs specified in the QoS list to request QoS Setup. 12
13

Each TFT IE contains one or more packet filters that are matched against forward or reverse 14
traffic at the PDSN. The packet filters identify a flow using an 8 bit flow identifier 15
(FLOW_ID) field and components such as destination IP address, destination port number, 16
Protocol Type or Traffic Class (IPv6)/Type of service (TOS in IPv4) are used to identify 17
different Forward or Reverse Direction packet flows in the PDSN. There can be multiple 18
packet filters for the same MS IP address and same FLOW _ID. 19
20

For each packet filter, the TFT IE shall include an evaluation precedence value and may 21
include a flow treatment for packets matching the filter. The precedence value may be used by 22
the PDSN as an aid for packet filter matching. If the PDSN receives a TFT that contains a 23
packet filter evaluation precedence (other than 255) equal to any other packet filter for that 24
MS IP address, it shall respond with a ResvErr message and shall include the TFT Error code 25
5 (Evaluation Precedence Contention). There can be multiple packet filters with evaluation %
precedence 255 for the same MS IP address and same FLOW_ID. The relative order in which 27
the PDSN matches these filters is up to the PDSN. 22
If available, a flow treatment indicates to the PDSN which compression technique to apply for 30
a flow that matches the associated packet filter in the Forward Direction. Flow treatment IE 31
shall not be included in the Reverse Direction TFT. 32
33

In the Forward Direction, the Resv message may include a Channel Treatment Information 34
Element (CT IE) that indicates to the PDSN which compression techniques to apply on a main 35
or an auxiliary A10 connection. A TFT can contain multiple packet filters for a single flow 36
identifier. The CT IE is applied for all the flows that are mapped on that A10 connection 37
unless overridden by a specific per-flow treatment. 38
39

The PDSN shall support 255 packet filters in each direction per TFT. 40
In case of handoffs between HRPD and cdma2000 1x within the same PDSN for an existing z
packet data session, the PDSN shall: 43
A Retain any TFTs (non-specific and/or specific with P-bit set) installed by the mobile. j:

A Send Accounting-Stop with Session Continue indicator set to 0 based on the current 46
UDR(s) for each FLOW_ID Parameter other than OxFF (in case of Flow_ID based 47
accounting), or for each auxiliary A10 connection (in case of A10 connection based 8
accounting). 9

50

A Remove the UDRs associated with Flow 1D other than OXFF (in case of Flow_ID 51
based accounting) or auxiliary A10 connections (in case of connection based 52
accounting). 53

54

The PDSN derives flow mapping information from TFTs received from the mobile and the 55
information contained in the A1l signaling messages received from the RAN. If no mapping 56
information is available from the mobile and the new RAN upon the inter-technology handoff, 57
the PDSN shall send all IP packets to the auxiliary A10 connection that carries the 58

59
60

3 Quality of Service 8
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Reservation Label OxFe if any; otherwise the PDSN shall send all packets to the main A10
connection.

ROHC shall not be used for the auxiliary service connection that carries the Reservation
Label Oxfe.

Forward Traffic Processing

When a packet arrives at the PDSN from the external IP network, the destination IP address is
checked to determine which set of TFTs should be consulted. The PDSN searches for a match
among all packet filters in the TFTs belonging to the destination IP address.

I f a Specific TFT is wused for the wuser
TFT if installed. If a packet filter match is found in the Specific TFT, then the packet is sent
down the A10 connection indicated by the MS with the flow treatment specified for that
packet filter, if any.

IfaNon-Speci fic TFT is used for the wuser 0=
Specific TFT if installed. If a packet filter match is found in the Non-Specific TFT, then the
packet is sent down the A10 connection that was indicated by the PCF in All signaling for
that Flow Identifier corresponding to the matched packet filter.

If no flow treatment is specified for that matching packet filter, the channel treatment is
applied to the packet, if provided by the MS; otherwise, the default treatment should be
applied. Determining the default treatment is implementation specific and is based on the
compression capabilities negotiated during PPP establishment.

If an incoming forward packet does not match any packet filter within the corresponding
TFT(s), the PDSN shall send the IP packet to the auxiliary A10 connection that carries the
Reservation Label Oxfe if any; otherwise the PDSN shall send the packets over the main A10.
See [20].

The PDSN may perform per flow based accounting for the corresponding FLOW_ID (see
[Chapter 5]).

Reverse Traffic Processing

When a packet arrives at the PDSN from the RAN, the source IP address is checked to
determine which TFT should be consulted. The PDSN searches for a packet filter match
among all the packet filters in the TFTs belonging to the source IP address.

If a match is found, the packet is sent to the external IP network with a proper DSCP marking.

If a reverse packet received from the auxiliary A10 connection does not match any packet
filter within the corresponding TFT(s), the PDSN shall apply the local policy to handle the
packets.

The PDSN may perform per flow based accounting for the corresponding FLOW ID (see
[Chapter 5]).

Protocol Operations for Flow Mapping and Treatments

For MS-initiated QoS, the MS and the PDSN shall perform the followings:

The MS shall define the TFTs in such a way that packets are routed to a connection that
matches the characteristics of the application. The MS shall transmit the TFT IE to the
PDSN using a Resv message based on the RSVP protocol [RFC 2205]. Note that some
protocol exceptions apply as described in this document. For IPv4 the destination IP
address of the Resv message shall be set by the MS to the IP address of the PDSN, i.e., the

9 3 Quality of Service
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IP address received during IPCP negotiation or FA CoA address, and not the IP address of
the correspondent node. The mobile shall not send Resv message until it acquires an IP
address. In case the MS uses an invalid IP address in the source field of the Resv message,
the PDSN shall return a ResvErr message to the MS.

For IPv6, the destination IP address of the Resv message shall be set by the MS to the link
local address of the PDSN.

For network-initiated QoS, the MS and the PDSN shall perform the followings:

3 Quality of Service

The PDSN shall request the MS to initiate packet filters setup with QoS characteristics
specified for the application flows. The PDSN shall transmit the TFT IE to the MS using a
Resv message based on the RSVP protocol [RFC 2205]. Note that some protocol
exceptions apply as described in this document. The destination IP address of the Resv
message shall be set by the PDSN to the IP address of the MS. The PDSN shall not send
Resv message until an IP address is assigned to the MS.

There are three types of operations are supported for network initiated QoS:

A Initiate flow request with QoS specified

A Ilnitiate the del etfordlRATs spetifieddim thel liét of flawc k e

identifiers

A Initiate the modifications of packet filters/QoS for TFTs specified in the list of flow
identifiers

For network initiated flow request, t he

Fl ow R e gratiensadedo the S. Upon successfully receiving such a Resv message
the MS shall respond with a Resv message with the same Transaction ID and same packet
filters as received from the PDSN and

TFT®6 the TFT already exists; ot her wi se

successful operation, the PDSN shall respond with a ResvConf message.

For network initiated delete of all packet filters, the PDSN shall send RSVP Resv message
with Ol ptei taekbBe!l Filters from Exi sti
successfully receiving such a Resv message the MS shall respond with a Resv message

ng
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23

with the same Transaction I D and operat i3§)n cod
T F T 6 . successfid operation, the PDSN shall respond with a ResvConf message. a8

For network initiated modifications of Packet
Repl ace packet filters in existing TFT&8 oper:
receiving such a Resv message the MS shall respond with a Resv message with the same j;

Transaction ID and same packet filters as received from the PDSN and set operation code i

to OReplace packet filters in existing ,TFTO.

respond with a ResvConf message.

For network initiated flow request or network modifications of packet filters/QoS, if the
MS supports one or more FlowProfilelDs associated with a Flow Identifier, the MS shall
include the Flow Identifier and associated packet filters in the Resv message. The MS may
use a subset of QoS FlowProfilelDs specified in the QoS list to request QoS Setup or
modifications.

Upon receiving a Resv message from the PDSN, if the MS can not parse the TFT for any
reason, e.g., poorly formatted TFT, or if the PDSN includes an invalid IPv4 address/IPv6
Prefix in the TFT, or if the MS supports none of QoS FlowProfilelDs specified in the QoS
List (if included) the MS shall send a ResvErr message.

If the PDSN receives a ResvErr message from the MS, the PDSN shall assume that
processing of all requested IE Data contained in the 3GPP2 Object was unsuccessful. When

10
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the 6X6 bit in the TFT Error Il E i s set , it

Identifier that caused the failure.

Error handling of the Resv messages by the MS and the PDSN is as specified for other
operation codes in this specification.

The PDSN may send the Resv message a configurable number of times until a Resv
message or ResvErr message is received from the MS with the same Transaction ID, or
until expiry of a configurable timer. Upon receiving the Resv message from the MS, the
PDSN shall send either a ResvConf or a ResvErr message to the MS.

For Flow Mapping and Treatment purposes, each Resv message shall contain a
RESV_CONFIRM object and may contain one or more TFT IE and/or one or more CT IE
coded in one 3GPP2 OBJECT. The 3GPP2 OBJECT shall have Class Number = 231, Class
Name = 3GPP2 OBJECT and Class Type or C-Type = 1.

A 3GPP2 OBJECT may contain one or more TFT IEs. The PDSN and MS processes the TFT
IEs in the order they are present in the 3GPP2 OBJECT.

A Resv message sent from the PDSN with a TFT IE is a request to initiate addition or deletion
one or more packet filters from the TFT. A Resv message sent from the MS with a TFT IE is
a request to insert, modify or delete one or more packet filters from the TFT and may include
a request for a specific flow treatment for each packet filter. For Create new TFT Operation
Code, the PDSN shall create the TFT first and then install the packet filters based on the D
field setting. For the Delete TFT Operation Code, the PDSN shall delete the TFT regardless
of the D field setting. The PDSN and the MS processes the request in order of the IEs that are
present in the 3GPP2 OBJECT. If processing of all the IEs is successful the PDSN shall
return a ResvConf message containing the MS IP address. If processing of all the IEs is
successful the MS shall send a Resv message containing the TFT IE with MS IP address using
the same transaction ID. If processing of an IE fails, the PDSN stops further processing of the
Resv message. The PDSN (or the MS) shall return a ResvErr message to the MS (or the
PDSN) including the error code and the index of the IE that failed processing. The TFT IE
index starts from 1. Note that if processing of an IE fails, the PDSN shall stop further
processing of the Resv message but retains the result of any actions already performed on
earlier IE's in the message. If processing of an IE fails, the MS shall stop further processing of
the Resv message but shall not retain the result of any actions already performed on earlier
IE's in the message.

Upon receipt of a TFT from the MS for which the corresponding A10 connection is not
established at the PDSN, the PDSN shall reject the TFT with a failure code indicating
Channel Not Availabl e, unl ess the O6PO
the Subscriber QoS profile and the local policy. TheNon-Speci fi ¢c TFTs
bit set.

I f t he O P 6ifthe usdr is riotsuthsrieet! for pessistasht TFTs in accordance with the
Subscriber QoS profile and local policy, the PDSN shall reject the TFT with a failure code
indicating Persistency Not Allowed. In HRPD, the max allowed number of persistent TFTs is
limited to 1 per MS IP address.

If the 6P6 bit is set, and if the wuser
allows for persistent TFTs but the user has already used up the maximum allowed number of
persistent TFT gofilg the PDSNrshallt rdjeet theuTETewitld ssfailyre code
indicating Persistency Limit Reached. Otherwise, the PDSN shall process the TFT and return
a ResvConf message to the MS, if TFT IE processing is successful, in which case the PDSN
shall retain TFTst hat have the 6P6 bit set even
disconnected.

11 3 Quality of Service
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If the user is authorized for a number of persistent TFTs, the PDSN shall also allow the same
number of persistent Header compression contexts and Header Removal Initialization
Parameter IEs.

If the PDSN receives the flow removal indication from the RAN, the PDSN shall remove the
association between FLOW _ID and A10 connection mapping. If the PDSN receives the flow
deactivate indication from the RAN, the PDSN shall not remove the corresponding packet
filter.

© O N o g b W N P

In the Forward Direction, if the PDSN receives any packet that matches a mapped packet
filter to an A10 connection, the PDSN shall send the packet over the corresponding A10
connection.

e
w N P O

The PDSN shall only match packets against packet filters for which there is flow mapping
information available, except for the case where the PDSN received a packet filter that has
flow treatment information.  The PDSN shall send packets that do not match any mapped
packet filters over the auxiliary service connection carrying the FLOW_ID OxFE (if any).
Otherwise the PDSN maps the packet to the main service connection (FLOW_ID 0xff).If a 18
TFT has not been established, the MS shal, use
hasheenest abl i shed, the MS shall use NAAdd pacgket fii
more packet filters. 0

[
o g >

17

22

If the MS uses one 3GPP2 OBJECT to setup TFT for both directions, the first IE with forward ”s
direction wild/l use fAiCreateenemwsdFdior antdi d24mewislelc

packet filters to existing TFTO. »s

When generating a new Transaction ID value to be used in an Resv message, the PDSN shall 26

set the most significant bit of this fiel?d to 6
beused in an Resv message, the MS shall sezt t he
For MS-initiated QoS setup, the MS shall insert a unique Transaction ID in the Resv message 30

to aid in matching the Resv message with the corresponding ResvConf or ResvErr message st

from the PDSN. For network-initiated QoS setup, the PDSN shall insert a unique Transaction 32

33
34
35
36
37
38
39
40
a1

ID in the Resv message to aid in matching the Resv message with the corresponding Resv
message or ResvErr message from the MS. If the MS receives ResvConf message from the
PDSN, the MS assumes that all the requested IE Data has been successfully processed. If the
MS receives ResvErr message from the PDSN, the MS may assume that all requested IE Data
contained in one 3GPP2 OBJECT was not successfully processed. If the MS receives
ResvErr message from the PDSN, it may use the IE index parameter in the ResvErr message
to determine which IE caused the failure. If the PDSN receives a ResvErr message from the
MS, the PDSN shall assume that processing of all requested IE Data contained in the 3GPP2

Object was unsuccessful. The PDSN may use the IE index parameter in the ResvErr message 42

to determine which IE caused the failure. 43

44

3.2.3 Packet Filter Attributes ®

46
47
48
49
50
51
52
53
54
55
56
57
58
59
60

Each packet filter for a given MS that appears inside a non-Specific TFT has an associated
Flow Identifier (FLOW_ID). Each packet filter for a given MS that appears inside a Specific
TFT has an identifier value between 0 and 15 that is unique within that TFT. A packet filter
consists of an evaluation precedence index and a list of packet filter content sub-options. The
packet filter content sub-option gives a list of values to be matched against particular header
fields.

3 Quality of Service 12
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Two packet filter content sub-option PF types are defined in this specification. PF Type 0
applies to the outer IP header® of the packet. PF Type 0 may also include extended header
fields or transport header fields if no IP-in-IP encapsulation is in use. PF Type 1 applies to the
innermost encapsulated header(s) (either IP header, or both IP header and transport header).

If only PF Type 0 is associated with a particular flow, the PDSN shall match the outer IP
header with the packet filter rules specified in PF Type 0.

If only PF Type 1 is associated with a particular flow, the PDSN shall match the innermost
encapsulated header(s) with the packet filter rules specified in PF Type 1.

If both PF Type 0 and PF Type 1 are associated with a particular flow, the PDSN shall match
both the outer IP header and the innermost encapsulated header(s) with the packet filter rules
specified in PF Type 0 and 1 respectively.

For example, the Protocol Identifier/Next Header if included in PF Type 0 shall be matched
with the outer IP header. The Protocol Identifier / Next Header if included in PF Type 1 shall
be matched against the IP header of the innermost encapsulated IP packet.

Following the packet filter contents sub-options is an optional flow treatment sub-option,
which specifies whether techniques such as Header Compression should be applied to
matching packets.

PF Type 0 may include one or more of the following components specified below:

A IPv4 Source Address with Subnet Mask.

A 1Pv6 Source Address® with Prefix Length.

A IPv4 Destination Address with Subnet Mask.

A IPv6 Destination Address with Prefix Length.

A Protocol Type (IPv4) / Next Header (IPv6).

A Destination Port Range.

A Source Port Range.

A Single Destination Port.

A Single Source Port.

A IPsec Security Parameter Index (SP1).

A Type of Service (TOS) (IPv4) / Traffic Class (IPv6) with Type of Service/Traffic
Class Mask.

A Flow Label (IPve).

A Type 2 Routing Header with Prefix Length

A Home Address Option with Prefix Length

® In this context the outer IP header refers to the packet after any mobile IPv4 decapsulation
for Foreign Agent located care-of address and before GRE encapsulation on the A10 interface.
* Source addresses of forward direction packet flows belong to correspondent nodes and are
sometimes subject to change due to e.g., renumbering [RFC 2461] or privacy [RFC 3041].
The MS should not include a source address packet filter component unless it is reasonably
sure that the IP address of the correspondent node will not change for the life of the
application flow or is willing to update the TFT when such a change takes place.

13 3 Quality of Service
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PF Type 1 may include:

> > > > > > > >

> > >

A

IPv4 Source Address with Subnet Mask.

IPv6 Source Address® with Prefix Length.

IPv4 Destination Address with Subnet Mask.
IPv6 Destination Address with Prefix Length.
Protocol Identifier (IPv4) / Next Header (IPv6).
Destination Port Range.

Source Port Range.

Single Destination Port.

Single Source Port.

IPsec Security Parameter Index (SPI).

Type of Service (TOS) (IPv4) / Traffic Class (IPv6) with Type of Service/Traffic
Class Mask.

Flow Label (IPv6).

Some of the listed components may coexist in a packet filter while others mutually exclude
each other. The following rules shall be observed when adding packet filter components to a
packet filter contents sub-option:

A
A

The IPsec SPI can only be included in either PF Type 0 or PF Type 1, but not both.

Within a PF type, if the IPsec SPI component is given, no port-related components
shall be specified. Similarly, if port related components are specified, no IPsec SPI
shall be specified.

Some components are specific to IPv6, while others are specific to IPv4.
Components for IPv4 and IPv6 shall not be mixed within the same packet filter sub-
option; for example, the IPv4/IPv6 address components shall not appear mixed in the
same packet filter component, and the IPv6 Flow Label shall not be used with IPv4
source/destination addresses. For a packet header to match an IPv4-specific
component, the header shall be IPv4, and similarly only an IPv6 header may match
an IPv6-specific component. The IP version of the packet filter contents shall match
the TFT Type (TFT IPv4 or TFT IPv6). Note, however, that an encapsulated packet
may have a version different from its outer header.

When the PDSN or the MS encounters a violation in the above mentioned rules when
processing the TFT, it shall return an RSVP error with the error code set to 'Unsuccessful TFT
processing'.

See Annex B for the complete specification of the flow mapping protocol.

> Source addresses of forward direction packet flows belong to correspondent nodes and are
sometimes subject to change due to e.g., renumbering [RFC 2461] or privacy [RFC 3041].
The MS should not include a source address packet filter component unless it is reasonably
sure that the IP address of the correspondent node will not change for the life of the
application flow or is willing to update the TFT when such a change takes place.

3 Quality of Service
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Subscriber QoS Profile

When the MS establishes MIP and/or Simple IP service, the PDSN performs authentication
and authorization of the MS with the Home RADIUS server. When the MS is authenticated,
the Home RADIUS server may return Subscriber QoS Profile information via the Visited
RADIUS Server to the PDSN in the RADIUS Access-Accept message. For MIPv4 re-
registration, the PDSN may perform authentication and authorization of the MS with the
Home RADIUS server. When the MS is authenticated, the Home RADIUS server may also
return Subscriber QoS Profile information via the Visited RADIUS Server to the PDSN in the
RADIUS Access-Accept message if Subscriber QoS Profile is updated.

The Subscriber QoS Profile consists of the following 3GPP2 RADIUS attributes (see
[Chapter 5]):

A The Maximum Authorized Aggregate Bandwidth for Best-Effort Traffic.
A The Authorized Flow Profile IDs for each direction.

A The Maximum per Flow Priority.

A The Allowed Differentiated Services Markings.

The Service Option Profile.
The Allowed Number of Persistent TFTs.
A The Inter-User Priority for best effort traffic.

The PDSN shall use the Subscriber QoS Profile as input to the authorization for A10
connections. Specifically, the PDSN shall use the following Subscriber QoS Profile to
authorize the user:

A The Allowed Differentiated Services Markings (section 3.3.2).
A The Allowed Number of Persistent TFTs.

If the PDSN receives the Subscriber QoS Profile from the Home RADIUS server, it shall
provide the following QoS attributes (if available) from the received Subscriber QoS Profile
to the RAN for QoS request authorization and traffic policing purposes.

A The Maximum Authorized Aggregate Bandwidth for Best-Effort traffic.
A The Authorized Flow Profile IDs for each direction.

A The maximum per Flow priority.

A Inter-User Priority for best effort traffic

A Service Option profile

The PDSN shall store the Subscriber QoS Profile for subsequent use. In the event of an intra-
PDSN handoff or a fast handoff, as required by [17][18], the PDSN shall send the stored
attributes listed above as specified by [4] [17][18].

In the event of multiple NAIs per MS, the PDSN may receive a Subscriber QoS Profile for
each NAI. The PDSN shall store and handle multiple Subscriber QoS Profiles per MS (see
section 3.3.4).

15 3 Quality of Service
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3.3.1

When the MS establishes Simple IP service, the operator may permit no PPP session
authentication® as specified in [Chapter 2], in which case the PDSN shall apply locally
provisioned QoS settings assigning values to all attributes of the subscriber QoS profile. Also,
the PDSN shall send the local subscriber QoS profile settings to the RAN whenever the
subscriber QoS profile is not included in the RADIUS Access-Accept message.

Passing of verbose authorized QoS parameters in the RADIUS Access-Accept is not
supported in this release.

QoS Parameters

3.3.1.1

The MS requests QoS resources for each application flow from the RAN in an R_QoS_BLOB
(for cdma2000 1x) or R_QoS_SUB_BLOB (for HRPD). The RAN determines the set of
resources it will grant (if any). A given MS will:

1. be authorized for certain Flow Profile 1Ds;
2. Dbe authorized for a maximum per flow priority; and

3. be authorized for a maximum number of service instances/link flows.

Authorized Flow Profile IDs

3.3.1.2

QoS parameters contained in a QoS_ATTRIBUTE_SET may be given a Flow Profile ID. The
QoS_ATTRIBUTE_SET is defined in Annex E. If the PDSN receives the Authorized Flow
Profile ID attribute from the RADIUS server, it sends it to the RAN using All signaling
message as specified in [4][17][18]. The RAN enforces the set of authorized profiles by not
granting Profile IDs that do not appear in the Authorized Flow Profile ID list. The Profile IDs
are specified in [13].

Authorized Maximum per Flow Priority

3.3.1.3

Applications in the MS can request a flow priority for a particular flow in the QoS SUB
BLOB. The RAN can grant one of sixteen possible priority levels, but not greater than the

Aut horized Maxi mum per FIl ow Priority par

priority value is used by the RAN for admission control and resource allocation for the flow.
Priority values received from Applications that are greater than the Authorized Maximum per
Flow Priority will be reduced to this maximum value. Flows associated with higher priority
values may gain service admission in preference to flows associated with lower priority
values. Resource allocation preference may also be given to flows with higher priority values.

Inter-User Priority Value for Best-Effort Traffic

3.3.2

Each user's QoS Profile may contain an Inter-User priority value for best-effort traffic. The
RAN uses the Inter-User priority value for scheduling packets on the main service
connection/link flow. Network Operators may choose not to use this capability by assigning
all users the same parameter value.

Allowed Differentiated Services Marking

In accordance with differentiated services standards [RFC 2474], the MS may mark packets
(i.e., in the reverse direction). The PDSN, however, may limit the differentiated services
markings that the MS applies to packets based on the User Profile received from the Home

® This is the case in which the MS is permitted to negotiate Simple IP without CHAP or PAP.
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RADIUS server or based on its local policy. The PDSN may provide a fixed marking for MIP
based reverse tunneled traffic based on the Subscriber QoS profile received from the Home
RADIUS server or based on its local policy.

The Differentiated Services Code Points (DSCPs) supported in this document shall be based
on the following RFCs:

A Class selectors: [RFC 2474] defines these as code points, whose lower three bits (3,
4, and 5) are all zero. Therefore, there are eight such classes.

A Default Forwarding (often called Best Effort) is a class selector with class equal to 0.
A Assured Forwarding (AF) classes: see [RFC 2597].
A Expedited Forwarding (EF) Classes: see [RFC 2598].

When the MS marks IP packets with DSCPs, the PDSN shall ensure that only allowed DSCPs
are used as authorized by the Home RADIUS server in the users Subscriber QoS Profile. If
the Home RADIUS server does not include the Subscriber QoS Profile of the user in the

RADIUS Access-Ac cept message, the PDSN shalll of fer
packets as provisioned by the service provider.

The Allowed Differentiated Services Marking attribute indicates the type of marking the user

may apply to a packet. The PDSN may re-mark the packet according to local policy if the

type of marking is not authorized by the user's Allowed Differentiated Services Marking
attribute. The attribute contains three bits,
user may mar k packets with any AF class. When
withEFclass. When the 606 bit is set, the user may

classes. The Max Class field specifies the maximum class for which a user may mark a packet.

For example, if the Max Class is set to Selector Class 3, all selector classes up to and
including Selection Class 3 are allowed. If the Max Class is set to AF12, AF12 and AF13
marking are allowed. When all three bits are clear, and when the Max Class is set to zero, the
user may only send packets marked best effort.

When reverse direction traffic arrives at the PDSN, the PDSN shall match the source address
of such packets to a source address that is associated with an authenticated NAI. The PDSN
shall apply a DSCP to the packet based on the subscriber QoS profile if available and
otherwise based on local policy.

Differentiated Services and Tunnels

The Allowed Differentiated Services Marking attribute contains a reverse tunnel marking
('RT Marking', see RADIUS VSAs in [Chapter 5]), which is the marking level the PDSN shall
apply to reverse tunneled packets when those packets are not marked [RFC 2983]. If the
packets received from the MS are marked, and traffic is to be reverse tunneled to the HA, the
PDSN shall copy the (possibly re-marked) inner packet marking to the outer header of reverse
MIP tunnels.

For forward traffic to the MS, the HA should set the differentiated services field of the HA-
FA tunnel to the differentiated services class of each received packet bound to the MS.

PDSN-Based A10 Admission Control

The PDSN shall reject a new A10 connection request from the RAN if the PDSN lacks
available A10 connection resources

17 3 Quality of Service
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3.34 QoS Profile Update

In the event there are multiple Subscriber QoS Profiles due to multiple NAls per MS, the
PDSN should have the capability to combine all the possible attributes of the Subscriber QoS
profiles into a single Subscriber QoS Profile in accordance with the local policy except for the
attribute Allowed Differentiated service marking, which will be applied to each MS IP
address, NAI pair. The default local policy for combining the subscriber QoS profiles is as
follows:

A The total set of all allowed service options,

A The maximum of the maximum number of service instances/link flows.
A The total set of all allowed Authorized Flow Profile IDs.
A The maximum of the Maximum Authorized Aggregate Bandwidth for Best-Effort

Traffic.
A The maximum of the maximum per Flow priority.
A The maximum of the Inter-User priority for best effort traffic.

The PDSN shall send the updated Subscriber QoS Profile to the RAN (see section 3.3). The
RAN replaces the existing Subscriber QoS Profile with the updated Subscriber QoS Profile.

3 Quality of Service 18
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Header Reduction for Voice over IP Service

This document supports SO60/61 for cdma2000 1x.

Two service options (60 and 61) have been defined [16] to allow for the efficient transport of
Voice-over-1P (VolP) without the overhead that would be present from PPP and RLP framing
on ordinary packet data services. Each of the service options is optional at the PDSN and at
the MS. In addition, the PDSN shall only allow establishment of the service option if it is
allowed in the Service Option Profile (see section 3.3.3).

Service Option 61 supports Link-Layer Assisted (LLA) Robust Header Compression [RFC
3242] [RFC 3408], which uses the physical channel timing along with re-synchronization
procedures to replace the normal ROHC header most of the time. This allows IP/UDP/RTP-
encapsulated voice to be sent with very close to zero or zero overhead. Service Option 60
supports Header Removal, which does not attempt to send any header information over the air
in the forward direction. Header Removal uses the physical channel timing to regenerate
IP/UDP/RTP header information in the PDSN and is appropriate when the MS voice
application does not use IP/UDP/RTP header information. Sections 4.1, 4.2, and 4.3 discuss
Header Compression with LLA ROHC, and Section 4.4 discusses Header Removal.

The MS may maintain the over the air service instance identifier when the LLAROHC or
Header Removal service instance is disconnected. The MS shall use the maintained over the
air service instance identifier whenever it attempts to re-connect the LLAROHC or Header
Removal service instance. The MS is not required to send the TFT to the PDSN if the MS re-

connects the same LLAROHC or Header Removalser vi ce i nstance and

the corresponding TFT, which was acknowledged by the reception of ResvConf message
from the PDSN.

The Link-Layer Assisted ROHC Profiles

Robust Header Compression (ROHC) [RFC 3095] is an extensible framework for which
profiles for compression of different protocols may be defined. For VolIP, the application data
is transported end-to-end within an IP/UDP/RTP stream. Header Compression of
IP/UDP/RTP is defined by the ROHC RTP profile (profile 0x0001), which is one of the
profiles defined in [RFC 3095]. Note that the ROHC RTP profile supports different header
compression modes: the Uni-directional mode (U-mode), the bi-directional Optimistic mode
(O-mode) and the Reliable mode (R-mode). A Link-Layer Assisted ROHC profile (LLA) is
an extension to the ROHC RTP profile that provides increased compression efficiency by
using functionality of an assisting layer (cdma2000 link). There are two ROHC LLA profiles.
Profile 0x0005 defined in [RFC 3242] supports 0-byte operation for U/O-mode. Profile
0x0105 defined in [RFC 3408] (incorporates by referencing all functionality of [RFC 3242])
supports 0-byte operation for all modes (U/O/R).

Additional control logic is required at the PDSN to adapt the LLA profiles to the cdma2000
link layer. The capabilities required by the cdma2000 link to support the LLA profiles are
described in [16]. The combination of one of the LLA profiles and the additional control logic
is referred to as Header Reduction Upper (HRU) application. The HRU inter-works with a
control logic at the BSC via an interface described in [16] over an auxiliary A10 connection.
The control logic at the BSC is referred to as Header Reduction Lower (HRL) and is
described in [16]. The HRU thus harmonizes the LLA compressor with the interface to the
HRL to ensure their compatibility and proper operation.

19 4 Header Reduction for Voice over IP Service
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Sections 4.2 and 4.3 of this document are based on [RFC 3242], [RFC 3408] and [RFC 3241]
and describe the control logic of the HRU required for negotiation of the LLA profile,
parameter settings as well as control of the interface towards the HRL.

4.2 Negotiation of the LLA profile

ROHC compression is negotiated during IPCP using the ROHC IP-Compression-Protocol
Configuration option defined in [RFC 3241]. In particular for SO 61, note that profile
negotiation always results in only one of the LLA profile numbers (either 0x0005 or 0x0105)
being present within the final set of negotiated ROHC profiles, as a consequence of the
negotiation mechanism provided by ROHC-over-PPP [RFC 3241].

4.2.1 PDSN Requirements

If the PDSN supports compression/decompression of LLA ROHC packets, it shall include the
LLA ROHC profile number in the ROHC IP-Compression-Protocol Configuration option
during its IPCP negotiation with the MS as per [RFC 3241]. The PDSN shall include at least
the ROHC LLA profile number 0x0005, and may additionally include profile number 0x0105,
in the set of supported ROHC profiles.

4.2.2 MS Requirements

If the MS supports compression/decompression of LLA ROHC packets, the MS shall include
the LLA ROHC profile number in the ROHC IP-Compression-Protocol Configuration option
during its IPCP negotiation with the PDSN as per [RFC 3241].

The MS shall include at least the ROHC LLA profile number 0x0005, and may additionally
include profile number 0x0105, in the set of supported ROHC profiles.

4.3 LLAT Header Compression

Link-Layer Assisted Header Compression in cdma2000 systems is applicable for end-to-end
IP/UDP/RTP flows, in particular VoIP flows with cdma2000 vocoders used as IP applications
in the MS. It transparently compresses and decompresses the IP/UDP/RTP headers in both the
forward and the reverse direction between the MS and the PDSN. When the MS wants to use
LLA Header Compression, it shall request an auxiliary Voice over IP service connection of
service option type 61. Using the main service connection, it shall also signal the packet filter
associated with that service instance using the messages defined in Annex B if the MS wants
the PDSN to match the forward direction traffic over the A10 connection that corresponds to
the service instance of SO 61.

The operation of the MS and PDSN with LLA Header Compression is described below. In
this section, a packet with a 0-byte header (e.g., RTP payload only) is referred to as a No
Header Packet (NHP) being of type NHP, otherwise the packet is of type RHP.

43.1 Protocol Stack

Figure 2 shows the protocol stack diagram when operating using Header Compression.

4 Header Reduction for Voice over IP Service 20
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IP IP
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GRE GRE GRE GRE
HRL HRL LL
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cdma2K cdma2k
MAC MAC LL LL LL LL
Physical Physical Physical Physical Physical Physical | Physical
MS BSC PCF PDSN

Figure 2 Protocol stack diagram for Header Compression Operation

Note that in both the MS and network the link layer assisting functions are divided into an
HRU part and an HRL part. On the network side, a GRE tunnel corresponding to the service
connection separates the HRU and HRL. On the MS side, these are connected by an internal
interface. In either case, the primitives defined by SO 61 are used for communication between
the HRU and HRL.

Operational Overview

Header Compression operation is conceptually divided into two phases: the context
initialization and the normal operation. During context initialization, the LLA compressor

outputs IR packets (see [RFC 3095], section 5.3 for details on context initialization operation).

Under normal operation, the LLA compressor outputs packets without’ any compressed
headers most of the time, and packets with a small compressed header otherwise.

The HRU sends context updating information in-band over SO 61. This includes context
initialization packets and packets with small compressed headers. More information can be
found in section 2.1 of [16].

The parameter settings and other procedures that shall be followed by the MS and PDSN for
successful LLA-ROHC operation are described below.

HRU Parameter Settings

Section 5 of [RFC 3242] provides guidelines for implementation of the LLA profile. In
particular, parameters useful to LLA implementations are suggested. The parameter values
required by this document for the LLA compressor to be properly supported by the cdma2000
link are specified in Annex A.

PDSN Requirements

Interface to HRL, Transmitting Side

The HRU supports the interface logic defined in [16]. To enforce the Optimistic Approach
Agreement (OAA) defined in [RFC 3242],
the SO 61 interface.

" Packets for which the IP/UDP/RTP header was compressed down to a size of zero octet.
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In addition, the HRU shall inspect the first 2 octets of every NHP to be sent over SO 61. If the

1
first two octets are identical to the leading sequence® used for packet type identification (see 2
Annex A, ALWAYS-PAD) , the HRU shal/l set the NAs(NHP
prevents an RTP payload to be sent over the air with a 0-byte header to collide with the 4
leading sequence and be falsely interpreted as a packet with a compressed header. 5
If the Data Block Type is Rate 1/8, the HRU shall inspect the first octet of the NHP. If this j
octetmat ches the plattbenHRUl1shadlléet the NA (NHP
When profile 0x0105 is used for SO 61 and the LLA compressor is operating in the bi- io
directional Reliable compression mode (R-mode), if the HRU receives an HR-Update N
Indication from the HRL, the HRU should indicate the presence of the HR-Update indication 1
and forward the RTP_SN_BREAK value carried in the PDU to the LLA compressor. This 13
supports the Update_Request interface defined in [RFC 3408]. The HRU shall also obtain the 1
latest SN_ACKed value from the compressor and shall transmit it to the HRL in the 15
RTP_SN_ACKED field of every HR-Data_Request. 16
17
4342 Interface to HRL, Receiving Side 18
19
When the HRU receives PDUs from SO61, the HRU shall provide one indication of packet 20
loss to the decompressor™® for each 20ms gap in the PDU field SYSTEM_TIME, i.e. when the 21
value of the SYSTEM_TIME field in the PDU does not indicate a continuous sequential 22
increment of 20ms with respect to value of the SYSTEM_TIME field received in the previous 23
PDU. 24
25
If the DATABLOCK attribute [16] is not present (as inferred from the length of the PDU), the 26
HRU shall provide an indication of packet loss to the decompressor'®; the HRU shall then 27
discard the PDU without additional processing. 28
29
If the Data Block Type is Rate 1/8, the HRU shall inspect the first octet of the received packet. 20
If the octet matches the pattern '11111011'°, the HRU shall indicate the presence of a 31
compressed header. Otherwise, the HRU shall indicate the presence of a packet of type NHP 32
to the decompressor. 33
If the Data Block Type is rate other than Rate 1/8, then in addition to the interface logic Z:
defined in [16], the HRU shall inspect the first two octets of each packet received from the "
HRL to determine its type. If the first two octets match the leading sequence®, then the HRU 37
shall indicate the presence of a compressed header to the decompressor. 38
For every packet with a compressed header, the HRU shall inspect the packet type field, zz
which is the first octet following any ROHC padding octets in the packet. If this field matches "
the pattern 6111110116, the HRU shall Rrovi de
decompressor. 03

The following logic shall be used at the receiving side prior to forwarding the received
packets to the LLA decompressor. This logic is based on the identified packet type and makes
use of the values of the compressor parameter PREFERRED_PACKET_SIZES [RFC 3242]
as specified in Annex A:

® The leading sequence consists of two consecutive ROHC padding octets. The ROHC
padding octet (11100000) is defined in RFC 3095, section 5.2.

% This is the Context Check Packet defined in RFC 3242. The two ROHC padding octets
leading sequence is not required when sending CCP in a rate 1/8 frame.

19 Indication of packet loss is defined in RFC 3242.
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A If the size of the received packet matches one of the sizes™ for which
RESTRICTED_TYPE is NHP_ONLY, then:

A if the packet is of type RHP, the last octet is padding that was used to handle the non-
octet aligned format of the physical frame used during transmission over SO 61 (see
also [16]). The HRU shall then remove the last octet and the HRU shall forward the
packet along with its type to the LLA decompressor;

A otherwise, the HRU shall forward the packet along with its type to the LLA
decompressor without additional processing.

A Otherwise, the size of the received packet will match one of the sizes' for which
RESTRICTED_TYPE is NO_RESTRICTION, and the HRU shall forward the
packet along with its type to the LLA decompressor without additional processing.

Note that a packet of an RHP_ONLY size should never be received by the HRU from the
HRL, because these sizes are not available from the multiplex sublayer at the HRL. Instead,
the HRU will receive the RHP padded by one octet in a packet of an NHP_ONLY size, which
will be handled by the first rule. Receipt of an RHP in a packet of an NHP_ONLY size is
legal because the restrictions set forth in Section 5.1.1 of [RFC 3242] only prohibit
transmission, not reception, of such a packet.

MS Requirements

Interface to HRL, Transmitting Side

Same as 4.3.4.1.

Interface to HRL, Receiving Side

Same as 4.3.4.2.

LLA T Header Removal

Header Removal in cdma2000 systems is applicable when the application interfaces directly
with the multiplex sub-layer/HRL, in particular VoIP flows with cdma2000 vocoders directly
connected to the HRL in the MS.

When the MS wants to use Header Removal, it requests an auxiliary Voice over IP service
instance of service option type 60. Note that the MS need not negotiate any form of IP Header
Compression during IPCP to make use of Header Removal.

In Header Removal operation, the (possibly encapsulated) IP/UDP/RTP flow is terminated at
the PDSN for forward direction traffic. This means that IP/UDP/RTP headers are removed
and that only the RTP payloads are sent over the air to the MS. For reverse direction traffic,
the PDSN generates the (possibly encapsulated) IP/UDP/RTP header and forwards the packet
to its destination.

Note that the use of Header Removal for one VolIP application in the MS does not preclude
the use of other header reduction schemes for other applications.

11 E g., Octet-aligned value sizes (22) for Multiplex Option 1, and (3, 7, 16, 34) for Multiplex
Option 2.
2E g., Octet-Aligned value sizes (2, 5, 10) for Multiplex Option 1.
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44.1 Protocol Stack
Figure 3 shows the protocol stack diagram when operating using Header Removal.
RTP
HRU
(codec) HRU | UDP
P
GRE GRE GRE GRE
HRL HRL
P IP 13 P LL
cdma2K cdma2k
VAG MAG LL LL LL LL
Physical Physical Physical Physical Physical Physical | Physical
MS BSC PCF PDSN
Figure 3  Protocol Stack for Header Removal operation
Note that in both the MS and the network the Header Removal process is divided into an
HRU part, which is co-located with the application, and an HRL part, which is co-located
with the cdma2000 MAC layer. In the MS, the HRL and the HRU (codec) are connected by
an internal interface. On the network side, a GRE tunnel corresponding to the service
connection separates the HRU and HRL. In either case, the primitives defined by SO 60 are
used for communication between the HRU and HRL, including sending/receiving application
data.
4.4.2 Operational Overview
Header Removal is conceptually divided in two phases: the Header Generator parameter
initialization®® in the reverse direction and the normal operation.
4.4.3 Header Generator Parameter Initialization

If the PDSN supports Header Removal, it shall use the service option number (SO 60)
received at A10 connection establishment, to determine that Header Removal treatment shall
be applied for the service connection. Header Removal treatment indicates to the PDSN that
the Header Generator (HG) parameter initialization, parameter update and any
compression/decompression operations for the forward direction are not supported by the MS
for the requested service option. The HG parameter initialization is only required at the HRU
in the PDSN.

The HRU context is initialized locally at the PDSN using static parameters received from the
MS in a Resv message over the main s
procedures. The dynamic parameters necessary for the Header Generator are set locally at the
PDSN.

13 There is no context initialization in the forward direction
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4431 Normal Operation
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For normal operation in the reverse direction, the MS outputs application payload frames over
the SO 60 service instance. The packets are received by the HRU in the PDSN, which
effectively acts as the IP/UDP/RTP originating point by adding a header to each received
application payload frame. In the forward direction, the HRU in the PDSN removes the
headers and uses the interface to the HRL as specified in [16] to forward 20ms application
payload frames to the MS. The MS forwards the received application payload frames directly
to the HRU (codec).

PDSN Requirements

Interface to HRL, Transmitting Side

The sending HRU in the PDSN fulfills the interface with the HRL as defined in [16] for
Header Removal. The HRU in the PDSN shall not perform the HG parameter initialization in
the forward direction. The PDSN shall remove the IP/UDP/RTP headers at the HRU in the
forward direction.

Along with each application payload frame, the PDSN shall supply a sequence number to the
HRL that increments by one for each 20ms increment of the RTP Timestamp field that was
removed from the frame.

Interface to HRL, Receiving Side

The receiving HRU in the PDSN fulfills the interface with the HRL as defined in [16] for
Header Removal.

The PDSN shall use the service option number (SO 60) to determine that parameters
necessary for the Header Generator shall be initialized using the static parameters received
from the MS.

Upon receiving the Resv message containing the HRIP IE, the PDSN shall validate the
received fields and send a ResvConf if the HG parameter initialization was successful.

The PDSN shall use the static parameters included in the HRIP IE to initialize the static HG
parameters. See Annex B for the complete definition of the HRIP IE.

The PDSN shall also populate internally the other required IP/UDP/RTP header fields, which
are dynamic in nature, including RTP TS and RTP SN. How the PDSN populates the rest of
the fields is an implementation issue. Subsequent RTP timestamps and sequence numbers are
derived during normal operation based on the functionality of SO 60.

The PDSN shall increment the RTP Sequence Number by one for each generated packet, and
shall set the RTP TS according to the System Time received with each application payload
frame. The RTP Timestamp shall be expressed in units of codec input samples; the number of
samples per 20ms frame is given in the TS_STRIDE parameter of the RTPv2 Header
Removal Subtype (see Annex B).

If the PDSN fails in processing the HRIP IE, it shall send a ResvErr with the appropriate error
code. See section 3.2.2 for more details of processing of the Resv message. If the PDSN fails
in processing some of the fields from the HRIP IE, and recovery attempts were unsuccessful,
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it shall send a ResvErr (see Annex B for details of the messages and object layout). If the
PDSN receives application payload frames from the MS over SO 60 prior to successful
completion of the HG parameter initialization phase, the frames shall be discarded.

4.4.5 MS Requirements

If the MS supports Header Removal, it shall use SO 60 when requesting establishment of an
auxiliary Header Removal service connection to carry only application payload frames.

The MS shall populate the Header Removal Initialization Parameters Information Element
(HRIP IE) within the 3GPP2 object in the Resv message with static header elements; for
example, if the MS is using SIP for VVolIP call control, it can use some of the SDP information
[RFC 2327] received during VolIP session establishment procedures. At a minimum, the
following static header information shall be present in the HRIP IE:

A IPv4 or IPv6 Header Removal Subtype.

A UDP Header Removal Subtype.

A RTPv2 Header Removal Subtype.
Other static fields and/or encapsulation headers should also be provided.
The MS should wait for ResvConf before sending the application payload frames to the

PDSN. If a ResvErr message is received, the MS should use its internal policy to determine if
the VolIP session should be closed or send a new Resv message to the PDSN.

The MS shall send application payload frames from the HRU (codec) to the multiplex sub-
layer. The MS shall forward the received application payload frames to the HRU (codec).

4 Header Reduction for Voice over IP Service 26

© O N o g b W N P

o g g o g g g g U0 g s B DA D DN A DD DA DO WW W W W WWWNDNDNDNDNDNDNDNDNDNERERRRER R B RP P P
SO © © N o a0 b ®N P O O© ® N O O > ®N PO O ©ONO O PP ®NRPR O O© ©®© N 0 0 B WNUPO ®© © N O 0 W N BB O



cdma2000 Wireless IP Network Standard X.S0011-004-E v1.0
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This specification supports SO67 for HRPD.

Service option 67 has been defined in [13], [17], and [18] to allow for the transport of IP
packets without HDLC-like framing and PPP encapsulation. This is an optional service option
for the PDSN. If the PDSN supports SO67, the PDSN may support header compression
schemes over SO67. In addition, the PDSN shall only allow establishment of the service
option if it is allowed in the Service Option Profile (see section 3.3.3).

During the main service connection setup, the PDSN may indicate to the RAN whether it
supports SO67 and send its header compression configuration to the RAN as specified in [17]
and [18].

Upon receiving an A1l signaling message without header compression information (see [17],
[18]), the PDSN shall send raw IP packets in GRE frames without PPP encapsulation and
without octet-oriented HDLC framing to the RAN over an A10 connection. The PDSN shall
indicate the IP packet boundaries either by encapsulating exactly one IP packet in each GRE
frame, or by using GRE segmentation specified in [17] and [18] if the RAN has enabled this
feature. When the PDSN receives GRE frames from the RAN, the PDSN shall extract and
reassemble (if necessary) the IP packets from the GRE frames and forward the IP packets.

Upon receiving an Al1l signaling message with header compression information included (see
[17], [18]), the PDSN shall perform header compression based on information received from
the RAN. Then the PDSN shall send compressed IP packets in GRE frames without PPP
encapsulation and without octet-oriented HDLC framing to the RAN over an A10 connection.
The PDSN shall indicate the IP packet boundaries either by encapsulating exactly one IP
packet in each GRE frame or by using GRE segmentation specified in [17] and [18] if the
RAN has enabled this feature. When the PDSN receives GRE frames from the RAN, the
PDSN shall extract and reassemble (if necessary) the compressed IP packets from the GRE
frames, un-compress the packet headers, and then forward the IP packets.
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A Annex A (Normative): HRU parameter Settings

for LLA Header Compression

This section defines compressor parameter settings required by this document for the LLA
compressor to be properly supported by the cdma2000 link. The parameters™* shown in Table

1 shall be used as described in section 5 of [RFC 3242]:

Table 1

Compressor parameter settings

Parameter name

Value type

Value

Description

ALWAYS_PAD

boolean

Shall be

S

e

The HRU uses the ROHC
padding™ (section 5 of [RFC
3242)) to provide type
identification for packets with
compressed headers. The
HRU shall ensure that a
minimum of two padding
octets is used as a leading
sequence for such packets.

PREFERRED_PACKET_SIZES
(list of):

SIZE:

RESTRICTED_TYPE:

Integer

[NHP_ONLY,
RHP_ONLY,

Number of octets

NO_RESTRICTION]

This parameter shall be set
to octet-aligned values
corresponding to the Data
block Types of Multiplex
Option 1 and Multiplex
Option 2 as supported by SO
61. This parameter is
required for handling non-
octet aligned format of the
Data blocks.

Table 2 and Table 3 specifies
the required values for this
parameter.

Table 2 List of sizes and attributes of parameter
PREFERRED_PACKET_SIZES for Data block Types used by
Multiplex Sublayer for Multiplex Option 1
Data block Bits per Data Associated octet- RESTRICTED_TYPE
Type block aligned values - SIZE
Rate 1 171 bits 22 octets (176 bits) NHP_ONLY
21 octets (168 bits) RHP_ONLY
Rate 1/2 80 bits 10 octets (80 hits) NO_RESTRICTION
Rate 1/4 40 bits 5 octets (40 bits) NO_RESTRICTION
Rate 1/8 16 bits 2 octets (16 bits) NO_RESTRICTION
Table 3 List of sizes and attributes of parameter
PREFERRED_ PACKET_SIZES for Data block Types used by
Multiplex Sublayer for Multiplex Option 2
Data block Bits per Data Associated octet- RESTRICTED_TYPE
Type block aligned values - SIZE
Rate 1 266 bits 34 octets (272 bits) NHP_ONLY

! The setting of other parameters suggested in RFC3242 is left to implementation

!> Note that the Context Check Packet sent by the HRL is not a packet with a compressed
header and is not required to be padded for rate 1/8.
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33 octets (264 bits) RHP_ONLY
Rate 1/2 124 bits 16 octets (128 hits) NHP_ONLY
15 octets (120 hits) RHP_ONLY
Rate 1/4 54 bits 7 octets (56 bits) NHP_ONLY
6 octets (48 bhits) RHP_ONLY
Rate 1/8 20 bits 3 octets (24 bits) NHP_ONLY
2 octets (16 bits) RHP_ONLY

29
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B Annex B (Normative): Flow Mapping, Treatment
and the 3GPP2 OBJECT

The RSVP protocol [RFC 2205] provides a mechanism that can be used to signal generic QoS
parameters at the IP layer between network entities. This mechanism is largely independent of
the underlying layer 2 technologies. This 3GPP2 application of a flow mapping and treatment
protocol is based on RSVP [RFC 2205] with any extensions and limitations as described in
this document. The protocol is not intended to address generic network level QoS
requirements; instead, it uses RSVP based messages only to support Flow Mapping, Header
Removal, and Flow/Channel Treatment capabilities defined within a 3GPP2 OBJECT. This
Annex describes the details of the 3GPP2 OBJECT.The following RSVP messages [RFC
2205] shall be used between the MS and the PDSN to support flow mapping and treatment:

A Resv message
A ResvConf message
A ResvErr message.

RSVP operation is restricted to the Access Network, i.e., the RSVP Resv messages are sent
only between the MS and the PDSN. The destination address of the RSVP Resv signaling
messages sent from the MS is the address of the PDSN. The destination address of the RSVP
Resv signaling messages sent from the PDSN is the address of the MS. This document
doesndt r ea the PDIN totsdmcor rbd@ve the path message for Flow mapping
and treatment purposes. The MS or the PDSN shall be able to send Resv messages without
receiving a corresponding Path message.

The PDSN shall respond to the Resv message back to the MS with either a ResvConf message
or a ResvErr message to indicate whether the PDSN could act upon the 3GPP2 Object
successfully. The MS shall respond to the Resv message received from the PDSN with either
a Resv message or a ResvErr message to indicate whether the MS could act upon the 3GPP2
Object successfully The MS or the PDSN may send the Resv message a configurable number
of times until a confirmation is received, or until expiry of a configurable timer.

All the RSVP messages used in this document are sent over UDP with the Protocol ID of 17
with registered port number of 3455. All the messages (i.e., Resv, ResvErr, ResvConf) shall
be sent using the destination port of 3455 by both the PDSN and the MS. All the source port
numbers may be set to any value.

Resv Message

In any multi-bit field in the following messages, the most significant bit (MSB) shall be
transmitted first.

Resv Message Format

All objects in the Resv message are defined to be consistent with [RFC 2205].

The STYLE object shall occur at the end of the message. The objects shall follow the
procedures specified in [RFC 2205]. There are no other requirements on transmission order,
although the following order is recommended. In the usage of RSVP in this document the
order of appearance of the 3GPP2 OBJECT shall follow the RESV_CONFIRM object. The
Resv message format used in this document is as follows:
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B.1.1.1

<Resv Message> ::= <Common Header>

<SESSION> <TIME_VALUES>
[ <RESV_CONFIRM> | <3GPP2 OBJECT>
<STYLE>

Common Header mandatory, see section 3.1 of [RFC 2205].

SESSION mandatory object, see Annex A of [RFC 2205]. Destination IP address shall be
the sender IP Address, Protocol ID of 17 and DstPort of 3455. The flags field shall be zero.

TIME VALUES : mandatory object, follows Annex A of [RFC 2205] except the following:
Both the MS and PDSN shall not use the value of this object. The sender shall set the value
of this object to all '1".

RESV_CONFIRM : optional object that shall be used by the sender in this document. It
carries the IP address of the sender that requested the confirmation.

3GPP2 OBJECT: see B.1.1.1.

STYLE: mandatory object. Only WF style shall be used in this document. See Annex A of
[RFC 2205].

3GPP2 OBJECT

The 3GPP2 OBJECT shall appear in Resv messages and may contain three different kinds of
information elements:
A TFT
A Header Removal Initialization Parameters
A Channel Treatment

The MS and the PDSN shall include at least one Information Elements (IE) into the 3GPP2
OBJECT; the IEs may be repeated. The 3GPP2 OBJECT shall be formatted as per IANA
assigned numbering scheme. The 3GPP2 OBJECT shall have Class Number = 231, Class
Type or C-Type = 1 and a list of IEs. The format of the 3GPP2 OBJECT is shown below:

Table4  3GPP2 Object
1 2 3

01 2345678901234567890123456178901

Length

| 3GPP2 Class | C-Type

Transaction 1D

IE List

Padding as necessary

Length:
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Length of the 3GPP2 OBJECT. Length in octets and shall always be a multiple of 4
octets.

3GPP2 Class
231
C-Type:
1
Transaction ID:

This field shall be set in Resv message to a 32 bit unique number which is used for
matching a Resv message with the response (i.e., Resv message, ResvConf message,
or ResvErr message).

This field shall be set in Resv, ResvConf and ResvErr messages to the same value
that was received in the Resv message for which the Resv, ResvConf or ResvErr
message is a response.

IE List:
IE List shall include one or more IEs. The format of an IE is as follows.
Table 5 IE
1 2 3
01234567 8901234567 89012345¢678901
Length | IE Type #
|E Data
IE Data | Padding |
Length:
Length is the length in octets of the IE Data (including the length and IE Type fields),
and shall always be a multiple of two octets.
IE Type #:
A number used to identify the Information Element.
Table 6 IE Type #
IE Type # IE Type#
value
TFTIPV4 0
TFTIPv4 Error 1
TFTIPV6 2
TFTIPv6 Error 3
Header Removal 4
Header Removal 5
Error
Channel Treatment 6
Channel Treatment 7
Error
IE Data:

5 Auxiliary Service Connection using SO67 32

© O N o g b W N P

o g g o g g g g U0 g s B DA D DN A DD DA DO WW W W W WWWNDNDNDNDNDNDNDNDNDNERERRRER R B RP P P
SO © © N o a0 b ®N P O O© ® N O O > ®N PO O ©ONO O PP ®NRPR O O© ©®© N 0 0 B WNUPO ®© © N O 0 W N BB O



© 0 N o g b~ W N

o g g o g o g g o o a A B B B B B B DD DWW WWWWWWWWNNNNDNDNDNDNNDNDNRER R R R R R R R R
O © 0 N O o A W N P O © 0N O 0 & W N P O O©W 0N O OO W NP O O 0N O B W N P O O 0N O O M W N P O

cdma2000 Wireless IP Network Standard X.S0011-004-E v1.0

B.1.1.1.1

This field is specified in section B.1.1.1.1 to section B.1.1.1.3. Only one IE Data
shall be included in one IE.

Traffic Flow Template (TFT, IE Type # 0 and 2)

'D' field of TFT shall be set to '00' when flow mapping of forward traffic over multiple service
connections is required. For Specific TFT, there is one TFT for each MS IP address and
service connection pair. This is because an MS may have more than one IP address over a
single PPP session. For Non-Specific TFT, there is one TFT for each MS IP address in
support of RAN-directed FLOW_ID-to-A10 connection mapping and per flow accounting.

'D' field of TFT shall be set to '01' when any IP flow identified by FLOW_ID is sent over
reverse link.

The MS or PDSN shall set the value of the IP address (Destination IP address/Prefix if the D

field is set to 6006or the sourceaethdpikketaddr es s |
filter list to be the same as the value of MS IPv4 address field or the MS IPv6 address field if
the MSdéds | P address/prefix is included in tt

addresses, only the prefix shall be compared.

The IE Data is sent from the MS to the PDSN in the Resv message and has the following
format:

Table 7 TFT IPv4 IE Type #=0
1 2 3

01 234567890123456789012345¢6789201

MSIPv4 address

D

Res | N| SR_ID | Reserved P| TFT Operation Code | Number of Packet
eaV S filters
e

Packet filter list

Table 8 TFT IPv6 IE Type #=0
1 2 3

01 2345678901234567890123456738901

MSIPv6 address

MSIPv6 address

MSIPv6 address

MSIPv6 address

D

Res | N| SR_ID | Reserved P| TFT Operation Code | Number of Packet
ezjv S filters
e

Packet filter list

The IE Data is sent from the PDSN to the MS in the Resv message and has the following
format:

Table 9 TFT IPV4 IE Type #=0
1 2 3

01234567890123456789012345678901

MSIPv4 address

D

Res | N SR_ID | Reserved P| TFT Operation Number of Packet
22/ S| Code filters

Packet filter list

QoS List
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Table 10 TFT IPv6. IE Type #=2

1 2 3

01234567890123456789012345678901

MSIPv6 address

MSIPv6 address

MSIPv6 address

MSIPv6 address

D

Res
erv
ed

N
S

SR_ID | Reserved

v)

TFT Operation Number of Packet
Code filters

Packet filter list

QoS List

The TFT for each is coded with the following fields:

MS IP address

The MS IP address is used to identify the TFT. For IE Type # = 0, the MS IP address
applies to IPv4, and for IE Type # = 2, the MS IP address applies to IPv6.
Specifically, this field shall be set as follows:

For simple IPv4, the MSandthe PDSNs hal I set it to MSO6s
For MIPv4 FA-CoA mode, the MS and the PDSN shall set it to home address (HOA)

For MIPv4 CCoA mode, the MS and the PDSN s h a | | set it t o
address.

For Simple IPv6 or MIP IPv6, the MS and the PDSN shall set the 64 most significant
bits to the prefix and the 64 least significant bits to all zeros.

This field shall be set as follows:

'00' if this TFT is sent for Forward Direction
‘01" if this TFT is sent for Reverse Direction
'10"and '11' Reserved.

Note: For Create new TFT Operation Code, the PDSN creates the TFT first and then
installs the packet filters based on the D field setting. For the Delete TFT Operation
Code, the PDSN deletes the TFT regardless of the D field setting.

Reserved:

NS:

This field shall be filled with all '0's.

The Non-Specific bit. This bit indicates the type of FLOW_ID-to-A10 connection
mapping requested for the associated TFT. When set, it indicates that the FLOW _ID-
to-A10 connection mapping shall be indicated by the RAN in A1l signaling. When
the bit is not set, it indicates that the FLOW_ID-to-A10 connection mapping will be
dictated by the MS. When set, the SR_ID field shall be set to 0 and the P bit shall be
set to 1. For HRPD, the NS bit is always set to 1. .
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SR_ID:
Contains the identifier for the A10 connection on which the TFT applies. When the
NS bit is set to 1, the SR_ID field shall be set to 000. This is always the case for
HRPD.

Reserved
This field shall be filled with all 0.

P:

TheP (Persistency ) bit is set to 616 to indicate a
even if the A10 connection is not established or disconnected at the PDSN or flow

ID to A10 connection mapping information is not yet received at the PDSN form the

RAN. Otherwise, itsha | | be set to 606. For HRPD this

TFT operation code

TFT operation code indicates an operation to be performed by the PDSN. Operation
codes 0-7 are defined below and other values are reserved for future use.

Table 11 TFT Operation Code

Opcodes Action Description

00000000 Spare
00000001 Create new TFT Re-initialize the TFT (remove all existing packet
filters in either direction) and insert any packet filters
present in the newly received TFT.

00000010 Delete existing Re-initialize the TFT by removing all existing packet
TFT filters in either direction.

00000011 Add packet filters Insert the packet filters present in the included
to existing TFT packet filter list if the corresponding Flow Identifiers

don't already exist.

If any of the Flow Identifiers match flows that already
exist, then add the new packet filters to the
corresponding Flow ldentifiers.

Direction needs to be considered when matching
Flow ldentifiers.

00000100 Replace packet Insert the packet filters present in the included
filters in existing packet filter list if the corresponding Flow Identifiers
TFT don't already exist.

If any of the Flow ldentifiers match flows that already
exist in the TFT, then delete all the packet filters
corresponding to the Flow Identifiers and add the
newly received packet filters with the corresponding
Flow Identifiers.

Direction needs to be considered when matching
Flow ldentifiers.

00000101 Delete packet Delete the packet filters given by the list of flow
filters from existing | identifiers in the included list.
TFT

00000110 Only used in [22] See [22].
00000111 Reserved
10000000 Initiate Flow Sent from the PDSN to the MS in a Resv message
Request for network-initiated QoS. The PDSN requests the
MS to initiate a new flow with QoS. The QoS values
are specified by the FlowProfileIDs in the QoS List in
the same Resv message. The flow ID included in the
TFT shall be set to a unique temporary flow identifier
associated with the Transaction ID. The MS shall
replace the temporary flow identifier with a unique
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Opcodes Action Description
flow identifier in the remainder of the network-
initiated QoS procedure.

10000001 Only used in [22] See [22].

10000010 Initiate Delete Sent from the PDSN to the MS to request that the
Packet Filter from MS initiate the procedure to delete all Packet Filters
Existing TFT from the TFTs given by the list of Flow Identifiers

included in the list.

10000011 Initiate Replace Sent from the PDSN to the MS to request that the
packet filters in MS initiate procedure to replace packet filters from
existing TFT existing TFTs. The TFTs are identified in the list of

flow identifiers included in this message.

Other values Reserved

Number of packet filters:

The number of packet filters field contains the binary coding for the number of
packet filters in the packet filter list. For the "delete existing TFT" operation, the
number of packet filters shall be coded as 0. For the "Delete packet filters from

existing TFT" a n d
number of packet filters shall be coded as the number of Flow Identifiers.

Packet filter list:

The packet filter list contains a variable number of packet filters. For the "delete

existing TFT" operation, the packet filter list shall be empty.

For the operation "delete packet filters from existing TFT" and Al
Packet Fil

ter

Identifiers are included. Figure 4 shows the list of Flow identifiers.

0
MSB

1 2 3

4 5 6 7

Flow Identifier 1

Flow ldentifier 2

e

Flow ldentifier N

Figure 4  Packet filter list for deleting packet filters from existing TFT

For the "create new TFT", "add packet filters to existing TFT", and "replace packet filters in

existing TFT"and Al ni

tiate Del et em | BExingtiibpergiahd, PTad*k e t
the packet filter list shall contain a variable number of packet filters. This number shall be

indicated by the number of packet filters field.

shows the packet filter list for this case.

0
MSB

1 2 3

Flow Identifier 1

Packet filter evaluation precedence 1

Packet filter length 1

Packet filter length 1

Packet filter contents 1

e
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Figure 5

Packet filter treatment 1

é

Flow ldentifier 2

Packet filter evaluation precedence 2

Packet filter length 2

Packet filter length 2

Packet filter contents 2

e

Packet filter treatment 2

e

Flow Identifier N

Packet filter evaluation precedence N

Packet filter length N

Packet filter length N

Packet filter contents N

é

Packet filter treatment N

e

Packet Filter Layout for TFT create, add, or modify operations

Each packet filter is of variable length and consists of following fields:

i A Flow Identifier (1 octet);

fi A packet filter evaluation precedence (1 octet);

i The length of the packet filter (2 octets);

fi  The packet filter contents sub-options (variable number of octets);

fi  An optional flow treatment sub-option (variable number octets).

Flow Identifier (FLOW_ID) (8 bits):

The Flow ldentifier field is used to identify each reservation to or from an MS and
shall be unique within the MS across different reservations. The same FLOW_ID
value may be used in the forward and reverse directions. One FLOW_ID can be
associated with one or more packet filters.

Packet filter evaluation precedence (1 octgt

The packet filter evaluation precedence field is used to specify the precedence for the
packet filter among all packet filters in all TFTs associated with the MS IP address.
The evaluation precedence index is in the range of 0-255. The higher the value of the
packet filter evaluation precedence field, the lower the precedence of that packet
filter. If a given packet matches more than one of the packet filters, the packet is
mapped to the service connection corresponding to the packet filter of highest
precedence. The flow treatment applied on the packet is as per the packet filter of the
highest precedence. A given precedence level may be used only once per MS IP
address, except 255 which is used as an indication of no precedence.

Packet filter length (2 octets):

The packet filter length field contains the binary coded representation of the length
(in octets) of the packet filter. Its value includes the packet length field the packet
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filter contents field and the packet treatment field, if included. The length shall be
coded as two octets.

Packet filter content (variable octets):

The packet filter content is coded in a TLV format and may be included in the packet
filter. The packet filter type is one octet and is of Type 0 or 1. The PF Type 0
indicates components of the outer or first IP header. PF Type 0 may also include
transport header fields if no encapsulation is in use. PF Type 1, if included, applies
to the innermost encapsulated header(s) (either IP header, or both IP header and
transport header).

The value is of variable size and contains the packet filter contents. Each Packet
filter content is structured as a sequence of header components. A header component
includes a component type identifier, which indicates what IP header field is to be
matched, followed by a value to be matched against. Components type identifier
within a packet filter may appear in any order but a given component type identifier
shall not appear more than once inside the same packet filter content.

The format of a packet filter contents is as follows:

0 1 2 3 4 5 6 7
MSB
PF Type (0-1) 1 octet
Length 1 octet
Packet filter component type identifier 1 octet
Packet filter component variable
é
Packet filter component type identifier 1 octet
Packet filter component variable
é
Figure 6  Packet Filter Content
PF Type:
The Packet Filter Type value ranges from 0 to 1. PF Type 0 applies to the outer IP
header of the packet that the PDSN is transmitting to the MS. PF Type 0 may also
include extended header or transport header fields if no IP-in-IP encapsulation is in
use. PF Type 1, if included, applies to the innermost encapsulated header(s) (either
IP header, or both IP header and transport header).
Length:

The length is one octet and indicates the length of the packet filter (in octets)
associated with the PF Type. Its value includes the length of the PF Type field, the
length field and the packet filter components fields.

Packet filter component identifier (1 octet):

Bits
01234567
00010000 (16)  IPv4 Source Address'® with Subnet Mask

'8 For SIP based signaling, IPv4/IPv6 Destination Address and Destination Port correspond to
those used in SDP negotiation.
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00100000 (32 IPv6 Source Address with Prefix Length
00010001 (@17 IPv4 Destination Address with Subnet Mask
00100001 (33 IPv6 Destination Address with Prefix Length
00110000 (48) Protocol /Next header

01000000 (64) Single Destination Port

01000001 (65) Destination Port range

01010000 (80) Single Source Port

01010001 (81 Source Port range

01100000 (96) Security Parameter Index

01110000 (112) Type of Service/Traffic Class
10000000 (128) Flow label

10000001 (129) Type 2 Routing Header with Prefix Length
10000010 (130) Home Address Option with Prefix Length

All other values are reserved.

Packet filter component(variable octets):

In each packet filter content, there shall not be more than one occurrence of each
packet filter component. Among the "IPv4 Source Address" and "IPv6 Source
Address" packet filter components, only one shall be present in one packet filter.
Among the "single destination port" and "destination port range" packet filter
components, only one shall be present in one packet filter. Among the "single source
port" and "source port range" packet filter components, only one shall be present in
one packet filter.

The IPv4 Source Address shall be encoded as a sequence of a four octet IPv4 Source
Address followed by a four octet Subnet Mask. The IPv4 Source Address and Subnet
Mask are matched against the IPv4 Source Address in the IPv4 header of the packet.
If packet filter is setup for the reverse direction, the Subnet Mask shall be set to all
60106.

The IPv6 Source Address , packet filter component value field shall be encoded as a
sequence of a sixteen octet IPv6 Source Address field followed by a one octet Prefix
Length field. The address up to the Prefix Length is matched against the IPv6
Source Address in the IPv6 header of the packet. If packet filter is setup for the
reverse direction, the prefix length shall be set to 64.

The IPv4 Destination Address packet filter component shall be encoded as a
sequence of a four octets IPv4 Destination Address field followed by a four octet
Subnet Mask. The IPv4 Destination Address and Subnet Mask are matched against
the destination address in the IPv4 header of the packet. If packet filter is setup for

the forward direction, the Subnet Ma s k
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The IPv6 Destination Address'’ packet filter component shall be encoded as a
sequence of a sixteen-octet IPv6 address field followed by a one octet Prefix Length
field. The address up to the Prefix Length is matched against the IPv6 destination
Address in the IPv6 header of the packet. If packet filter is setup for the forward
direction,the prefix length shall be set to 64.

The Protocol /Next Header packet filter component shall be encoded as one octet that
specifies the Protocol field of the IPv4 header or IPv6 Next Header. The value range
is from 0 to 255.

The Single Destination Port_and Single Source Port_ packet filter component value
field shall be encoded as two octets that specify a port number. Port numbers range
between 0 and 65535.

The Destination Port range_and Source Port range packet filter component value
field shall be encoded as a sequence of two octets for the lower limit of the range
followed by two octets for the higher limit of the range. Port numbers range
between 0 and 65535.

The Security Parameter Index packet filter component field shall be encoded as four
octets that specify the IPsec SPI.

The Type of Service (IPv4)/Traffic Class (IPv6) packet filter component shall be
encoded as a sequence of a one octet Type of Service/Traffic Class field and a one
octet Type of Service/Traffic Class mask field. The Type of Service /Traffic Class
mask determines which bits of the Type of Service or Traffic Class octet the PDSN

will use to match against the actual value of the corresponding field in the IP packets.

The mask contains ones in the bit positions to be used in the matching operation.

The Flow label packet filter component shall be encoded as three octets that specify
the IPv6 flow label. The bits O through 3 of the first octet shall be used for padding
whereas the remaining 20 bits shall contain the IPv6 flow label as per [RFC 2460].

The Type 2 Routing Header_packet filter component shall be encoded as a sequence
of a sixteen-octet IPv6 address field followed by a one octet Prefix Length field. The
address up to the Prefix Length is matched against the Type 2 Routing Header _in the
outer IPv6 header of the packet. If the value of PF Type is 0O, this packet filter
component may be included.

The Home address Option_packet filter component shall be encoded as a sequence of
a sixteen-octet IPv6 address field followed by a one octet Prefix Length field. The
address up to the Prefix Length is matched against the Home address in the outer
IPv6 header of the packet. If the value of PF Type is 0, this packet filter component
may be included.

Upon any violation of the rules regarding packet filter component identifiers and
component values, the PDSN shall return an ResvErr message with error code set to
'‘Unsuccessful TFT processing'.

Packet Filter Treatment:

" Source addresses of forward direction packet flows belong to correspondent nodes and are
sometimes subject to change due to e.g., renumbering [RFC 2461] or privacy [RFC 3041].
The MS should not include a source address packet filter component unless it is reasonably
sure that the IP address of the correspondent node will not change for the life of the
application flow or is willing to update the TFT when such a change takes place.
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The packet flow treatment specification is optionally provided as a way for MSs to
specify per-flow treatments. If any octets remain after parsing the packet filter
contents, they are interpreted as a packet filter treatment. The first octet indicates the
packet filter treatment (PFT) type, and 4 octets indicate flow treatment specification.
Only the treatments given in the packet filter hints table make use of the hints field;
for other treatments the hints field is set to zero.

0 1 2 3 4 5 6 7
MSB
Packet Filter Treatment

[RFC 3006] hint

[RFC 3006] hints are four octets and the following are applicable herein:

Figure 7  Packet Filter Treatment (PFT)
Treatment PFT
Header Compression 0
Maximum Buffer Timer 1
Reserved 2-255
Figure 8 PFT Values

1 octet
4 octets

Type Value
IP/TCP data that may be compressed 0x002d0000
according to [RFC 1144]
IP data that may be compressed 0x00610000
according to [RFC 2507]
ROHC uncompressed profile [RFC 0x00030000
3095]
ROHC RTP profile [RFC 3095] 0x00030001
ROHC UDP profile [RFC 3095] 0x00030002
ROHC ESP profile [RFC 3095] 0x00030003
ROHC LLA profile [RFC 3242] 0x00030005
ROHC LLA profile [RFC 3408] 0x00030105
(extension for R-Mode)
ECRTP [RFC 3545] 0x00610200

Figure 9

PFT Hints

Note that for cdma2000 1x no specific treatment or hint is needed for Header Removal or
ROHC LLA compression operation, because the PDSN can infer the use of LLA Header
Removal or LLA Header Compression from the service option number (i.e., SO 60 or SO 61)
of the service instance (given by the SR_ID in the TFT IE header) onto which the flow is
being mapped.

For HRPD, LLA Header Removal and LLA Header Compression are not supported,
consequently, the PFT hint values 0x00030005 and 0x00030105 shall not be used when the
MS is connected via HRPD.

The Maximum Buffer Time hints are one octet. The field is coded in the following format:

Type

Value

Maximum Buffer Time

n

Figure 10 PFT Hints

41
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The Maximum Buffer Time specifies the maximum amount of time that a packet associated

1
with the flow is to be buffered before being delivered to the MS or discarded. 2
The MS shall set this field to the unsigned value n (range from 1 to 255), where j
maximum buffer time = nx200 milliseconds. 5
For flows that are not mapped, the flow treatment shall still be applied. j
Packet Filter Treatment: 8
9
QoS List shall only be included in | EwnData

Ailnitiate Repl ace Plaocc koepte rFatlitoerr sc odne sE.xii st i ng
12
The QoS List shall contain a variable number of Flow Identifiers and associated 13
R_QOS_SUB_BLOB fields. Table 12 shows the format of the QoS List. 12

15
16

Table 12 QoS List Layout

0 1 2 3 4 5 6 7 17
MSB LSB 18
QoS List Length (MSB) 19
QoS List Length (LSB) 20

21
22
23

Flow Identifier 1
R_QOS SUB BLOB LEN 1

R_QOS SUB BLOB 1 04

< 25

Flow Identifier 2 26
R_QOS SUB BLOB LEN?2 27
R_QOS SUB BLOB 2 28

29
30
31
32
33
34
35

Flow Identifier N
R_QOS SUB BLOB LENN
R_QOS SUB BLOBN

Each QoS List is of variable length and consists of the following fields: 36
37

A . 38

QoS List Length (16 bits): 39

40

The QoS List Length field contains the binary coded representation of the 4

length (in octets) of the QoS List. Its value includes the QoS List Length field 42

43
44
45
Flow Identifier (8 bits): 46
47
48

and the QoS list contents.

The Flow Identifier field is used to identify each reservation to or from an MS
and shall be unique within the MS across different reservations. The same

Flow Identifier value may be used in the forward and reverse directions. %0

51
52
Flow Identifier shall be set as follows: 53
54

Flow Identifier shall identify each reservation that is requested

to be added or deleted. 56

57
58
59
60
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B.1.1.1.2

For

TFT

operation
PDSN shall set the Flow Identifier to a unique temporary value
associated with the Flow Identifier in the packet filter list. This
temporary Flow Identifier shall be set to the same value as used

in the Packet Filter List.

For

Exi sti

TFT

ng

operation
TFTo,

X.S0011-004-E v1.0

t he

value as used in the Packet Filter List.

R_QoS_SUB_BLOB_LEN (1 octet):

This field shall be set to the length, in octets, of the R_QoS_SUB_BLOB field.

R_QoS_SUB_BLOB (multiple octets):

This field shall be set according to Annex E.1. The VERBOSE field shall be

set

of precedence.

to

606 .

The

FIl owPr of i

The PDSN shall set FLOW_PRIORITY based on local policy.

Header Removal Initialization Parameters (IE Type # = 4)

code

code

el

set

set
BebtifieN to theh a |
flow identifier associated with the flow for which packet filters
are to be replaced. This Flow Identifier shall be set to the same

Ds

This IE is included when header initialization is required for the purpose of Header Removal
operation. The field is sent from the MS to the PDSN in the Resv message. The field includes

static header information and is coded in the following format.

0
MSB

1

2

3

4

5

6

7

Reserved

NS

P

SR ID

1 octet

Header elements list

variable

Reserved

This field shall be filled with all 0.

NS:

The Non-Specific bit. This bit indicates the type of FLOW_ID-to-A10 connection
mapping requested for the associated TFT. When set, it indicates that the FLOW _ID-
to-A10 connection mapping is indicated by the RAN in A1l signaling. When the bit
is not set, it indicates that the FLOW_ID-to-A10 connection mapping is indictated by
the MS. When set, the SR_ID field shall be set to 0 and the P bit shall be set to 1. For

Figure 11 Header Removal : IE Type#=4

HRPD, the NS bit is always set to 1 and the P bit is always set to 1.

The P (Persist ency)
Header Removal Initialization Parameters even if the A10 connection is not
establ

i shed

bit

or

i s

set to

di sconnected
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The following figure shows the detail of each element of the header element list in
the previous figure:

0 1 2 3 4 5 6 7

MSB

Header Type 1 octet
Length 1 octet
Header Contents variable

Figure 12 Header Element List

Each header element is coded per Figure 13 :

IPv4 1
IPv6 2
IPv6 extension header 3
UDP 4
RTPv2 5
GRE 7
Minimal Encapsulation 8
Header

Figure 13 Header Element Types

Subtype value: IPv4

0 1 2 3 4 5 6 7

MSB

Protocol 1 octet
Source address 4 octets
Destination address 4 octets
Type of service 1 octet
Time to Live 1 octet

Figure 14 Header Removal Subtype IPv4

Subtype value: IPv6

0 1 2 3 4 5 6 7

MSB

0 0 0 0 Flow label (mshb) 1 octet
Flow label (Isb) 2 octets
Next header 1 octet
Source address 16 octets
Destination address 16 octets
Traffic class 1 octet
Hop limit 1 octet

Figure 15 Header Removal Subtype IPv6
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Subtype value: IPv6 extension header

0 1
MSB

2

3

4

5

Next header

Header extension length

Extension payload data

1 octet
1 octet
variable

Figure 16 Header Removal Subtype IPv6 Extensions

This extension header is suitable for carrying Routing Headers, Hop-by-Hop Options, or
Destination Options.

Subtype value: UDP

0 1
MSB

2

Source port

Destination port

2 octets
2 octets

Figure 17 Header Removal Subtype UDP

Subtype value: RTPv2

0 1
MSB

2

3

SSRC

Reser |PT
ved

TS_STRIDE

4 octets
1 octet

2 octets

Figure 18 Header Removal Subtype RTPv2

Reserved

This field shall be set to 0.

Subtype value: GRE

0 1 2 3 4 5
MSB

C rsvd |K S Reserved
Protocol type

Key field

1 octet
1 octet
4 octets

Figure 19 Figure B - 1. Header Removal Subtype GRE

Reserved

This field shall be set to 0.
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Subtype value: Minimal encapsulation

0 1 2 3 4 5 6 7

MSB

Protocol type 1 octet
S | Reserved 1 octet
Original destination address 4 octets
Original Source Address (if S=1) 4 octets

Figure 20 Header Removal Subtype Minimal Encapsulation

Reserved
This field shall be filled with all 0.
B.1.1.1.3 Channel Treatment (IE Type # = 6)

This IE is included when channel treatment is required. The field is sent from the MS to the
PDSN in a Resv message. The field includes channel treatment information and is coded in
the following format. This IE only applies for cdma2000 1x.

0 1 2 3 4 5 6 7

MSB

Reserved P SR ID 1 octet
Channel treatment 1 octet

4 octets
[RFC 3006] hint (if applicable)

Figure 21 Figure B - 2. Channel Treatment IE Type # =6

Reserved

This field shall be filled with all 0.

© O N o g b W N P
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35

The P (Persistency) bequest frions the VIS to keepahe 6 1 s

Header Compression context even if the A10 connection is not established at the
PDSN. Otherwise, it shal/l be set to 0

Channel Treatment

The channel treatment specification is provided as a way for MSs to specify per-
channel default treatments. First octet indicates channel treatment (CT) type, and 4
octets indicate channel treatment specification, which is applicable for CT values 0-4.

Treatment CT
Header Compression 0
Reserved 1-255

Figure 22 CT Values

[RFC 3006] hints are four octets and the following are applicable herein. Only the treatments
given in the channel treatment hints table make use of the hints field; for other treatments the
hints field is set to zero.
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Type Value

IP/TCP data that may be compressed 0x002d0000
according to [RFC 1144]

IP data that may be compressed 0x00610000
according to [RFC 2507]

ROHC uncompressed profile [RFC 0x00030000
3095]

ROHC RTP profile [RFC 3095] 0x00030001
ROHC UDP profile [RFC 3095] 0x00030002
ROHC ESP profile [RFC 3095] 0x00030003
ROHC LLA profile [RFC 3242] 0x00030005

ROHC LLA profile R-Mode [RFC 3408] | 0x00030105

(extension for R-Mode)

ECRTP [RFC 3545] 0x00610200
Figure 23 CT Hints

Note that no specific treatment or hint is needed for Header Removal or ROHC LLA
compression operation, because the PDSN can infer the use of Header Removal or LLA
compression from the service option number (e.g., SO 60 or SO 61) of the A10 connection
given by the SR_ID in the Channel Treatment IE header.

ResvConf Message

The purpose of the ResvConf message is to acknowledge the receipt of the Resv message
from the MS.

The PDSN shall send the ResvConf message to the unicast IP address obtained from the
RESV_CONFIRM object, which is the IP address of the MS. The ResvConf message shall
include a copy of the RESV_CONFIRM object from the Resv message that triggered the
confirmation. Although the ResvConf message is required by [RFC 2205] to carry an
Error_Spec object, no use for this object exists in this application. Instead this document
defines specific error IEs that shall be carried in a ResvErr message. The PDSN shall send the
ResvConf message to the MS only when the processing of the entire 3GPP2 OBJECT is
successful. Otherwise, the PDSN shall send a ResvErr message. These ResvErr IE is defined
in B.3. The ResvConf message format used in this document is as follows:

<ResvConf message> ::= <Common Header>
<SESSION> <ERROR_SPEC>
<RESV_CONFIRM><3GPP2 OBJECT>
<STYLE>

Common Header mandatory object. (See section 3.1 of [RFC 2205]).

SESSION This object is specified in B.1.1.

ERROR-SPEC: mandatory object, with an empty value and the length field shall be
set to four octets. (See Annex A of [RFC 2205])

RESV_CONFIRM : This object is specified in B.1.1.

STYLE: This object is specified in B.1.1.

3GPP2 OBJECT. The PDSN shall set 3GPP2 OBJECT in ResvConf message
specified in Figure 24 :
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B.3

1 2 3

01234567890123456789012345678901

Length | 3GPP2 Class | C-Type

Transaction ID

Figure 24 3GPP2 OBJECT in ResvConf Message

Length:

Length of the 3GPP2 OBJECT. Length in octets and shall always be a multiple of 4
octets.

3GPP2 Class
231
C-Type:
1
Transaction ID:

The PDSN shall set this field to the same number that is received in Resv message
from the MS for which this ResvConf is generated.

ResVvErr Message

The purpose of the ResvErr message is to indicate an error to the sender of Resv. The receiver
of the Resv shall send the ResvErr to the sender of the Resv with the appropriate IEs to
indicate that the processing of the 3GPP2 OBJECT is unsuccessful. The ResvErr message
format used in this document is as follows:

<ResvVErr Message> ::= <Common Header>
<SESSION>
<ERROR_SPEC> <3GPP2 OBJECT >
<STYLE>
Common Header mandatory.(See section 3.1 of [RFC 2205]).

SESSION This object is specified in B.1.1.

ERROR-SPEC. mandatory object, with an empty value and the length field shall be
set to four octets. (See Annex A of [RFC 2205]).

3GPP2 OBJECT: see B.3.1t0 B.3.3.

STYLE: This object is specified in B.1.1.

3GPP2 OBJECT: The PDSN shall set 3GPP2 OBJECT in ResvErr message as
specified in Figure B - 26:
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1 2 3
012345678901 23456789012345¢6178901
Length | 3GPP2 Class | C-Type

Transaction ID

IE List

Padding as necessary
Figure 25 3GPP2 OBJECT in ResvErr Message

Length:

Length of the 3GPP2 OBJECT. Length in octets and shall always be a multiple of 4
octets.

3GPP2 Class
231
C-Type:
1
Transaction ID:

The PDSN shall set this field to the same number that is received in Resv message
from the MS for which this ResvErr is generated.

The following defines the Error IEs that is included in IE_List of the 3GPP2 OBJECT in
ResvErr Message:

B.3.1 TFT Error (IE Type #=1 and 3)

1 2 3
01234567890123456789012345678901
MS IPv4 Address
Reserve | N SR_ID | X| Reserved TFT Error Code
d S
Optional extensions

Figure 26 TFT IPv4 Error: IE Type #=1

1 2 3

012345678901 23456789012345678901

MS IPv6 Address

Reserve | N SR ID | X | Reserved TFT Error Code
d S
Optional extensions

Figure 27 TFT IPv6 Error: IE Type #=3
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MS IP address

Same asinB.1.1.1.1.
Reserved

This field shall be filled with all 0.
NS:

The Non-Specific bit. This bit indicates the type of FLOW_ID-to-A10 connection
mapping requested for the associated TFT. When set, it indicates that the FLOW _ID-
t0-A10 connection mapping shall be indictated by the RAN in Al1l signaling. When
the bit is not set, it indicates that the FLOW _ID-to-A10 connection mapping shall be
indictated by the MS. When set, the SR_ID field shall be set to 0 and the P bit shall
be set to 1. For HRPD, the NS bit is always set to 1 and the P bit is always set to 1.

SR_ID:

Contains the identifier for the A10 connection on which the TFT applies. When the
NS bit is set to 1, the SR_ID field shall be set to 000.

When set, this bit indicates the presence of TLV encoded extensions after the TFT
error code.

TFT error code:

TFT error codes indicate that the TFT operation requested by the MS or the PDSN
was unsuccessful. The PDSN or the MS shall include these error codes in the
ResvErr message to indicate the error caused during TFT processing. The error codes,
descriptions and the reasons are described in the following table:

Table 13 TFT Error Code

Error Code Description Reason

00000000 Reserved -

00000001 Packet filter add failure PDSN could not add the requested packet filter
due to any reason.

00000010 Packet filter unavailable MS attempted to replace or delete packet filter(s)
that is/are not installed in the PDSN.

00000011 Unsuccessful TFT PDSN could not parse the TFT for any reason e.g.

processing poorly formatted TFT.

00000100 Channel not available MS attempted to installed a non persistent TFT
(P=0) when the corresponding A10 is not
established.

00000101 Evaluation precedence Contention in the evaluation precedence value

contention detected

00000110 Treatment not supported The MS included a flow or channel treatment
value that is not supported by the PDSN.

00000111 Packet filter replace failure | The packet filter replace request has some
unknown error.

00001000 Persistency Limit This applies to cdma2000 1x only. The PDSN

Reached returns this error if the user is authorized through
the user profile and the local policy allows for
persistent TFTs but the user has already used up
the maximum allowed number of persistent TFTs
as per the userdés profi

00001001 Persistency Not Allowed This applies to cdma2000 1x only. The PDSN
returns this error if the user is not authorized
through the user profile or the local policy does
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Error Code Description Reason
not allow persistent TFTs to be installed.

00001010 Unauthorized TFT For IPv4, the MS attempted to install TFTs with
non authorized IP address in the MSIP address
field.

For IPv6, the MS attempted to install TFTs with
non authorized IP address prefix in the MSIP
address field.

00001011 Max number of Packet The MS attempted to install more than 255 packet

Filters for the TFT has filters for the TFT in any direction.
been reached
00001100 Attempted to add Packet The MS attempted to add packet filters to a TFT
Filters to non existent TFT | before creating the TFT.
10000000 Unsuccessful TFT Sent from the MS to the PDSN in a ResvErr
processing message for network-initiated QoS to indicate that
the MS could not parse the TFT for any reason,
e.g. poorly formatted TFT.

10000001 Invalid IP address Sent from the MS to the PDSN in a ResvErr
message for network-initiated QoS to indicate that
the PDSN used an invalid MS IP address/prefix in
a Resv message sent from the PDSN to the MS.

10000010 QoS FlowProfilelDs not Sent from the MS to the PDSN in a ResvErr

supported by the MS message for network-initiated QoS to indicate that
the MS supports none of the FlowProfileIDs
specified in the QoS list.

10000011 ¥ Only used in [22] See [22].

10000100

10000101 NW initiated QoS in Sent from the PDSN to the MS to indicate that the

progress for all the flows network is setting up the QoS for the flows that the
MS is trying to setup.
Other Values Reserved

Optional Extensions

When X=1, the following TLV encoded extensions may be included:

Type (1 octet)

1, TFT_IE Index.

Length (1 octet)

Value (variable):

51

Other values are reserved. The implementations compliant to this document shall
silently discard any extension with a value other than 1.

3 octets expressed in binary, it includes the length of the Type, Length and the Value
fields.

If Type=1, the index of the TFT IE that failed processing. The index starts from 1.
The value is one octet long with binary representation of the TFT IE index.
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B.3.2 Header Removal Error (IE Type # =5)

01234567890123456789012345¢672829

1

2

3
0

1

Contains the identifier for the A10 connection on which the TFT applies. When the

NS bit is set to 1, the SR_ID field shall be set to 000.

HR Error Code:

00000000
00000001
00000100
00000111
00001000

Reserved

Invalid header parameter
Channel not available
Persistency Limit Reached

Persistency Not Allowed

B.3.3 Channel Treatment Error (IE Type #=7)

Reserve | N SR_ID | Reserved HR Error Code
d S
Figure 28 HR Error: IE Type #=5
Reserved
This field shall be filled with all 0.
NS
The Non-Specific bit. This bit indicates the type of FLOW_ID-to-A10 connection
mapping requested for the associated TFT. When set, it indicates that the FLOW _ID-
to-A10 connection mapping will be dictated by the RAN in A1l signaling. When the
bit is not set, it indicates that the FLOW_ID-t0o-A10 connection mapping will be
dictated by the MS. When set, the SR_ID field shall be set to 0 and the P bit shall be
set to 1. For HRPD, the NS bit is always set to 1 and the P bit is always set to 1.
SR_ID:

1 2 3
01234567890123456789012345678901
[ reserved | SR ID | Reserved | Error Code |
Figure 29 Channel Treatment Error: IE Type #=7

Reserved

This field shall be filled with all 0.

Treatment Error Code:

00000000
00000001
00000010

5 Auxiliary Service Connection using SO67

Reserved
Invalid Treatment

Treatment not supported
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00000100
00000110
00000111
00001000
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Channel not available
Treatment not supported
Persistency Limit Reached or

Persistency Not Allowed

B.4 Reliable Delivery of RSVP Messages

The sender of the Resv shall include the RESV_CONFIRM object in the Resv message. The
sender may send the Resv message a configurable number of times until a confirmation is
received. If the sender retransmits the Resv message, the sender shall use the same

Transaction ID.
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C Annex C (Informative): Example of VolP Call
Flow with Header Reduction Techniques

Introduction :

This Annex includes an informative cdma2000 1x VolP setup call flow over the main service
connection and shows the flow of SIP signaling, setup of an auxiliary service instance of SO
type 60 or 61, signaling for TFT, Header Removal parameter initialization (for Header
Removal, SO 60) over the main service connection, in-band context initialization (for LLA
ROHC over SO 61) and bearer path establishment.

Call Flow:

Figure C - 1 shows an example of an MS originated call flow for VVolP.
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MS RAN PDSN AAA ‘ SIP Proxy ‘ ‘ CN ‘
1.5033 (PPP) >
2. Access Request
3. Access Accept (User Profile)
4. SIP: INVITE -
Lol
Can be
performed 5. EOM (SR_ID, SO60 or 61)
in parallel > >
6. Service Connect Message (SO60 or 61)
7. A11 RRQ (SR_ID, SOJ
8. A11 RRP
9. SIP: 183 Session Progress (SDP)
T e e N T
} 10. SO61 Context Initialization (at the PDSN (static)) |
- - - - 1
10a. SIP: PRACK
-
o 11. SIP: 200 OK
Can be
performed 12. RSVP Resv (3GPP2_Object)
in parallel
13. RSVP ResvQonf
14. SIP: Update
> >
15. SIP: 200 OK
-t
16. SIP: 180 Ringing
-t -¢
17. SIP: PRACK
- | -
-— Ll
18. SIP: 200 OK
- ¢
19. SIP 200 OK .
20. SIP: ACK
——21. Packet fow——————»
N ___
} 22. SO61 Context Initialization (at the PDSN and MS (static and dynamic)) }
- 1
4——23. Packet flow (Header Reduction Packets) ————————m»
|

Figure 30 An example of MS originated call flow for VoIP

1. The MS establishes the SO33 (main service connection) with RLP retransmissions
enabled. The MS establishes a PPP session with the PDSN. The MS indicates its Header
Compression capabilities (e.g., ROHC, LLAROHC, VJHC) to the PDSN. The main

55
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service connection provides a communication channel for the MS to send and receive
control messages and user data.

The PDSN sends a RADIUS Access-Request message to the RADIUS server containing
t he MS 6 s Net wor k Access l denti fier
authenticator computed by the MS in response to CHAP (if Simple IP is used) or FA
Challenge (if MIP is used).

If the MS is authenticated successfully, the RADIUS server sends a RADIUS Access-
Accept message containing the user subscription profile.

The steps 4 and 5 described as follows can be performed in parallel.

4.
5.

8.
9.

The MS sends a SIP Invite to the correspondent Node (CN).

The MS sends EOM with SO set to 60 or 61 to establish the auxiliary service instance. If
the MS cannot determine which codec to use it may send an EOM for SO 60 or SO 61
after codec negotiation is performed at step 9.

The RAN sends a Service Connect Message to connect the service.

The RAN sets up A8 and A10 connections. The figure only shows the A10 connection
setup via A1l RRQ Message sent from the RAN to the PDSN.

The PDSN sends an A11 RRP to the RAN.

In response to step 4, the CN sends a SIP 183 Session Progress including SDP.

The steps 10 and 12 described as follows can be performed in parallel.

10.

11.
12.

13.
14.

15.
16.
17.
18.
19.
20.
21.
22,

If the MS has established SO 61, it may start context initialization operation of the
decompressor at the PDSN to initialize the static context (IR packet with zero payload),
in band over SO 61. The MS responds with a SIP PRACK to the CN.

The CN responds with a SIP 200 OK.

Triggered by the step 9 (SIP: 183 Session Progress), the MS sends an RSVP Resv
Message including the 3GPP2 OBJECT: TFT IE, and Header Removal Initialization
Parameters (if Header Removal is used). If the MS negotiates SDP in the step 10, this
step may be triggered by the step 11.

The PDSN sends an RSVP ResvConf message to the MS.

After bearer path and flow mapping are successfully established, the MS sends a SIP
Update message to the CN.

The CN sends 200 OK to the MS.

The CN sends SIP 180 ringing to the MS after the CN starts to ring.
The MS sends SIP PRACK for acknowledgement.

The CN responds with SIP 200 OK to the MS.

The CN user picks up the call and the CN sends SIP 200 OK to the MS.
The MS sends an SIP ACK to the CN.

Packet Data (\VVolP) flows.

For SO 61, the PDSN performs in-band over SO 61 service instance the static and
dynamic context initialization of the decompressor at the MS based on the first
IP/UDP/RTP header packet(s) it receives from the CN. For completion of the PDSN
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23.

decompressor context initialization, the MS initializes the dynamic context at the PDSN
over SO 61 service instance during the first IP#UDP/RTP packet(s) it sends to the CN.

The PDSN and the MS are sending Header Reduction packets.

Notes:

1.

SIP signaling is used as an example for this call flow. If SIP signaling is not used for call
control, the MS can perform step 5 or step 12 once the main service connection is
established and the MS knows the session related characteristics.

Based on step 3 (user profile) and its capability, the PDSN determines whether to accept
step 7 (bearer path setup).

In case that the PDSN receives RSVP Resv containing the TFT IE, the HRPI IE or the
CT |IE and the A10 connect i dSN detansinesdased
on the presence of the persistency bit and the user profile if it accepts the request. If the
PDSN determines that the request shall be rejected, it shall return ResvErr to the MS to
indicate that the channel is not available or persistency not allowed or persistency limit
reached. Otherwise it sends a ResvConf message. If the MS receives ResvErr with error
code of channel not available, the MS may retransmit the Resv message a configurable
number of times until a ResvConf message is received, or until expiry of the configurable
timer. If flow mapping has failed, the MS shall tear down the over the air service
connection, which will trigger the release of the A8 and 10 connections.

The PDSN should not tear down the A10 connection even it does not receive Resv for
packet filter. This allows the MS to set up auxiliary service instance only used for reverse
link.
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D Annex D (Normative): Main Service Connection
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Timer

Table 14 Main Service Connection Timer

Timer Description Default
Twait_main This timer is used when an A10 2s

connection request for a new MS
is received at the PDSN and the
request does not correspond to
an SO type of 33/59. This timer is
provisioned at the PDSN to wait
for an A10 connection of SO type
33/59 to initiate PPP negotiation
with the MS.
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E Annex E (Normative): QoS BLOB

In any multi-bit field in the following messages, the most significant bit (MSB) shall be
transmitted first.

E.1 Requested QoS BLOB (R_QoS BLOB)

The requested QoS BLOB is used by the MS to request specific QoS for an IP flow. For
cdma2000 1x operation, the entire R_QoS_BLOB is sent by the MS. For HRPD operation,
only the R_QoS_SUB_BLOB field is sent by the MS.

The R_QoS_SUB_BLOB appears in the R_QoS BLOB. The content and format of the
R_QoS_SUB_BLOB is common for both cdma2000 1x and HRPD.

For cdma2000 1x operation, the R_QoS_BLOB is generally carried in the QoS_PARMS field
in appropriate signaling messages, see [9].

For HRPD operation, the R_QoS_SUB_BLOB is included in a
ReservationKKQoSRequestFwd or ReservationKKQoSRequestRev Attribute in appropriate
signaling messages, see [15 and 20].R_QoS_BLOB contains the following fields:

Table 15 Requested QoS BLOB (R_QoS_BLOB)

Field Length (bits)
QoS BLOB TYPE_IND 2
QoS BLOB TYPE 3
NUM_FLOWS 3
NUM_FLOWS occurrences of the following record:
{
FLOW ID 8
Direction 2
OP_CODE 3
R QoS SUB BLOB_LEN 8
R QoS SUB BLOB 8x R_ QoS SUB BLOB LEN
}
QoS_BLOB_TYPE_IND®: QoS BLOB type indicator.
The MS shall include this field and set
QoS BLOB_TYPE: QoS BLOB type.
The MS shal | include this field and set it t
NUM_FLOWS: The number of IP flows.
The MS shall include this field and set it to the number of IP flows included in the
R_QoS_BLOB.
The MS shall include one occurrence of the following fields for each requested IP flow:
FLOW_ID: The IP Flow Identifier.

'8 This field is only present in the requested QoS BLOB to distinguish this QoS BLOB from
the one specified in [11].For the granted QoS BLOB, this purpose is served by the
QoS_BLOB_TYPE field. Therefore, this field is not present in the granted QoS BLOB.
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The MS shall set this field to an unsigned integer that uniquely identifies an IP flow in
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1

the MS for the direction specified by the Direction field. 2

Direction: The direction of the IP flow. j
The MS shall set this field to a value as specified in Table 16. °

6

Table 16  Direction 7

8

Value Description 9

6006 Forward 10

601506 Reverse 11

61060 Both Forward and Reverse 12

611506 Reserved 13

14

15

OP_CODE: The operation code for the flow. 1
The MS shall set this field to a non-reserved value as specified in Table 17. i;

Table 17 Operation Code 18

20

Value Description RAN and PDSN Action 21
60006 Reserved 22
6001506 Add/Update and For the IP flow identified by the FLOW_ID 23
Activate field, the RAN and PDSN either add a new 24

QoS flow or update the requested QoS 25

parameters for an existing QoS flow, and then 2

activate the QoS flow. 97

601006 Add/Update only For the IP flow identified by the FLOW_ID 28
field, the RAN and PDSN either add a new 2

QoS flow or update the requested QoS 20

parameters for an existing QoS flow, and then L

do not activate the QoS flow. s

601106 Remove For the IP flow identified by the FLOW_ID %2
field, the RAN and PDSN remove the QoS 3
flow. 34

61006 Deactivate (but do not For the IP flow identified by the FLOW _ID 3
remove) field, the RAN and PDSN deactivate the QoS 36

flow but do not removes the QoS flow. 37

610106 Activate (using For the IP flow identified by the FLOW_ID 38
previously requested field, the RAN and PDSN activate the QoS 39

QoS) flow. 40

41

611106 Reserved 42
43
44

R_QoS_SUB_BLOB_LEN: Length of the R_QoS_SUB_BLOB field. 45
If the OP_CODE field is set to 60118 o
6000000006 and not include the R_QoS_SUB_

R_QoS_SUB_BLOB:

this field to the length, in octets, of the R_QoS_SUB_BLOB field.

The MS shall include this field to identify the specific QoS that it is requesting for the IP
Betshal 6601d] wd
54

fl

fields in the R_QoS_SUB_BLOB.

The requested QoS Sub Blob.

ow. | f t he
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Table 18 Requested QoS Sub BLOB (R_QOS_SUB_BLOB)

Field

Length (bits)

FLOW_PRIORITY

4

NUM_QoS_ATTRIBUTE_SETS

3

{

NUM_QoS_ATTRIBUTE_SETS occurrences of the following record:

Qo0S_ATTRIBUTE_SET_LEN

4

QoS _ATTRIBUTE_SET

8x Q0S_ATTRIBUTE_SET LEN

}

Reserved

| 0-7 bits as needed

FLOW_PRIORITY:

The Flow Priority Indicator.

The MS shall include this field to indicate the priority to be assigned to the IP flow. The
val ue 61111 g medd tc agreiso rtihtey

NUM_QoS_ATTRIBUTE_SETS:

The number of QoS_ATTRIBUTE_SET.

and

v al

ue 600006

The MS shall set this field to the number of alternative QoS attribute sets acceptable for
the IP flow that are included in the R_QoS_SUB_BLOB Each QoS _ATTRIBUTE_SET
QoS parameter

contains

one set of acceptabl e

The MS shall include one occurrence of the following fields for each QoS attribute set. If
multiple QoS attribute sets are included, the MS shall include the QoS attribute sets in
descending order of preference.

QoS_ATTRIBUTE_SET_LEN:

The length of QoS_ATTRIBUTE_SET.

The MS shall set this field to the length, in octets, of the QoS_ATTRIBUTE_SET.

QoS_ATTRIBUTE_SET :

The QoS parameters requested for the IP flow.

The MS shall include the following fields to identify the requested QoS parameters for

the IP flow:

Table 19 Content of Q0S_ATTRIBUTE_SET

Field Length (bits)
QoS ATTRIBUTE SET ID 7
VERBOSE 1
FlowProfile|D Oorl6
Traffic Class Oor3
Peak Rate Oorl6
Bucket Size Oorl6
Token Rate Oorl6
Max_Latency Oor8
Max IP Packet Loss Rate Oor5
Packet Size Oor8
Delay Var_Sensitive Oorl
Reserved 0-7 as needed

QoS_ATTRIBUTE_SET_ID:

The flow QoS identifier.

The MS shall set this field to an identifier for the QoS_ATTRIBUTE_SET.

The MS shall not set this fi

el

d

t

(o]

60000000
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If the MS is operating with a cdma2000 1x RAN, the MS shall not set this field to

6

1

611111116. 2

VERBOSE: The VERBOSE Bit. j

This field indicates whether a FlowProfilelD or detailed QoS parameters are included in °

the QoS_ATTRIBUTE_SET. j

| f a FlowProfilelD is included, the MS
parameters are included, the MS shall s¢@

10

FlowProfilelD: The I P Fl owds Profile Ildentifier. n
12
If the VERBOSE field is set to 606, t hse

FlowProfilelD that represents the application using the IP flow; otherwise, the MS shall 14

omit this field. The FlowProfilelDs are specified in [13]. 15

Traffic_Class: The Traffic Class. ij
If the VERBOSE field is set to 616, the®

class as specified in Table 20; otherwise, the MS shall omit this field. ;z

Table 20  Traffic Class 2

22

Value Description 23

600006 Unknown 24

6001506 Conversational 25

601006 Streaming 26

601106 Interactive 27

6100506 Background 28

0 1 001161 1 6| Reserved 29

30

31

Peak Rate: The Peak Rate. -
This field specifies the peak traffic rate as specified in [RFC 2210], [RFC 2212] and zz

[RFC 2215]. -

If the VERBOSE field is set to 616, thé

rate, in units of 256 bytes per second; otherwise, the MS shall omit this field. 3

38

If this field is included, the MS shall set this field to the unsigned value n (range from 1 39

to 65535), where the peak rate = nl 25%

specify the peak rate, the MS shall set this field to zero. 4

42

Bucket_Size: The Token Bucket Size. 43
44

This field specifies the token bucket size as specified in [RFC 2210], [RFC 2212] and 45

[RFC 2215]. 6

If the VERBOSE field is set to 616, the,

bucket size, in units of 256 bytes; otherwise, the MS shall omit this field. 20

If this field is included, the MS shall set this filed to the unsigned value n (range from 1 50

to 65535), where the bucket size = nl2F%

token bucket size, the MS shall set this field to zero. Z

Token_Rate: The Token Rate. 54
55

This field specifies the token rate as specified in [RFC 2210], [RFC 2212] and [RFC 56

2215]. 57

58
59
60
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Max_Latency:

If the VERBOSE field is set to 6106, t he MS
rate, in units of 256 bytes per second; otherwise, the MS shall omit this field.

If this field is included, the MS shall set this filed to the unsigned value n (range from 1
to 65535), where the token rate = nl 256 byt
specify the token rate, the MS shall set this field to zero.

The Maximum Latency.

| f the VERBOSE field is set to 06016, the M!
maximum latency, in units of 10 milliseconds; otherwise, the MS shall omit this field.

Max Latency specifies the maximum acceptable delay from the time that an octet of user
data is submitted to the transmitter until the receiver receives the octet. It is measured
between the MS and RAN.

If this field is included, the MS shall set this field to the unsigned value n (range from 1
to 255), where the maximum | atency = nl 10 milliseconds.
specify the maximum latency, the MS shall set this field to zero.

Max_IP_Packet_Loss_Rate: The Maximum Loss Rate.

Packet_Size:

Delay_Var_Sensitive:

Reserved:

Reserved:

| f the VERBOSE field is set to O01dhe the M!
maximum IP packet loss rate; otherwise, the MS shall omit this field.

If this field is included, the MS shall set this field to an unsigned value n (range from 1 to
31), where the maximum IP packet loss rate = 10°(-n/ 4 ) . I f the MS does
specify the maximum loss rate, the MS shall set this field to zero.

When Max_IP-Packet_loss_Rate is used the Packet_Size shall also be specified.
The Median Packet Size.

I f the VERBOSE field i s set toindicatedht dediant he MS
packet size, in units of 8 bytes; otherwise, the MS shall omit this field.

If this field is included, the MS shall set this filed to the unsigned value n (range from 1
to 255), where the median packet size = nx8 bytes. If the MSdoe s ndt want to spe
median packet size, the MS shall set this field to zero.

The delay variation sensitivity indicator.

| f the VERBOSE field is set to 616, t he MS
shall omit this field.

I f this field is included, the MS shall set
sensitive to variation in delay. The MS shal
sensitivity to variation in delay is not specified.

The Reserved bits.

The MS shall i nclude whatever number of
QoS _ATTRIBUTE_SET an integer number of octets.

Reserved bits.

The MS shall i nclude whatever numier of
R_QoS_SUB_BLOB an integer number of octets.
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Granted QoS BLOB (G_QoS _BLOB) from the RAN 1
2
The granted QoS BLOB is used by the RAN to inform the MS which requested QoS for an IP 3
flow has been granted. For cdma2000 1x operation, the entire G_QoS_BLOB is sent by the 4
RAN. For HRPD operation, only the G_QoS_SUB_BLOB field is sent by the RAN. 5
6
The G_QoS_SUB _BLOB appears in the G_QoS_BLOB. The content and format of the 7
G_QoS_SUB_BLOB is common for both cdma2000 1x and HRPD. 8
9
For cdma2000 1x operation, the G_QoS_BLOB is generally carried from the RAN to the MS 10
in the QoS_PARMS field in appropriate signaling messages, see [9]. 1
For HRPD operation, the G_QoS SUB BLOB only is included in a iz
ReservationKKQoSResponseFwd  or  ReservationKKQoSResponseRev  Attribute  in 1
appropriate signaling messages, see [15] and [20]. 15
G_QoS_BLOB contains the following fields: ij
Table 21 Granted QoS BLOB (G_QoS BLOB) 18
19
Field Length (bits) 20
QoS _BLOB_TYPE 3 21
Resend_QoS 1 22
NUM_FLOWS 3 23
NUM_FLOWS occurrences of the following record: 24
{ 25
Flow ID 8 26
Direction 2 27
G QoS SUB BLOB 8 28
} 29
30
31
QoS_BLOB_TYPE: QoS BLOB Type. 2
The RAN shall include this field and sel it
Resend_QoS: The QoS Resend Flag. 3
36
The RAN shall include this field. 37
38
The RAN shall set this field tQoSinfoimationn f 4 he
for all fl ows; ot her wise, the RAN shallggset
NUM_FLOWS: The number of IP flows. j;
The RAN shall include this field. N
I f the Resend_QoS flag is set to 6106, t*he
RAN shall set this field to the number of IP flows included in the G_QoS_BLOB. 46
47
The RAN shall include one occurrence of the following fields for each IP flow: 48
49
FLOW_ID: The Flow Identifier. 50
The RAN shall set this field to the IP Flow Identifier used by the MS when it requested z;
Qos for the IP flow. o
Direction: The direction of the IP flow. 5

G_Qo0S_SUB_BLOB:

5 Auxiliary Service Connection using SO67

The RAN shall set this field to a value as specified in E - 2
The granted QoS Sub Blob.

55
56
57
58
59
60
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t

RAN
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The base station shall include the following two fields in the G_QoS_SUB_BLOB.

Field

Length (bits)

QoS _ATTRIBUTE_SET _ID

Reserved

QoS_ATTRIBUTE_SET_ID: The identifier assigned by the MS to the QoS_ATTRIBUTE_SET that has
been granted by the RAN.

If the RAN is granting the single set of QoS parameters requested by the MS for this IP
flow, the RAN may omit this field. Otherwise, the RAN shall set this field as follows:

The RAN may set this field to the identifier selected by the MS to identify the set of QoS
parameters that have been granted by the RAN;or,

For a c¢cdma2000 1x RAN, t he RAN may set

QoS parameters requested by the MS for this IP flow has been added but not activated.

For a ¢cdma2000 1x RAN, the RAN mayllsstset

of parameters requested by the MS for this IP flow have been removed.

For an HRPD RAN, the RAN may set this

QoS_SUB_BLOB has been added but is invalid for this RAN and the MS should not
activate the correspond IP flow.

Reserved: The Reserved bits.

If the QoS_ATTRIBUTE_SET_ID field is omitted, the RAN shall omit this field.

Ot her wi s e, the RAN shall set this fiel

E.3 Updated QoS Sub BLOB (U _QOS _SUB_BLOB)

For HRPD operation, the Updated QoS Sub_BLOB is used by the PDSN to update the QoS for an existing IP
flow based on operator policy. The U_QoS_SUB_BLOB contains a subset of the
FlowProfilelDs in the R_QOS_SUB_BLOB or value of 0x0000.

The Updated QoS Sub_BLOB format is as follows.

Table 22 Updated QoS BLOB (U_QoS_BLOB)

Field

Length (bits)

NUM_ QoS ATTRIBUTE _SETS

3

NUM_QoS_ATTRIBUTE_SETS occurrences of the following record:

{

QoS _ATTRIBUTE_SET LEN 4

Qo0S_ATTRIBUTE_SET 8x
Qo0S_ATTRIBUTE_SET_LE
N

[ Reserved

[ 0-7 bits as needed |

NUM_QoS_ATTRIBUTE_SETS:

The number of QoS_ATTRIBUTE_SET. The PDSN shall set this field to the
number of alternative QoS attribute sets that are included in the U_QOS_SUB_BLOB.
Each QoS_ATTRIBUTE_SET contains one allowed FlowProfileID. The PDSN shall not
set thiOsOOf6i.el d to 0
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The PDSN shall include one occurrence of the following fields for each QoS attribute set.

1
If multiple QoS attribute sets are included, the PDSN shall include the QoS attribute sets 2
in descending order of preference. 3
QoS_ATTRIBUTE_SET_LEN: The length of QoS_ATTRIBUTE_SET. :
The PDSN shall set this field to the length, in octets, of the QoS_ATTRIBUTE_SET. j
QoS_ATTRIBUTE_SET : 8
9
The updated QoS parameters for the IP flow. 10
11
The PDSN shall include the following fields to identify the updated QoS parameters for 12
the IP flow: 13
Field Length (bits) .
QoS_ATTRIBUTE_SET ID 7 16
VERBOSE 1 17
FlowProfilelD Oor16 18
19
Qo0S_ATTRIBUTE_SET_ID™: -
The PDSN shall set this field to an identifier for the QoS_ATTRIBUTE_SET. 22
23
VERBOSE: The VERBOSE Bit. 24
25
This field indicates whether a FlowProfilelD or detailed QoS parameters are included in 26
the QoS_ATTRIBUTE_SET. 27
28
| f a FlowProfilelD is included, the PDeN sha
parameters are included, t he Pdfi&gftibn, thibal I, set
field shall be set to 0. Setting this field to 1 is for further study. a1
FlowProfilelD: The I P Flowds Profile I dentifier. zz
| f the VERBOSE field is set to 00606, th¥ PDSN
FlowProfilelD that represents the application using the IP flow; otherwise, the PDSN %
shall omit this field. In this specification only FlowProfileID is used (since 33
VERBOSE=0). The FlowProfilelDs are specified in [7]. 28
A FlowProfilelD value of 0x0000 indicates followings: 39
40
For a cdma2000 1x RAN, it indicates that the RAN sets QoS_ATTRIBUTE_SET_ID in 41
G_QoS _SUB_BLOB to 600000006 for the asseociate
the QoS parameters requested by the MS for this IP flow have been added but not 43
activated. 44
45
For an HRPD RAN, it indicates that the RAN sets QoS _ATTRIBUTE_SET ID in 46
G _ QoS SUB_BLOB to 600000006 for the awssociat
requested QoS_SUB_BLOB has been added but is invalid for this RAN and the MS 48
should not activate the corresponding IP flow. 49
50
51
Reserved: >

53
54
55

9 This is not same as the QoS_Attribute_Set_ID in the Requested QoS_Sub_BLOB.

56
57
58
59
60
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E.4

Reserved bits. The PDSN shall include

the U_QOS_SUB_BLOB an integer number of octets.

Basic Procedures

The MS uses the R_QoS_BLOB to add, modify, or remove QoS for one or more IP flows. An
R_QoS_BLOB acts only on the set of flows identified within it; it does not affect any flows
not included in the R_QoS_BLOB.

The MS requests one or more QoS_ATTRIBUTE_SETs in order of preferences for a flow.
Each QoS_ATTRIBUTE_SET contains either a service profile ID or a group of detailed QoS
parameters. The RAN stores the requested QoS_ATTRIBUTE_SETs and grants one. The
RAN informs the MS which QoS _ATTRIBUTE SET it granted by the
QoS_ATTRIBUTE_SET_ID chosen by the MS.

If the MS receives a granted QoS containing a QoS_ATTRIBUTE_SET _ID that is not within
the MS requested QoS_ATTRIBUTE_SETS, the MS shall treat the grant QoS as invalid.

For HRPD, if the MS receives a granted QoS with a QoS_ATTRIBUTE_SET _ID set to
6000000006, the MS srdspondihgdP flomorttheRANt | vat e t

If the MS sends a new requested QoS Sub BLOB for an IP flow, the new requested QoS Sub
BLOB shall replace the previous requested QoS Sub BLOB for the same IP flow. In addition,
any previous grant for the IP flow(s) is no longer in effect when the MS receives a
confirmation from the RAN to indicate that the new requested QoS Sub BLOB has been
stored. If the MS receives an indication from the RAN that the requested QoS Sub BLOB has
not been stored, the previous granted QoS remains in effect. In any new requested QoS Sub
BLOB for the same IP flow, the MS shall not re-use recently used values for
QoS_ATTRIBUTE_SET_ID.

The RAN can change the granted QoS _ATTRIBUTE SET ID to another
QoS_ATTRIBUTE_SET_ID in the group of QoS_ATTRIBUTE_SET_IDs most recently
requested by the MS. The RAN informs the MS of the new granted
QoS_ATTRIBUTE_SET _ID.

The RAN passes the granted QoS_ATTRIBUTE_SET _ID to the PDSN (see [4]).

For ¢cdma2000 1x operation, t he RA Nhe BStb
resend QoS information for all flows. For HRPD operation, the functionality to request the
MS to resend QoS information is not needed because the QoS information is stored as part of
the air interface session (see [15] and [20] ).

The requirements for the case when the G_QoS _SUB BLOB is not included in the
RESEVERATIONKKQOSRESPONSEFWD  or RESERVATIONKKQOSRESPONSE
response are specified in [15] [20].
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what e

he

t

cor

he



X.S0011-004-E v1.0

cdma2000 Wireless IP Network Standard

F  Annex F (Informative): QoS Call Flows

F.1

MS-Initiated QoS Setup

MS BS/PCF

MS
becomes
aware of a
dataflow
that needs
a specific
QoS

1.

PDSN

AAA

1. Main Service Connectjion Setup (SO33 or SO59)

. Flow QoS Request (R_QoS_B
or R_QoS_SUB_BLOB)

3. Acces:
4. Subscriber QoS Profile

2. Access request

_— >

5 Accept (Subscriber QoS Profile)

-
-

| OB

6. Q0S A

and Admission Control

uthorization

7. QoS Granted
(G_QoS_BLOB or
G_QoS_SUB_BLOB, Airlink
Parameters)

-
-

8. Ack

9. Al1-Registration
Request
(A10 ID, Granted QoS
Parameters)

10. Al1l Registration Reply
-l

-

11. Resv (TFT)

12. ResvConf

A

-
-

Figure 31 QoS Setup in the cdma2000 System

The Main Service Connection setup.

2. The PDSN sends a RADIUS Access Request to the RADIUS Server.
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10.
11.

12.

Upon authentication, the RADIUS Server sends the Subscriber QoS profile to the PDSN.

The PDSN passes the relevant attributes from the received Subscriber QoS Profile to the
RAN.

The MS sends a Flow QoS Request® to the RAN. In this functional message, the MS
includes the R_QoS_BLOB (for cdma2000 1x) or R_QoS _SUB_BLOB (for HRPD),
which includes the flow based QoS requirements and the FLOW_ID(s) created by the
MS for the flow(s). These FLOW _ID(s) are unique for the MS in each direction.

The RAN performs QoS authorization and admission control and decides if the new
flow(s) can be supported over the air interface. The RAN shall store the requested QoS
BLOB received from the MS.

Note that steps 7 and 8 and steps 9 and 10 described below may happen in parallel with
each other. Step 11 can also be in parallel with Step 5.

The RAN grants QoS to the MS. The RAN also sends the appropriate air link parameters
to the MS in this step. There are two possible sequences that can occur in this step. If a
new air interface connection is needed to carry the new flow over-the-air interface, then
the RAN will setup a new over-the-air interface connection. If the RAN decides to carry
the flow(s) on an existing over-the-air interface connection, it then reconfigures the
parameters of that over-the-air interface connection.

The MS sends a confirmation to the RAN.

If a new over-the-air interface connection is needed, a new A10 connection is also
required to be established. The RAN then sends an A1l Registration-Request message to
the PDSN indicating the A10_ID and the Granted QoS BLOB for the flow. The Granted
QoS BLOB includes the FLOW_ID and the Direction. If a new over-the-air interface
connection is not needed, the RAN still sends an A1l Registration-Request message to
the PDSN indicating the A10 ID, FLOW_ID, and the modified Granted QoS BLOB for
the existing connection.

The PDSN sends A1l Registration-Reply message to the RAN.

The MS sends a Resv message to the PDSN to provide the PDSN with TFT for the new
data flow. The MS may use SDB to send the Resv message. In this case, the MS shall
associate the SDB with the main over-the-air interface connection.

The PDSN responds with ResvConf message confirming the reservation.

F.2 QoS Update Triggered by the RAN

In response to changing radio and traffic conditions the RAN may want to change the granted QoS for
an already admitted flow. The RAN may use a procedure similar to the one specified in Figure 31 to
reassign admitted flows if desired. The call flow for this scenario is shown in Figure 32 .

0 Messages between the MS and the RAN in this Annex are not exact message names
specified in the air interface documents. These messages denote the general functions for
support of QoS over the air.
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MS

BS/PCF

[N

. Admitted Qo$ Flow(s) on Going
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PDSN AAA

2. BS wishes to update
QoS based on original
requested QoS and
Subscriber QoS Profile

-

3. Al1-Registration
Request
(A10 ID, updated Granted
QoS Parameters)

|-
|

4. A11 Registration Reply

5. QoS Update (Updated
QoS_BLOB or
Qo0S_SUB_BLOB, Airlink
Parameters)
6. Ack
Figure 32 QoS Update in the cdma2000 System
1. QoS flow is already admitted and set up using the earlier procedure as shown in Figure
31.
2. The RAN wishes to update the QoS of the flow in response to changing radio and traffic
conditions.
3. The RAN then sends an A1l Registration-Request message to the PDSN indicating the
Granted_QoS_BLOB for the connection.
4. The PDSN sends the A1l Registration-Reply message to the RAN.
Please note that steps 3 and 4 and steps 5 and 6 can occur in parallel.
5. The RAN configures the over-the-air interface connection with the appropriate air link
parameters and provides the Granted_QoS_BLOB to the MS.
6. The MS sends a confirmation to the RAN.

F.3

Application Flow Removal Triggered by the MS

The call flows for the MS initiated flow removal procedures in a cdma2000 system is shown in Figure

33.

5 Auxiliary Service Connection using SO67

© O N o g b W N P

o g g o g g g g U0 g s B DA D DN A DD DA DO WW W W W WWWNDNDNDNDNDNDNDNDNDNERERRRER R B RP P P
SO © © N o a0 b ®N P O O© ® N O O > ®N PO O ©ONO O PP ®NRPR O O© ©®© N 0 0 B WNUPO ®© © N O 0 W N BB O



© 0 N o g b~ W N

o g g o g o g g o o a A B B B B B B DD DWW WWWWWWWWNNNNDNDNDNDNNDNDNRER R R R R R R R R
O © 0 N O o A W N P O © 0N O 0 & W N P O O©W 0N O OO W NP O O 0N O B W N P O O 0N O O M W N P O

cdma2000 Wireless IP Network Standard X.S0011-004-E v1.0
MS BS/PCF PDSN AAA
1. Admitted QoS Flow(s) on Going
- .l
2. MS decides
to remove a
flow

3. Request to remove the flow

6. Remove Flow [Update

- 4. All-
RegistrationRequest
(A10 ID, QoS Parameters

»
|

5. All Registration Reply

-«

Airlink Parameter]

-

7. Ack

A4

Figure 33 QoS Flow Removal from the MS in the cdma2000 System

One or more QoS flows are already admitted and on going.

The MS determines that an application is closed and the corresponding flow should be
removed.

The MS requests to remove the flow identified by FLOW_ID.

The RAN sends All Registration-Request message to the PDSN including the QoS
Parameters received from the MS. The QoS parameters include the FLOW_ID and
indicate the corresponding flow is removed. If no other flows are carried by the over-the-
air interface connection, the RAN may also request to disconnect the A10 connection.

The PDSN sends an A1l Registration-Reply message to the RAN.

The RAN sends a message to the MS to indicate the flow is removed. If no other flows,
active or inactive, are carried by the over-the-air interface connection and the RAN
disconnects the A10 connection (see step 4), the RAN shall also disconnect the over-the-
air interface connection.

The MS sends a confirmation to the RAN.
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F.4  Unsuccessful MS-Initiated QoS Setup

MS

MS
become
s aware

ofa

dataflo
w that
needs a
specific
QoS or

MS

enters a
new
RAN

BS/PCF PD

1. Main Service Connecti

SN AAA

on Setup (SO33 or SO59)

3. Access
4. Subscriber QoS Profile

QoS_SUB_BLOB)

-
-

. Flow QoS Request (QoS_BLOB or

A

6. QoS Authorization

and Admi

ssion Control

7. Reject

2. Access request
B
Accept (Subscriber QoS|Profile)
-l

Figure 34 Unsuccessful QoS Setup in the cdma2000 System

1-6. Same as Steps 1-6 in Figure 31 .

7. If QoS authorization in step 6 indicates failure, the RAN sends the Reject to the MS.
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F.5

Network-Initiated QoS Setup
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7 QoS Authorization
and Admission Control

8. QoS Granted
(G_QoS_BLOB or
G_QoS_SUB_BLOB, Airlink
Parameters)

-l

9. Ack

) J

12. Resv [TFT (PF

10. Al1-Registration
Request
(A10 ID, Granted QoS
Parameters)

11. A1l Registration Reply

|l

, Transaction ID 1]

13. ResvConf (1

[ransaction ID 1)

-
-

MS BS/PCF PDSN AAA
1. Main Service Connectjon Setup (SO33 or SO59)
2. Access request
B ——
3. Access Accept (Subscriber QoS
4. Subscriber QoS Profile -
The PDSN
5. Resv [TFT (PF & QoS), Transaction ID 1] becomes
- aware of a
6. Flow QoS Request (R_QoS_BILOB dataflow
or R_QoS_SUB_BLOB) that needs
a specific
QoS

Figure 35 Network-initiated QoS Setup in the cdma2000 System

el

The Main Service Connect

ion setup.

The PDSN sends a RADIUS Access Request to the RADIUS Server.

Upon authentication, the RADIUS Server sends the Subscriber QoS profile to the PDSN.

The PDSN passes the relevant attributes from the received Subscriber QoS Profile to the

RAN.
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The PDSN becomes aware of a data flow needs QoS treatment (for example, through
local policy or PCRF interaction (not shown in the figure)). The PDSN sends an Resv
message containing the TFT, the QoS FlowProfile ID(s) list, Flow Priority, and a
Transaction ID.

The MS sends a Flow QoS Request %! to the RAN using the QoS FlowProfilelD(s)
obtained in the step 5. In this functional message, the MS includes the R_QoS BLOB
(for cdma2000 1x) or R_QoS_SUB_BLOB (for HRPD), which includes the flow based
QoS requirements and the FLOW_ID(s) created by the MS for the flow(s). These
FLOW_ID(s) are unique for the MS in each direction.

The RAN performs QoS authorization and admission control and decides if the new
flow(s) can be supported over the air interface. The RAN shall store the requested QoS
BLOB received from the MS.

Note that steps 7 and 8 and steps 9 and 10 described below may happen in parallel with each
other. Step 11 can also be in parallel with Step 5.

8.

10.

11.
12.

13.

The RAN grants QoS to the MS. The RAN also sends the appropriate air link parameters
to the MS in this step. There are two possible sequences that can occur in this step. If a
new air interface connection is needed to carry the new flow over-the-air interface, then
the RAN will setup a new over-the-air interface connection. If the RAN decides to carry
the flow(s) on an existing over-the-air interface connection, it then reconfigures the
parameters of that over-the-air interface connection.

The MS sends a confirmation to the RAN.

If a new over-the-air interface connection is needed, a new A10 connection is also
required to be established. The RAN then sends an A1l Registration-Request message to
the PDSN indicating the A10_ID and the Granted QoS BLOB for the flow. The Granted
QoS BLOB includes the FLOW_ID and the Direction. If a new over-the-air interface
connection is not needed, the RAN still sends an All Registration-Request message to
the PDSN indicating the A10 ID, FLOW_ID, and the modified Granted QoS BLOB for
the existing connection.

The PDSN sends A1l Registration-Reply message to the RAN.

The MS sends a Resv message using the same Transaction ID obtained in step 5 to the
PDSN to provide the PDSN with TFT for the new data flow.

The PDSN responds with ResvConf message confirming the packet filter setup.

1 Messages between the MS and the RAN in this Annex are not exact message names
specified in the air interface documents. These messages denote the general functions for
support of QoS over the air.
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