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1 9.4.2.6.2 Command parameters and data

2 The command parameters/data and response parameters/data are coded as mentioned
3 below, where CLA and INS byte shall follow Section 8.1.1, and Le is the length of the data
4 expected in response (= '06').

Code |Value
CLA |As specified in Section 8.1.1
INS [|EE'
P1 '00'
P2 '00'
Lc ‘o
Data |See below
Le ‘06’
6
7 Command parameters/data:
Octet(s) Description Length
1 Start/Stop 1 byte
2-5 RANDSeed 4 bytes
6-12 ESN/Pseudo-ESN 7 bytes
8
9 The Start/Stop parameter as defined in Section 4.5.1.11 of [7] shall be coded as follows:
10 Octet 1
81716 |5[4|3]2]1
(07
(07
(07
(07
(07
(07
(07
Start/Stop
1
12 Response parameters/data:
Octet(s) Description Length
1 Result Code 1 byte
2 NAM_LOCK Indicator 1 byte
3-6 RAND OTAPA 4 bytes
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The RAND_OTAPA (bytes 3-6) is returned if and only if the Result_Code is ‘00’ and the
NAM_LOCK_STATE is enabled (=‘1’).

The NAM_LOCK Indicator parameter as defined in Section 3.5.1.11 of [7] shall be coded as
follows:

Octet 2

8| 7[6|5]4[3]2]1

NAM_LOCK Indicator
‘07
‘07
‘07
‘07
‘07
‘07
‘07

Details of the response are in [7], section 3.5.1.11, “OTAPA Response Message”.

9.4.2.7 Secure Mode

9.4.2.7.1 Functional Description

This command corresponds to Secure Mode Request/Response messages specified in [7],
Sections 4.5.1.16 and 3.5.1.16, respectively.

9.4.2.7.2 Command parameters and data

The command parameters/data and response parameters/data are coded as [46] Section
4.5.14, where CLA and INS byte shall follow Section 8.1.1, and Le is the length of the data
expected in response (= '01").

9.4.2.8 FRESH

9.4.2.8.1 Functional Description

The function of FRESH command is described in [46] Section 4.3.2.17.

9.4.2.8.2 Command parameters and data

The command parameters/data and response parameters/data are coded as [46] Section
4.5.15, where CLA and INS byte shall follow Section 8.1.1, and Le is either not present or the
length of the data expected in response ( = '02') depends on P1 value.
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9.4.3

9.4.3.

ESN Management Commands

1 Store ESN_MEID_ME

9.4.3.1.1 Functional Description

Code |Value
CLA |As specified in Section 8.1.1
INS |[DE'
P1 See below
P2 '00'
Lc ‘08
Data [See below
Le or’

P1 is set to ‘00’ if ME is assigned with ESN;

P1 is set to ‘01’ if ME is assigned with MEID;

9.4.3.1.2 Command parameters/data: (P1 = ‘00):

Octet(s) | Description Length
1 ESN_ME Length 1 byte
2-8 ESN_ME 7 bytes

ESN is encoded with the lowest-order byte first to match the coding for EFesnumE.

During the ME and CSIM initialization process, the ME shall invoke the “Store
ESN_MEID ME” command to store its ESN in EFgswue ‘6F38. The ESN_ME length,
expressed in octets, is specified by bits O through 3, inclusive of Octet 1, where bit 3 is MSB
and bit 0 is LSB.

Bits 4 thru 7 of Octet 1 are RFU.

Response parameters/data:

Octet(s) | Description Length

1 Change Flag, Usage Indicator 1 byte

Bit O (LSB) of Octet 1 indicates whether the ESN_ME is different from the previous ESN or
MEID that was stored in EFgsnue ©F38’. Bit O is set to ‘O’ if the ESN_ME has not changed
and is set to ‘1’ if it has changed.
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Bits 1 through 3 are RFU are set to ‘000’.

Bit 4 of Octet 1 form a “Usage Indicator”, as defined in EF 6F42. Bit 4 indicates whether the
32 LSBs of the UIM_ID or the 32 LSBs of the handset ESN are used as the “ESN” input to
calculations performed using CAVE. If bit 4 is set to ‘1, UIM_ID is used for both
identification and for authentication calculations; i.e. UIM_ID is used instead of ESN in every
place where ESN is used in [5] and [14]. If bit 4 is set to ‘0’, the handset ESN is used for both
identification and for authentication calculations.

Bits 5 through 7 of Octet 1 are RFU and are set to ‘000’.

9.4.3.1.3 Command parameters/data: (P1 = ‘01’): (assigned with MEID)

Octet(s) | Description Length
1 MEID Length 1 byte
2-8 MEID 7 bytes

During the ME and CSIM initialization process, the ME shall invoke the “Store
ESN_MEID_ME” command to store its MEID in EFgsnme ‘6F38°. The MEID length, expressed
in octets, is specified by bits O through 3, inclusive, of Octet 1, where bit 3 is MSB and bit O
is LSB.

Bits 4 through 7 of Octet 1 are RFU.

Response parameters/data:

Octet(s) | Description Length

1 Change Flag, Usage Indicator 1 byte

Bit O (LSB) of Octet 1 indicates whether the MEID is different from the previous ESN or
MEID that was stored in EFgsnme ‘6F38°. Bit O is set to ‘0’ if the MEID has not changed and
is set to ‘1’ if it has changed.

Bits 1 through 3 are RFU and are set to ‘000’.

Bit 4 of Octet 1 forms a “Usage Indicator”, as defined in EFysanp ‘6F42’. Bit 4 indicates
whether the 32 LSBs of the UIM_ID or the 32 LSBs of the handset Pseudo-ESN are used as
the “ESN” input to calculations performed using CAVE. If bit 4 is set to ‘1’, UIM_ID is used
for both identification and for authentication calculations; i.e. UIM_ID is used instead of
pseudo ESN in every place where ESN is used in [5] and [14]. If bit 4 is set to ‘0’, the handset
Pseudo-ESN is used for both identification and for authentication calculations.

Bit 5 indicates whether the 56 bits of the SF_EUIMID stored in EFsr gump or the 56 bits of
the handset MEID is used in every place where MEID is used in [5]. If bit 5 is set to '1', then

195



20

21

22

23

24

25

28

29

30

C.S0065-A v1.0

the SF_EUIMID is used. If bit 5 is set to '0', then the handset MEID is used. If service n34 is
not available, b5 value shall not be interpreted by the handset.

Bits 6 through 7 of Octet 1 are RFU and are set to ‘00’.

Packet Data security-related Commands

9.4.4.1 Compute IP Authentication

9.4.4.1.1 Functional Description

This command computes responses and authenticators for use in Simple IP, Mobile IP and
HRPD Access Authentication as specified in [46] Section 4.7.

9.4.4.1.2 Command parameters and data

The command parameters/data and response parameters/data are coded as [46] Section
4.8.1. where CLA and INS byte shall follow Section 8.1.1, and Le is either not present, '00',
or the maximum length of the data expected in response.

BCMCS-related Commands

9.4.5.1 BCMCS

9.4.5.1.1 Functional Description

This command is used for BCMCS key management as specified in [46] Section 4.9 and 6.

9.4.5.1.2 Command parameters and data

The command parameters/data and response parameters/data are coded as [46] Section
4.9, where CLA and INS byte shall follow Section 8.1.1, and Le is either not present or the
length of the data expected in response.

9.4.6 Application Authentication Commands

9.4.6.1 Application Authentication

9.4.6.1.1 Functional Description

The function of Application Authentication command is described in [46] Section 4.10.
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9.4.6.1.2 Command parameters and data

The command parameters/data and response parameters/data are coded as [46] Section
4.10, where CLA and INS byte shall follow Section 8.1.1, and Le is '00' or the maximum
length of the data expected in response.

9.4.7 AKA-related Commands

The AKA-related commands are specified in [46] Section 4.11 and 4.12, where the 3G
Authentication AKA function is specified in Section 9.4.1.4.

9.4.7.1 UMAC Generation

9.4.7.1.1 Functional Description

The function of UMAC Generation command is described in [46] Section 4.11.

9.4.7.1.2 Command parameters and data

The command parameters/data and response parameters/data are coded as [46] Section
4.12.1, where CLA and INS byte shall follow Section 8.1.1, and Le is '00' or the maximum
length of the data expected in response.

9.4.7.2 CONFIRM_KEYS

9.4.7.2.1 Functional Description

The function of CONFIRM_KEYS command is described in [46] Section 4.11.

9.4.7.2.2 Command parameters and data

The command parameters/data and response parameters/data are coded as [46] Section
4.12.2, where CLA and INS byte shall follow Section 8.1.1, and both Lc and Le are not
present.

9.4.8 LCS-related Commands
The command/response parameters used in this section refers to [50].

9.4.8.1 S-SAFE Verification Decryption

9.4.8.1.1 Functional Description

This command is used to verify the integrity of 'S-SAFE Envelope' and if necessary to decrypt
LCS_S_SAFE_PAYLOAD afterwards. To perform integrity verification and decryption
operations, the CSIM calculates a LCS_S_SAFE_KEY, a cipher key and an integrity key. For
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the execution of the command, the CSIM uses the LCS_ROOT_KEY, which is stored in the

CSIM.

9.4.8.1.2 Command parameters and data

Code Value

CLA As specified in Section 8.1.1

INS '40'

P1 '00'
P2 '00'
Lc See below

Data See below

Le See below

Command parameters/data:

Octet(s)

Description

Length

1to Lc

S-SAFE Envelope

Lc bytes

The S-SAFE Envelope formatting details are in Section 5.2.1 of [50].

Response parameters/data:

The CSIM processes the S-SAFE Envelope as described in Section 5.2.2 of [50].

If the value of LCS_S_SAFE_VERSION is not supported then CSIM shall return a status word
SW1='69' and SW2='85' ("Conditions of use not satisfied").

If the integrity verification has failed, then the CSIM shall return a status word SW1='98" and

SW2='62' ("Authentication error, incorrect MAC").

If the integrity verification succeeds, the CSIM decrypts the LCS_S_SAFE_PAYLOAD. In such

a case, the response parameters/data are:

Octet(s) Description Length
1to 2 Length of LCS_S_SAFE_DATA 2 bytes
3 to Le LCS_S_SAFE_DATA Le-2 bytes
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9.4.8.2 TLS Generate Master Secret

9.4.8.2.1 Functional Description

This command is used to generate the master_secret as described in Section 5.3.8.1 of [50].
The CSIM will assign a master_secret_index for each generated master secret. CSIM shall
securely store the master_secret and its corresponding master_secret_index, and shall only
return the master_secret_index to the ME.

In order to generate the master._secret, CSIM first calculates the
LCS_UIM_HPS_TLS_PSK_KEY for TLS Session-A; or LCS_UIM_PDE_ROOT_KEY and
LCS_UIM_PDE_TLS_PSK_KEY for TLS Session-B. For the execution of the command, the
CSIM uses the LCS_ROOT_KEY, which is stored in the CSIM.

9.4.8.2.2 Command parameters and data

Code Value
CLA As specified in Section 8.1.1
INS ‘42!

P1 '00'

P2 (See Detail 1)
Lc See below
Data |[See below

Le See below

Detail 1:

If DHE Key exchange is used, then the resulting other secrets parameter (equal to the shared
secret DH key) inside the data field parameter is so large that it is possible to have Lc exceeds 254

bytes. Therefore, this command shall chain successive blocks of with a maximum size of 254 bytes

20

21

each. If the blocks used within the command are run out of sequence, the card shall return,

SW1=98" and SW2=34".

P2 contains chaining information as follows:

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 |Meaning

0 0 0 0 0 0 0 0 |First block

X X X X 0 0 0 1 |'xzxxx' indicates (n+1)% next block.
'0000 0001" = 1st next block.
'0001 0001' = 2nd next block.
'0010 0001' = 3 next block.
'1111 0001' = 16th next block.

0 0 0 0 0 0 1 0 [Single block

0] 0] 0] 0] 0] 0 1 1 |Last block
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*Le: 'Not present' for P2 = ‘00’ or %1’

16 bytes for P2 = ‘02’ or ‘03’

Command parameters/data:

a. Operation for TLS Session-A (SessionType="01’)

Octet(s) Description Length

1 TLS Service Type (see Table 7)) 1 byte

2 SessionType 1 byte

3 to A+2 TLS Server_Version TLV A bytes

A+3 to A+B+2 TLS Other_Secret TLV B bytes
A+B+3 to A+B+C+2 TLS Master_Client_Random TLV C bytes
A+B+C+3 to A+B+C+D+2 TLS Master_Server_Random TLV D bytes

NOTE: The tags inside TLV objects in the command are specified in Annex D of this document.

The coding for 'TLS Service Type' is defined according to the following table:

Table 7 Coding of 'TLS Service Type'

Binary Value

Service Type

‘00000000’

IP-based Location Services

Others

Reserved

For "IP-based Location Services" (i.e. 'TLS Service Type' = ‘0x00’), see [50] for the definition of

the remaining input parameters.
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Octet(s) Description Length

1 TLS Service Type (Table 7)) 1 byte

2 SessionType 1 byte

2 to A+2 TLS PSK VERSION TLV A bytes

A+3 to A+B+2 TLS PSK EXPIRY TLV B bytes

A+B+3 to A+B+C+2 TLS PSK RAND TLV C bytes

A+B+C+3 to A+B+C+D+2 TLS PSK EXTRAS TLV D bytes

A+B+C+D+3 to A+B+C+D+2 TLS Server_Version TLV E bytes

A+B+C+D+E+3 to A+B+C+D+E+F+2 | TLS Other_Secret TLV F bytes

Q:E:g:g:giiigfg TLS Master_Client_Random TLV G bytes

Qigig:g:giiigigig TLS Master_Server_Random TLV H bytes
NOTE: The tags inside TLV objects in the command are specified in Annex D of this document.

Response parameters/data:

Octet(s)

Description

Length

1to 2

master_secret_index

2 bytes

9.4.8.3 TLS Generate Verify Data

9.4.8.3.1 Functional Description

This command is used to generate both TLS Session-A and TLS Session-B client's
verify_data, as described in [50].
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9.4.8.3.2 Command parameters and data

Code Value
CLA As specified in Section 8.1.1
INS ‘44
P1 '00'
P2 '00'
Lc See below
Data |[See below
Le See below
Command parameters/data:
Octet(s) Description Length
1 TLS Service Type (see Table 7 ) 1 byte
2to 3 TLS Master_Secret_Index TLV 2 bytes
4 to A+3 TLS MS Verify_Digest TLV A bytes

document.

NOTE: The tags inside TLV objects in the command are specified in Annex D of this

Response parameters/data:

Octet(s) Description Length
1-2 MS Verify Data Length 2 bytes
3 to B+2 MS Verify Data B bytes

9.4.84 9484 TLS Verify Data & Generate Key Block

9.4.8.4.1 Functional Description

This command is used to verify the Server's verify_data from the server (HPS or PDE) during
TLS Session-A or TLS Session-B handshake, and then generates the key_block data, as

described in [50].
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Code Value
CLA As specified in Section 8.1.1
INS '46'
P1 '00'
P2 '00'
Lc See below
Data |[See below
Le See below
Command parameters/data:
Octet(s) Description Length
1 TLS Service Type (see Table 7)) 1 byte
2 to A+1 TLS Server_Version TLV A bytes
A+2 to A+B+1 TLS Master_Secret_Index TLV B bytes
A+B+2 to A+B+C+1 TLS Current_Client_Random TLV C bytes
A+B+C+2 to A+B+C+D+1 TLS Current_Server Random TLV D bytes
A+B+C+D+2 to . .
A+B+C+D+E+1 TLS Server Verify Digest TLV E bytes
A+B+C+D+E+2 to .
A+B+C+D+E+F+1 TLS Server Verify Data TLV F bytes
A+B+C+D+E+F+2 to
A+B+C+D+E+F+3 TLS Key_Block Len 2 bytes
NOTE: The tags inside TLV objects in the command are specified in Annex D of this
document.

6 Response parameters/data:

9 error"

Octet(s) Description Length
1-2 TLS key_block Length 2 bytes
3 to G+2 TLS key_block G bytes
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10.

10.1

DESCRIPTION OF SERVICES-RELATED PROCEDURE

IP-based Location Services Procedures [S0]

10.1.1 Functionalities of CSIM and ME

10.1.1.1 CSIM

Generate LCS_UIM_S_SAFE Key, LCS_UIM_HPS _TLS _PSK Key and LCS_UIM_PDE_ROOT
Key from LCS Root Key. This may be done at the same time when LCS Root Key is
provisioned or may be later.

Generate LCS_S_SAFE_CK and LCS_S_SAFE_IK from LCS_UIM_S_SAFE Key after receiving
the 'S-SAFE Verification and Decryption' command from ME, and

perform Integrity Verification to LCS_S_SAFE_MAC_DATA with LCS_S_SAFE_IK, and
when necessary, decrypt LCS_S_SAFE_PAYLOAD with LCS_S_SAFE_CK.

Compute master_secret with input parameters after receiving the 'TLS Generate Master
Secret' command from ME, assign a unique 16-bit master_secret_index for the calculated
master_secret.

Compute Session-A (or Session-B) verify_data with input parameters after receiving the 'TLS
Generate verify_data' command from ME.

Verify the received H-PS (or PDE) Verify Data and if success then generate a key_block from
inputs parameters after receiving the 'TLS Verify data and Generate key_block' command
from ME.

10.1.1.2 ME

Perform Expiry Check and Replay Detection against S-SAFE envelop
Generate MS Verify Digest.
Generate MS session_secret.

Perform bulk ciphering and integrity check for TLS Session-A application data with Session-
A Session Secret

Perform bulk ciphering and integrity check for TLS Session-B application data with Session-
B Session Secret

Issue correct command with appropriate parameters to CSIM.

10.1.2 Key Management

If service n17 is available, these following keys shall be securely maintained in the CSIM:

LCS_ROOT_KEY.
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- three PSK keys (i.e. LCS_UIM_S SAFE Key, LCS_UIM_HPS TLS PSK Key and
LCS_UIM_PDE_ROOT Key) derived from LCS_ROOT_KEY.

- master_secret and master_secret_index

When ME sends a 'TLS Generate Master Secret' command for TLS Session-B, the CSIM shall
generate a LCS_UIM_PDE_TLS PSK KEY from LCS_UIM_PDE ROOT KEY and the input
parameter LCS_UIM_PDE_TLS_PSK RAND. LCS_UIM_PDE_TLS_PSK KEY (not the
LCS_UIM_PDE_ROOT Key) shall then be used to generate the requested master_secret.
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ANNEX A (INFORMATIVE) R-UIM/CSIM FILE MAPPING TABLE

The following section provides some guidelines for file mapping between an R-UIM and CSIM in a
UICC. It should be noted that some files are optional, and these files are not necessarily present in
the R-UIM or CSIM application. Mapping with multiple CSIM’s is not considered.

1. Files mapped between an R-UIM and a CSIM should be of the same size.

2. If subscription related information is different across an R-UIM and a CSIM, the files cannot
be mapped.

3. Mapping is not possible if the file is applicable only either to an R-UIM or a CSIM,
€.g. EFRevision-

4. Case by case analysis has to be done by the network operators/card manufacturers for files to

be mapped that are specific to the terminal, e.g. ESN, MEID files, etc that contains device
specific information.
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File Identification SFI Description
'6F43' '01' Administrative data
'6F32' '02' CSIM Service Table
'‘6F2C '03' Access Overload Class
'6F22' '04' IMSI_M
'6F23' '05' IMSI_T
'6F24' '06' TMSI
'6F30' '07' PRL
'6F41' '08' Home Service Provider Display Information
'6F47' '09' Emergency Call Codes
'6F3A' '0A' Language Indication
'6F6B' ‘0B 3G Cipher and Integrity Key
'6F28' 'ocC CDMA Home SID and NID
'6F2A' '0D' CDMA System-Network Registration Indicators
'6F5A' 'OE' Extended PRL
'6F75' ‘OF’ Enabled Services Table
'6F7C' 107 Incoming Call Information
'6F7D' 11 Outgoing Call Information
‘OF7F’ 12’ Capability Control Parameters?2
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ANNEX C (INFORMATIVE)
CSIM Application Session Activation/Termination

The purpose of this annex is to illustrate the different Application Session procedures.

Terminal UICC
Application selection Select AID=CSIM
BI=00") >
Select File Id n
Application initialisation "
procedure Read Binary o
Application initialisation Status
procedure is terminated P1=01) >

Figure 1 CSIM Application Session Activation Procedures

Terminal UICC
Applicatior} termination Status R
procedure is started (P1=02) >
Select File Id n
Application termination ”
procedure Update Binary >
Application closure Select AID=CSIM >
(P2='40"

Figure 2 CSIM Application Session Termination Procedures
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Tag

Name of Data Element

Usage

'80'

TLS Server_Version TLV objects

TLS command

'81'

TLS Cipher_Suite TLV objects

TLS command

'82'

TLS Other_Secret TLV object

TLS command

'83'

TLS Master_Client_Random TLV object

TLS command

(847

TLS Master_Server_Random TLV object

TLS command

(857

TLS Current_Client_Random TLV object

TLS command

(867

TLS Current_Server_Random TLV object

TLS command

(877

TLS Server Verify Digest TLV object

TLS command

(887

TLS Server Verify_Data TLV object

TLS command

(897

TLS MS Verify_Digest TLV object

TLS command

(8A7

TLS_Master_Secret_Index TLV object

TLS command

¢8B7

TLS PSK VERSION TLV

TLS command

‘80’

TLS PSK EXPIRY TLV

TLS command

¢8D ’

TLS PSK RAND TLV

TLS command

¢8E7

TLS PSK EXTRAS TLV

TLS command
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Tag

Name of Data Element

Usage

'80'

TLS Server_Version TLV objects

TLS command

'81'

TLS Cipher_Suite TLV objects

TLS command

'82'

TLS Other_Secret TLV object

TLS command

'83'

TLS Master_Client_Random TLV object

TLS command

(847

TLS Master_Server_Random TLV object

TLS command

(857

TLS Current_Client_Random TLV object

TLS command

(867

TLS Current_Server_Random TLV object

TLS command

(877

TLS Server Verify Digest TLV object

TLS command

(887

TLS Server Verify_Data TLV object

TLS command

(897

TLS MS Verify_Digest TLV object

TLS command

(8A7

TLS_Master_Secret_Index TLV object

TLS command

¢8B7

TLS PSK VERSION TLV

TLS command

‘80’

TLS PSK EXPIRY TLV

TLS command

¢8D ’

TLS PSK RAND TLV

TLS command

¢8E7

TLS PSK EXTRAS TLV

TLS command
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ANNEX E (INFORMATIVE): SUGGESTED CONTENTS OF THE EFS AT PRE-PERSONALIZATION

Table 8 is a general outline of the CSIM files defined in this specification.

1. All values are sized in bytes unless otherwise noted.

2. Default Values are specified when available and are intended to be guidelines only. In some cases, operators must specify
explicit parameter values as no logical default exists. In the case where the parameter values are necessary, valid values and/or
ranges are listed.

3. Default and Parameter values are for general quick reference only and not intended to specify details. Refer to the corresponding
file for details.

4. Default Values and Parameter Values are specified in Hexadecimal, unless otherwise noted.

S. GSM-specific files are not included.

0. If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests values
in these cases.

Table 8 Summary of CSIM Files
File Name File File Access | Access - | Access — Size in Mandatory | Default Values (D) and/or Parameter
ID Type | - Read Update Invalidate- Bytes or Optional | Values (P) in Bytes
Rehabilitate

Authentication — NAM Parameters and Operational Parameters

A-Key - - Never Never - 8 M Specified by Operator
Root Key - - Never Never - 16 M Specified by Operator
BCMCS Root - - Never Never - 16 0] Specified by Operator
Key

IMS Root Key - - Never Never - 16 0] Specified by Operator
WLAN Root Key - - Never Never - 16 0] Specified by Operator
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File Name File File Access | Access - | Access — Size in Mandatory | Default Values (D) and/or Parameter
ID Type | - Read Update Invalidate- Bytes or Optional | Values (P) in Bytes
Rehabilitate
SSD - - Never Never - 16 M -
EFcount 6F21 CY PIN PIN ADM-ADM 2 M D =00 00O’
BAK - - Never Never - 16 0] Specified by Operator
UpdatedBAK - - Never Never - 16 0] Specified by Operator
SharedSecret - - Never Never - Variable | O Specified by Operator
UAK - - Never Never - 16 0] Specified by Operator
SQNpys - - Never Never - 6 0] -
NAM Parameters and Operational Parameters
EFimsi m 6F22 TR PIN ADM ADM-PIN 10 M P = Specified by Operator or D=00...00’
EFmsi T 6F23 TR PIN ADM ADM-PIN 10 P = Specified by Operator or D=00...00’
EFtvsi 6F24 | TR PIN PIN ADM-PIN 16 M D = ‘00 00 00 00 00 00 00 00 00 FF FF FF
FF 00 00 00’
EFan 6F25 TR PIN PIN ADM-ADM 2 M P = Specified by Operator or
D =00 00’
EF aop 6F26 TR PIN PIN ADM-ADM 1 M -
EFaLoc 6F27 TR PIN PIN ADM-ADM 7 M -
EF comanome 6F28 LF PIN PIN ADM-ADM 5 M P = Specified by Operator or
D ='00 00 00 00 00’
EF snreal 6F29 LF PIN PIN ADM-ADM 8 M D = ‘00 00 00 00 00 00 00 00’
EFsnrea 6F2A | TR PIN PIN ADM-ADM 7 M -
EFpistreG 6F2B | TR PIN PIN ADM-ADM 8 M D = ‘00 00 00 00 00 00 00 00’
EFaccoLc 6F2C | TR PIN ADM ADM-ADM 1 M P = ‘00’ to ‘OF’ derived from IMSI_M /
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IMSI_T
EFterm 6F2D | TR PIN PIN ADM-ADM 1 M Specified by Operator

P =00 to ‘07’
EFssc 6F2E | TR PIN PIN ADM-ADM 1 @) Specified by Operator

P =00 to ‘07’
EFacp 6F2F TR PIN PIN ADM-ADM 7 M Specified by Operator
EFprL 6F30 TR PIN ADM ADM-ADM Variable | M Specified by Operator
EFrumiD 6F31 TR ALW NEVER NEVER- 8 M Specified by CSIM Manufacturer

NEVER

EFcst 6F32 TR PIN ADM ADM-ADM Variable | M Specified by Operator
EFspc 6F33 TR ADM ADM ADM-ADM 3 M D =00 00 00’ or

P =00 00 00’ to ‘99 99 99’
EFotapaspc 6F34 TR PIN PIN ADM-ADM 1 M gpe?(i)f(i)t?d by Operator or
EFnaMLocK 6F35 TR PIN PIN ADM-ADM 1 M Specified by Operator
EFoTa 6F36 TR PIN ADM ADM-ADM Variable | M P = Defined in [7]
EFsp 6F37 TR PIN PIN ADM-ADM 1 M Specified by Operator
EFesnve 6F38 TR ALW ADM ADM-ADM 8 M D =00...00’
EFp. 6F3A | TR ALW PIN ADM-ADM Variable | M D='FF... FF
EFsus 6F3C | LF PIN PIN ADM-ADM Variable | O D =00 FF...FF
EFsmsp 6F3D | LF PIN PIN ADM-ADM Variable | O D =‘FF...FF’
EFsuss 6F3E | TR PIN PIN ADM-ADM Variable | O D =‘FF...FF’
EFssrc 6F3F | TR PIN PIN ADM-ADM Variable | O Specified by Operator
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EFspn 6F41 TR ALW ADM ADM-ADM 35 0] Specified by Operator

EFuscinD 6F42 TR PIN ADM ADM-ADM 1 M Specified by Operator

EFap 6F43 TR ALW ADM ADM-ADM Variable | M D =00...00°

EFvpN 6F44 LF PIN PIN ADM-ADM 11 @) Specified by Operator

EFmaxprL 6F45 TR PIN ADM ADM-ADM 2o0r4 M Specified by Operator

EFspcs 6F46 TR PIN NEVER NEVER- 1 M P = If EF 6F33 is set to default value then D

NEVER = ‘00’ otherwise

D="‘01

EFecc 6F47 TR ALW ADM ADM-ADM Variable | O D =‘FF

EFvescppoprc 6F48 TR PIN PIN ADM-ADM 1 @) D =00’

EFscppopm 6F49 TR PIN ADM ADM-ADM 1 @) Specified by Operator

EFsipcap 6F4A | TR PIN ADM ADM-ADM 4 @) Specified by Operator

EFwvipcap 6F4B | TR PIN ADM ADM-ADM 5 @) Specified by Operator

EFsipupp 6F4C | TR PIN ADM ADM-ADM Variable | O Specified by Operator

EFmipupp 6F4D | TR PIN ADM ADM-ADM Variable | O Specified by Operator

EFsipsp 6F4E | TR PIN PIN ADM-ADM 1 @) Specified by Operator

EFmipsp 6F4F TR PIN PIN ADM-ADM Variable | O Specified by Operator

EFsippapss 6F50 TR PIN PIN ADM-ADM Variable | O Specified by Operator

SimplelP CHAP - - Never Never - Variable | O Specified by Operator

SS

MobilelP SS - - Never Never - Variable | O Specified by Operator

Shared Secret - - Never Never - Variable | O Specified by Operator
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EFpuz 6F53 TR PIN ADM ADM-ADM Variable | O Specified by Operator

EFvaxpuzL 6F54 TR PIN ADM ADM-ADM 5 @) Specified by Operator

EF vecrp 6F55 TR PIN PIN ADM-ADM 3 M D= ‘000000’

EFurPDCAP 6F56 TR PIN ADM ADM-ADM 2 @) Specified by Operator

EF ureouPP 6F57 TR PIN ADM ADM-ADM Variable | O Specified by Operator

HRPD AA CHAP | - - Never Never - Variable | O Specified by Operator

SS

EFcsspr 6F58 TR PIN ADM ADM-ADM 1 @) D= ‘FF

EFatc 6F59 TR PIN ADM ADM-ADM 1 @) Specified by Operator

EFepr. 6F5A | TR PIN ADM ADM-ADM Variable | O Specified by Operator

EFscsmserg 6F5B | TR PIN ADM ADM-ADM 1 @) Specified by Operator

EFscsmsprer 6F5C | TR PIN PIN ADM-ADM 1 @) D =‘FF

EFgcsmstable 6F5D | LF PIN ADM ADM-ADM Variable | O D =00 FF...FF

EFscsmsp 6F5E LF PIN PIN ADM-ADM 2 @) D =‘FF FF

EFsakparA 6F63 LF PIN ADM ADM-ADM Variable | O Specified by Operator

EF upsakparA 6F64 CcYy PIN ADM ADM-ADM Variable | O Specified by Operator

EFmmsn 6F65 LF PIN PIN ADM-ADM Variable | O D=‘00 00 00 FF...FF’

EFexTs 6F66 LF PIN PIN ADM-ADM Variable | O D=FF...FF

EFmmsicep 6F67 TR PIN ADM ADM-ADM Variable | O D=FF...FF’

EFvmsup 6F68 LF PIN PIN ADM-ADM Variable | O D=FF...FF’

EFvmsuce 6F69 TR PIN PIN/PIN2 | ADM-ADM Variable | O D= ‘FF...FF’
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EF authcapabiity 6F6A | LF PIN ADM ADM-ADM Variable | O D=00...00’
EFsccik 6F6B | TR PIN ADM ADM-ADM 32 @) Specified by Operator
EFpck 6F6C | TR PIN PIN ADM-ADM 20 @) Specified by Operator
EFcips 6F6D | TR PIN ADM ADM-ADM N @) Specified by Operator
EFcip2 6F6E | TR PIN ADM ADM-ADM N @) Specified by Operator
EF comacnL 6F6F TR PIN ADM ADM-ADM 7N @) Specified by Operator
EFnomve TAG 6F70 TR PIN ADM ADM-ADM N @) Specified by Operator
EFcroupr TaG 6F71 TR PIN ADM ADM-ADM Variable | O Specified by Operator
EFspeciFic Tac 6F72 TR PIN ADM ADM-ADM Variable | O Specified by Operator
EFcaLL_provpPT 6F73 TR PIN ADM ADM-ADM Variable | O Specified by Operator
EFsF eumip 6F74 TR ALW NEVER NEVER- 7 @) Specified by CSIM Manufacturer
NEVER
EFest 6F75 TR PIN PIN ADM-ADM Variable | O Specified by Operator
EFHibpen_key 6F76 TR PIN ADM ADM-ADM @) Specified by Operator
EF . csver 6F77 TR PIN ADM ADM-ADM Variable | O Specified by Operator
EF\ cscp 6F78 TR PIN ADM ADM-ADM Variable | O Specified by Operator
EFspn 6F79 LF PIN PIN2 ADM-ADM Variable | O Specified by Operator
EFexTo 6F7A | LF PIN ADM ADM-ADM 13 @) Specified by Operator
EFexTs 6F7B LF PIN PIN ADM-ADM 13 @) Specified by Operator
EF\q 6F7C | CY PIN PIN ADM-ADM Variable | O Specified by Operator
EFoc 6F7D | CY PIN PIN ADM-ADM Variable | O Specified by Operator
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EFexTs 6F7E LF PIN PIN ADM-ADM 13 @) Specified by Operator
EFccpo 6F7F LF PIN PIN ADM-ADM Variable | O Specified by Operator
EF appLabels 6F80 TR PIN ADM ADM-ADM Variable | O Specified by Operator
EF Mogel 6F81 TR PIN PIN ADM-ADM 126 @) D=FF...FF

EFgrc 6F82 TR ALW ADM ADM-ADM Variable | O Specified by Operator
EFsmscap 6F83 TR PIN ADM ADM-ADM 4 @) Specified by Operator
EFmipFiags 6F84 TR PIN ADM ADM-ADM 1 @) Specified by Operator
EF sipuppext 6F85 TR PIN ADM ADM-ADM Variable | O Specified by Operator
EFmipupPEXt 6F86 TR PIN ADM ADM-ADM Variable | O Specified by Operator
EF\pvecapr 6F87 TR PIN ADM ADM-ADM 21 @) Specified by Operator
EFtcpcontig 6F88 TR PIN ADM ADM-ADM 2 @) Specified by Operator
EFpsc 6F89 TR PIN ADM ADM-ADM 3 @) Specified by Operator
EF wapBrowsercp 6F8A | TR PIN ADM ADM-ADM Variable | O Specified by Operator
EF wapPBrowsersM 6F8B | TR PIN PIN ADM-ADM Variable | O D=FF...FF

EF mmsconfig 6F8C | TR PIN ADM ADM-ADM 8 @) Specified by Operator
EF oL 6F8D | TR PIN ADM ADM-ADM Variable | O Specified by Operator
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ANNEX F (NORMATIVE): RESERVATION OF FILE IDENTIFIERS
The following FIDs are reserved by the present document:
¢ ADF:
o  Operational use (implicit FID for the current ADF):
= '"JFFF".
* Dedicated Files:
o Administrative use:
»  JF4X','SF1X', '5F2X.
o Operational use:
= '7F10' (DFTELECOM), '"7F20' (DFGSM™), '7F21' (DFDCS1800), '7F22' (DF1s-41), "7F23' (DFFP-CTS),

= '7F24' (DFTIA/EIA-136"), '7TF25' (DFTIA/EIA-95") and '7F2X', where X ranges from '6' to 'F'.
NOTE: '7F80' (DFPDC) is used for the Japanese PDC specification.
"7F90' (DFTETRA) is used for the TETRA specification.

"7F31' (DFIDEN) is used in the iDEN specification.

o Reserved under '7F10":
= 'SF50' (DFGRAPHICS); 'SF3A' (DFPHONEBOOK).

* Elementary files:

o Administrative use:
= '6F XX'in the DFs '7F 4X'; '4F XX' in the DFs 'SF 1X', 'SF2X'.
= '6F 1X"in the DFs '7F 10', '7F 20", '7F 21';
= '4F 1X'in all 2nd level DFs;

= '2F EX'in the MF '3F 00'".
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o Operational use:
= '6F 2X','6F 3X', '6F 4X' in '7F 10' and '7F 2X";
=  'YF YX', where Y ranges from 2' to 'F' in all 2nd level DFs;
= '2F05', 2F06' and '2F 1X" in the MF '3F 00'.
o  Operational use ISO/IEC 7816-4 [12]:
= '2F00' EFDIR, '2F01' EFATR in the MF '3F00'".
o Reserved under CDMA ADF:

=  From ‘6F8E’ to ‘6F96’ (reserved for CDG)

In all the above, X ranges, unless otherwise stated, from '0' to 'F'.
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