3RD GENERATION
PARTNERSHIP
PROJECT 2

"aGPP2"

3GPP2 C.S0004-E

Version 2.0

Date: June 2010

Signaling Link Access Control (LAC) Standard for
cdma2000 Spread Spectrum Systems

Revision E

COPYRIGHT

3GPP2 and its Organizational Partners claim copyright in this document and individual Organizational
Partners may copyright and issue documents or standards publications in individual Organizational
Partner's name based on this document. Requests for reproduction of this document should be
directed to the 3GPP2 Secretariat at secretariat@3gpp2.org.Requests to reproduce individual
Organizational Partner's documents should be directed to that Organizational Partner. See
www.3gpp2.org for more information.

Copyright © 2010 3GPP2.



mailto:secretariat@3gpp2.org
http://www.3gpp2.org/

1

3GPP2 C.S0004-E v2.0

This page intentionally left blank.



14

15

16

17

18

19

20

21

22

23

28

29

30

31

32

3GPP2 C.S0004-E v2.0

CONTENTS
FOREWORD AND SCOPE ... ottt ettt ettt et e et e et e et e et e et eeaneeaneees XV
NOTES .o ettt ettt ettt ettt et et et e et e e e e e eneenen XVi
REFERENCES ... .ottt ettt ettt et e et e et e et e ea e eaa e eaneeaneeanns xvii
INFORMATIVE REFERENCES ...ttt ettt ettt et e e e e e e enns xviii
1 DEFINITIONS AND CONCEPTUAL MODEL......cutuiiiiiiiiiiiiee ettt ene 1-1
1.1 Terms and Numeric Information .........c.ccoeiiiiiiiiiii e 1-1
) IO B X ' £ PP PPN 1-1
1.1.2 Numeric Information.......c.ooeieniiiiiii e 1-7
1.2 Conceptual Model for the LAC Sublayer.........ccoveviiiiiiiiiiiiic e, 1-10
1.2.1 General ArchiteCtUTE . ......cuuiiiiiiiii e e en 1-11
1.2.2 Protocol SUDIAYETS ...c.uuiiuiiiiiiiiiiiiii e 1-11
1.2.3 Logical Chamnels ......c.ieuiiniiiiiiii et ens 1-12
1.2, INteITaCES . . ce e e 1-16
1.2.4.1 Interface to Layer 3......cccciiiiiiiiiiiiiiiii 1-16
1.2.4.1.1 Message Control and Status Block (MCSB)......cccoccveiiiiiiiiiniiiininnennnen. 1-16
1.2.4.1.2 Interface Primitives ......c.ooiiiiiiiiii e 1-17
1.2.4.2 Interface to MAC SUDIAYET ....c..oiuiiiiiiiiiiiiiiiii e 1-18
1.2.4.2.1 RESETVEA ..eeniiiiiiiiiiiit ettt ens 1-19
1.2.4.2.2 Interface Primitives ......cooiiiiiiiii e 1-19
1.2.5 Functional DeSCIIPLION ..euiuiuiniiiiiiiie ittt e e e e e e e e eaeaneaeeneanans 1-21
1.2.5.1 Operation 01N T-CSCHL . ..iiuiiiiiii e e e 1-22
1.2.5.2 Operation 01N f-CSCR ....iiuiiiiiii e 1-25
1.2.5.3 Operation on r-dsch and f-dSCh ........coociiiiiiiiiii e 1-32
1.2.6 ARQ MOEL. . ceuiiiiiiieiiie ettt et et ettt et et et et e e e e e 1-35
2 MOBILE STATION REQUIREMENTS .. ...ttt ittt et et et ettt e ea e eaaeeenes 2-1
2.1 Common Channel OPEratiOn ........ciuveeriniuriniiieieie e ee et teieeneteteenetaeneaneeaaneeneneens 2-1
2.1.1 TranSmiSSION OI T-CSCHL tuutiuiiiiiii ittt ene e 2-1
2.1.1.1 Authentication and Message Integrity Sublayer.......c..ccoccoveviiiiiiininnenn. 2-1
2.1.1.1.1 ParameterS.....ccciiuiiuiiiiiiiiii i 2-1
2.1.1.1.1.1 Definition of the Authentication and Message Integrity Fields.......... 2-1
2.1.1.1.1.2 Requirements for Setting the Authentication Fields............c..c......... 2-3
2.1.1.1.1.3 Requirements for Setting the Message Integrity Fields..................... 2-4



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

3GPP2 C.S0004-E v2.0

CONTENTS

2.1.1.1.2 PrOCEAUTES .. euetteiitieii ettt ettt ettt e e ettt e e e e e e enenneans 2-5
2.1.1.1.2.1 Overview of Authentication Procedures .......c..ccccevveriiiiiiiiiiiininienennes 2-5
2.1.1.1.2.2 Requirements for Authentication Procedures ...........c..cc.cceeiiniininni. 2-6
2.1.1.1.2.3 Overview of the Integrity Procedures ...........ccccceeeiiiiiiiiiiiiniennenennes 2-8
2.1.1.1.2.4 Requirements for Message Integrity Procedures on r-csch................ 2-9
2.1.1.1.2.5 Procedure for computing the MAC-I value ..........c..coeeviiiiiiinininne. 2-9
2.1.1.1.2.6 Procedure for computing the UMAC value......c..cccccevevviiiiiiciniennnnnen. 2-11
2.1.1.2 ARQ SUDIAYET ..ceutiiiiiiiiiiiii e 2-11
2.1.1.2.1 Parameters ....cooiiuiniiiiii 2-11
2.1.1.2.1.1 Definition of the ARQ FieldS .......ccoiviriiiiiiiiiiicccee e, 2-11
2.1.1.2.1.2 Requirements for Setting the ARQ Fields........ccocvviiiiiiiiiniinnnnnen. 2-13
2.1.1.2.2 PrOCEAUTES ...cutettiiiiiiiiieiit ettt ettt et ettt et e e e e e e e e e ennes 2-14
2.1.1.2.2.1 Overview of Transmission and Retransmission Procedures............. 2-14
2.1.1.2.2.2 Requirements for Transmission and Retransmission Procedures....2-18
2.1.1.2.2.3 Accumulated Statistics for r-cSCh......cccovviiiiiiiiiiiii 2-23
2.1.1.3 AddresSing SUDLAYET .. c..vuuiiniiiii it 2-27
2.1.1.3.1 ParameterS «.uouiniiiiiiii et 2-27
2.1.1.3.1.1 Definition of Addressing Fields.......c..cccoiiiiiiiiiiiiiiiiiiiiiceeen, 2-28
2.1.1.3.1.2 Requirements for Setting the Addressing Fields ..........c..cceeeivenennen. 2-34
2.1.1.3.1.2.1 Value of the MSID_LEN Field.......cc..cccooiviiiiiiiiiiiiiinin. 2-39

2.1.1.3.1.3 Requirements for Setting IMSI Class and IMSI Class-specific
Subfield Parameters......ccoeuieniiiiiiiiiiiiii e 2-40
2.1.1.3.2 ProCEAUTES ...uiiutiiiiiiiii et 2-42
2.1.1.4 UtIlIty SUDLAYET ...evniiniiieiieii et ettt et et et et e et e et et eaneens 2-42
2.1.1.4.1 Parameters «..ouiiuiiiiiiii e 2-42
2.1.1.4.1.1 Message Type Fields.......coiuiiiiiiiiiiiiiiiiee e 2-42
2.1.1.4.1.1.1 Definition of Message Type Fields .......ccocoviiiiiiiiiiiiiiiiiininne. 2-42
2.1.1.4.1.1.2 Requirements for Setting Message Type Fields..........c..ccceennennen. 2-42
2.1.1.4.1.2 LAC Length Field .......cccooiiiiiiiiiiii e 2-44
2.1.1.4.1.2.1 Definition of LAC Length Field ........cc.ocoooiiiiiiiiiiiiiiiin, 2-44
2.1.1.4.1.2.2 Requirements for Setting LAC Length Field ...........c..ccccceeiennen. 2-44
2.1.1.4.1.3 Extended-Encryption Fields ........ccccciiiiiiiiiiiiiiiiinrccee, 2-44

ii



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

3GPP2 C.S0004-E v2.0

CONTENTS
2.1.1.4.1.3.1 Definition of Extended-Encryption Fields........c..cccoeveiiiiiinnie. 2-44
2.1.1.4.1.3.2 Requirements for Setting Extended-Encryption Fields ............. 2-45
2.1.1.4.1.4 LAC Padding Field .........cccoeiiiiiiiiiiiiin e 2-45
2.1.1.4.1.4.1 Definition of LAC Padding Field ......c..cccccoiiiiiiiiiiiiinnenee 2-46
2.1.1.4.1.4.2 Requirements for Setting LAC Padding Field ............................ 2-46
2.1.1.4.1.5 Radio Environment Report Fields .........ccccoeeiiiiiiiiiiiiiiiiiinnenee 2-46
2.1.1.4.1.5.1 Definition of Radio Environment Report Fields......................... 2-46
2.1.1.4.1.5.2 Requirements for Setting Radio Environment Report Fields ..... 2-48
2.1.1.4.1.6 PDU Padding Field ........ccccetuiiiiiiiiiiiiiinen e 2-51
2.1.1.4.1.6.1 Definition of PDU Padding Field.........cc.cccovviiiiiiiiniinininenee. 2-51
2.1.1.4.1.6.2 Requirements for Setting PDU Padding Field ........................... 2-51
2.1.1.4.1.7 MACT FIeld ceeuienniiiiiiiiiee ettt 2-51
2.1.1.4.1.7.1 Definition of MACIT field........c.ccoviuiiiiiiiiiiiiii e 2-52
2.1.1.4.1.7.2 Requirements for Setting MACI Field ............cc.ccoeiiiininin. 2-52
2.1.1.4.2 PrOCEAUTES ..ceutintininiiii ettt ettt et e e e e e e eaeeaeanee 2-52
2.1.1.5 Segmentation and Reassembly Sublayer........c..cccciiiiiiiiiiiiiiiiiininennes 2-55
2.1.1.5.1 ParameterS . . uu et 2-55
2.1.1.5.1.1 Definition of SAR Parameters .........ccoeviuiiiiiiiiiiiiiiiiieeeneeneee 2-55
2.1.1.5.1.2 Requirements for Setting SAR Parameters .........c..ccoevveniinniinennennee. 2-56
2.1.1.5.2 PTOCEAUTES «..ivniiiiiiiiiiii it e 2-58
2.1.2 Reception 01 f-CSCR .o.uiiiiiiiii e 2-59
2.1.2.1 ARQ SUDIAYET .. etniiiiiniiii ettt ettt aaee 2-59
2.1.2.1.1 ParameterS.....ccoiiuiiiiiiiiiiiii e 2-59
2.1.2.1.2 PrOCEAUTES ..ceueniniieiiei ettt ettt ettt ettt ea e e e e e e enenaeanee 2-59
2.1.2.1.2.1 Overview of Reception Procedures ........c..ccceeuviiiiiiiiiiiiiiniininenennee. 2-59
2.1.2.1.2.2 Requirements for Reception Procedures............ccocveviiiiniiiiniinennnnn. 2-60
2.1.2.2 Addressing SUDIAYeT ......c.uiiiiiii e 2-62
2.1.2.2.1 ParameterS . .ociuiiiiiiiii e 2-62
2.1.2.2.2 PTOCEAUTES «..evniiiiiiiiiiicie et e 2-62
2.1.2.2.2.1 Page Match Procedure for the General Page Message..................... 2-62
2.1.2.2.2.2 Page Match Procedure for the Universal Page Message .................. 2-65

ii



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

3GPP2 C.S0004-E v2.0

CONTENTS

2.1.2.2.2.3 Address Recognition Procedure for Messages Other than the
General Page Message and the Universal Page Message............... 2-69
2.1.2.2.2.4 Determination of Address Mismatch ...........c..coooiiiiiiiiiiii. 2-72

2.1.2.2.2.4.1 Determination of Address Mismatch for the General Page
MeSSAQGe.....cc.couviviiiiiiiiiiii 2-72

2.1.2.2.2.4.1.1 Requirements for Determination of Address Mismatch for
the General Page MeSSage..............cccoeciiiiiiiiiiiiiiiiiniiin. 2-73

2.1.2.2.2.4.2 Determination of Address Mismatch for the Universal Page
MeSSAQGE......ccvviiiiiiiiiiiiiiiiii 2-74

2.1.2.2.2.4.2.1 Requirements for Determination of Address Mismatch for
the Universal Page MeSSAge .............c.ceeeuiiiniiiniiiniiinniinn. 2-75
2.1.2.2.3 Accumulated Addressing Statistics for f-csch...........cc.cooo 2-76
2.1.2.3 ULty SUDLAYET ..tenniiiiiieii ettt e enes 2-77
2.1.2.3.1 ParameterS «.ucuiuiiiiii it 2-77
2.1.2.3.2 PrOCEAUTES ...c.tetiiiiiiiiitiit ettt ettt et et et en e e e e e ennes 2-77
2.1.2.3.2.2 Procedures for Processing of the Universal Page Message............... 2-78
2.1.2.3.2.2.1 Procedures for Reassembly of the Universal Page Block ............ 2-78
2.1.2.4 Segmentation and Reassembly (SAR) Sublayer ........c..cceeeveiiiiiiiiiiininienn. 2-79
2.1.2.4.1 ParametersS «.uouiiuiiiiiiiiii e 2-79
2.1.2.4.2 ProCEAUTES ....tiutiiiiiiiii ettt 2-79
2.1.2.4.3 Accumulated Statistics for f-cSch.......ccoooiiiiiiiiiii 2-83
2.1.2.5 Message Integrity SUublayer........ccv i 2-85
2.1.2.5.1 Parameters ........ccoiuiiiiiiniiiiiiii i 2-85
2.1.2.5.2 PrOCEAUTES ...cuteutiiiiiiiiitiit ettt ettt ettt et et et e en e e e e e e ennes 2-85
2.2 Dedicated Channel OPeration .......ccoveeviuiiiiieiiiee e e 2-85
2.2.1 TransmissSion on r-dSCh.......c.oiiiiiiiiiiiiii e 2-85
2.2.1.1 ARQ SUDLAYET . eeutttiiteiieiie ittt ettt et ettt e et et ettt e et et e a e eaaeens 2-85
2.2.1.1.1 ParametersS «.uouiiuiiiiiiii e 2-85
2.2.1.1.1.1 Definition of ARQ FieldS ......cviiiiiiiiiiiiii e, 2-86
2.2.1.1.1.2 Requirements for Setting ARQ Fields........c..ccoeviiiiiiiiiiiiiiininnennee. 2-86
2.2.1.1.2 PrOCEAUTES .. euteteiieiieii ettt et ettt ettt et et et et et e e e en e eaeeaeeaeeneennes 2-87
2.2.1.1.2.1 Overview of Transmission and Retransmission Procedures............. 2-87
2.2.1.1.2.2 Requirements for Transmission and Retransmission Procedures....2-88
2.2.1.1.3 Accumulated ARQ StatiStiCs ...ccoiviriiiiiiiiiiece e 2-92

iv



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

3GPP2 C.S0004-E v2.0

CONTENTS
2.2.1.2 Uty SUDLAYET .c.uiniiniiii ettt aaee 2-93
2.2.1.2.1 ParameterS . .ouu i 2-93
2.2.1.2.1.1 Definition of Utility Sublayer Fields .........cccccooiviiiiiiiiiiininninn.. 2-93
2.2.1.2.1.2 Requirements for Setting Utility Sublayer Fields.........cc..coeeieiinn.e. 2-95
2.2.1.2.2 PTrOCEAUTES ..ceueiuinitiiei ettt ettt ettt et et et ete et e e e e en e eaeaaeanas 2-99
2.2.1.3 Segmentation and Reassembly (SAR) Sublayer........cccccoevviiiiiiiiniiniennennen. 2-101
2.2.1.3.1 ParameterS . ..coiuiniiiiiiii e 2-101
2.2.1.3.1.1 Definition of SAR Parameters .........cceeveuieuiiiiiiiineineineineeeeeennenn. 2-101
2.2.1.3.1.2 Requirements for Setting SAR Parameters.........c..coeeeviiiiiniinennenn. 2-101
2.2.1.3.2 PrOCEAUTES . ceueintiniiiiei ettt et ettt e ettt e e e e e eaaees 2-103
2.2.1.4 Message Integrity Sublayer .........ccooooiiiiiiiiiiiiiii 2-103
2.2.1.4.1 ParameterS.....oouiiiiiiiiiiii 2-103
2.2.1.4.2 PrOCEAUTES ..ceuevuiiniiiiei ettt ettt et e ettt e e e e e eaaees 2-103
2.2.2 Reception on f-dSCh ....iuuiinii e 2-104
2.2.2.1 ARQ SUDLAYET euueiiiiiieiiieii ettt ettt ettt ettt et et e et e e eneenaes 2-104
2.2.2.1.1 ParameterS. ..coiuiniiiiiiii e 2-104
2.2.2.1.2 PrOCEAUTES . eeueiueiniteiei ettt ettt ettt e et et e e e e e eanees 2-104
2.2.2.1.2.1 Overview of Reception Procedures ...........cc.cceeeiiiiiiiiiinieniennennenn. 2-104
2.2.2.1.2.2 Requirements for Reception Procedures..........ccc.coeevviiiiiiiiniennennenn. 2-105
2.2.2.2 Uity SUDLAYET ....einiiiiii ettt ea e 2-107
2.2.2.2.1 ParameterS.....oouiiuiiiiiiiiii e 2-107
2.2.2.2.2 PrOCEAUTES ..c.ueuuiiniieiei ettt et ettt e e e et e e e e e e eanees 2-107
2.2.2.3 Segmentation and Reassembly (SAR) Sublayer........cccccoeeuveiiiiiiinieniennennen. 2-107
2.2.2.3.1 ParameterS.....oouviuiiiiiiiii 2-107
2.2.2.3.2 PrOCEAUTES ..ceueiuiiiiieiei ettt ettt ettt e e e e e eaaees 2-107
2.2.2.4 Message Integrity SUublayer .........oviiiiiiiiiiiii e 2-108
2.2.2.4.1 ParameterS.....oouiiuiiiiiiiiii e 2-108
2.2.2.4.2 PrOCEAUTES ..c.ueuuiiniiiiei ettt e et ettt e et et e e e e e eneanees 2-108
3 BASE STATION REQUIREMENTS ......coiiiiiiiiiiii e 3-1
3.1 Common Channel OPEeration ........c.ueueeu ittt e e eaens 3-1
3.1.1 ReCEPLION OI1 T-CSCIL 1etuiiiiiieii ittt ettt ettt e e e eaeeaee 3-1
3.1.1.1 Authentication and Message Integrity Sublayer...........cccccoveviiiiniiniiniinnennenn. 3-1



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

3GPP2 C.S0004-E v2.0

CONTENTS

3.1.1.1.1 Parameters ..ot 3-1
3.1.1.1.2 Authentication Procedures ........c..coveuiiiiiiiiiiiiiiniie e, 3-1
3.1.1.1.3 Message Integrity Procedures.......c.ocovuiiuiiiiiiiiiiiiiiin e, 3-2

3.1.1.1.4 Security Sequence Number Duplicate and Out-of-Range Detection
(refer also t0 2.3.12.4.1.510 [S]) ceeuuiiniiniiiiiiiiiiii i, 3-3
3.1.1.2 ARQ SUDLAYET .. etuiiteiitiieii et et ettt et et e e et et et et e e e eba e er e ena e enanes 3-4
3.1.1.2.1 Parameters c..cu i 3-4
3.1.1.2.2 PrOCEAUTES .. eueeniiiiiieiit ettt ettt et ettt e e e e e e e eaeans 3-5
3.1.1.2.2.1 Overview of Reception Procedures .........c..ccoeeviiiiiiiiiiiiiiiiiininninennes 3-5
3.1.1.2.2.2 Requirements for the Reception Procedures ..........c..cceeeveeieniennennenne. 3-5
3.1.1.3 Addressing SUDIAYET .......cccuviiiiiiiiiiiii e 3-6
3.1.1.3.1 Parameters .....ooooiuiiiiiiiiiiii 3-6
3.1.1.3.2 PrOCEAUTES .. cutittiiieieii ettt ettt ettt ettt e e e e e e e ens 3-6
3.1.1.4 Utility SUDIAYET ...ovuniiiiiiiiiiii e 3-6
3.1.1.4.1 Parameters ...oo.ooiuiiiiiiiii 3-6
3B.1.1.4.2 PrOCEAUTES ..eutittiiiiiei ettt ettt ettt et et e et e e e e e eaaeans 3-6
3.1.1.5 Segmentation and Reassembly (SAR) Sublayer .........c.c.ccoeeiiiiiiiiiiiiiinn 3-7
3.1.1.5.1 Parami@terS ..cuueuniiniiiiitiiiei ettt e ans 3-7
3B.1.1.5.2 PrOCEAUTES .. cutettiiiiiieiie ettt ettt ettt ettt e e e e e e e e aeans 3-7
3.1.2 Transmission on f-CSCI ... ..ottt 3-9
3.1.2.1 ARQ SUDLAYET .. etuiiteiiiiieiieii ettt et ettt et et e et e et et e eba e era e eaaeeaaaes 3-9
3.1.2.1.1 Parameters c..cuiuuiuiiiiiii e 3-9
3.1.2.1.1.1 Definition of ARQ FieldS .....c.cviiiiiiiiiiii e 3-9
3.1.2.1.1.2 Requirements for Setting ARQ Fields........c..ccoeviiiiiiiiiiiiiiiiinnennen. 3-10
3.1.2.1.2 PrOCEAUTES .. cuettiiieii ittt et ettt ettt e e et et et e e e et et eeeeaeenaennes 3-10
3.1.2.1.2.1 Overview of Transmission and Retransmission Procedures............. 3-10
3.1.2.1.2.2 Requirements for Transmission and Retransmission Procedures....3-11
3.1.2.2 AddresSing SUDIAYET .. c..iuuiiniiiii e 3-13
3.1.2.2.1 Parameters ........ccoiuiiiiiiiiiiiii i 3-13
3.1.2.2.1.1 Addressing Fields of Page Records in a General Page Message ....... 3-13
3.1.2.2.1.1.1 Page Class Fields of a General Page Message................c........... 3-13
3.1.2.2.1.1.1.1 Definition of Page Class Fields of a General Page Message ..3-13

vi



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

3GPP2 C.S0004-E v2.0

CONTENTS

3.1.2.2.1.1.1.2 Requirements for Setting Page Class Fields of a General
Page MeSSAQGE............cccccvuiiiiiiiiiiiiiiiiiiii 3-14
3.1.2.2.1.1.2 Page Type-specific Fields of a General Page Message................ 3-18

3.1.2.2.1.1.2.1 Definition of Page Type-specific Fields of a General Page
MeSSAGE .....cuvvniniiiiiiiiii 3-18

3.1.2.2.1.1.2.2 Requirements for Setting Page Type-specific Fields of a
General Page MeSSAQGE ..............ccocoviiiiiiiiiiiiiiiiiiiiiiiiiicie 3-23
3.1.2.2.1.2 Addressing Fields of Page Records in a Universal Page Message .... 3-25
3.1.2.2.1.2.1 Interleaved Address Fields ........ccoccoeiiiiiiiiiiiiiien 3-25
3.1.2.2.1.2.1.1 Definition of Interleaved Address Fields.....c..cc.ccoeenvrniiniianie. 3-25
3.1.2.2.1.2.1.1.1 Definition of BC_ADDR_BLOCK........ccccvtviiiiiiiiienninnne. 3-26
3.1.2.2.1.2.1.1.2 Definition of IMSI_ADDR BLOCK .......c..cccviiiiiiniinnennne. 3-26
3.1.2.2.1.2.1.1.3 Definition of TMSI_ADDR _BLOCK ......c..cccuvivuiiiniiinennne. 3-26
3.1.2.2.1.2.1.1.4 Definition of RESERVED_ADDR_BLOCK............c.ucn..... 3-26
3.1.2.2.1.2.1.2 Requirements for Setting Interleaved Address Fields.......... 3-26
3.1.2.2.1.2.2 Page Class Fields of a Universal Page Message.............c........... 3-29
3.1.2.2.1.2.2.1 Definition of Page Class Fields of a Universal Page Message.. 3-29

3.1.2.2.1.2.2.2 Requirements for Setting Page Class Fields of a Universal
PaGe MESSAGE ......c.vuuiniiiiiiiiiiiiiiiiiiii i 3-30
3.1.2.2.1.2.3 Page Type-specific Fields of a Universal Page Message.............. 3-31

3.1.2.2.1.2.3.1 Definition of Page Type-specific Fields of a Universal Page
MeSSAGE ......coviiviiiiiiiiiii 3-32

3.1.2.2.1.2.3.2 Requirements for Setting Page Type-specific Fields of a
Universal Page MESSAGE ........cc.cuueuiiniuiiiiiiiiieieieiieeeeeeeeans 3-37

3.1.2.2.1.3 Addressing Fields of PDUs Carrying Messages Other than the
General Page Message and the Universal Page Message......... 3-38
3.1.2.2.1.3.1 Definition of Addressing Fields .......c..ccoooiiiiiiiiiiiiiiiiinne 3-38
3.1.2.2.1.3.2 Requirements for Setting Addressing Fields .......c..cccecveviiiinnie. 3-45
3.1.2.2.1.3.3 Requirements for Setting IMSI Class Subfields .........c..ceeuneenee. 3-46
3.1.2.2.2 PrOCEAUTES ..ceuiininiiei ettt ettt ettt en et e e et en e enaeanee 3-47
3.1.2.3 ULty SUDLAYET c.uininiiiiei ettt ettt aaee 3-48
3.1.2.3.1 ParameterS.....c.oiiuiiiiiiiiiiiiiiii 3-48
3.1.2.3.1.1 Message Type Fields .......coiriiiiiiiiiiiiiiii e 3-48
3.1.2.3.1.1.1 Definition of Message Type Fields ......cccccoviriiiiiiiiiiiniiniiinen.e. 3-48

vii



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

3GPP2 C.S0004-E v2.0

CONTENTS

3.1.2.3.1.1.2 Requirements for Setting Message Type Fields..........c..ccceennnnee. 3-48
3.1.2.3.1.2 General Page Message Common Fields............c..coooiiiin 3-51
3.1.2.3.1.2.1 Definition of General Page Message Common Fields................. 3-51
3.1.2.3.1.2.2 Requirements for Setting GPM Common Fields.........c..cc.cc.c.... 3-52
3.1.2.3.1.3 Extended-Encryption Fields ........c..ccoooiiiiiiiiii 3-52
3.1.2.3.1.3.1 Definition of Extended-Encryption Fields ........c..cc.coooiiiininni. 3-52
3.1.2.3.1.3.2 Requirements for Setting Extended-Encryption Fields.............. 3-52
3.1.2.3.1.4 PDU Padding Field .........c...ccoiiiiiiiiiiiiiiiiii 3-54
3.1.2.3.1.4.1 Definition of PDU Padding Field..........c..c.ccceiiiiiiiiiiiiiiiiininnnee. 3-54
3.1.2.3.1.4.2 Requirements for Setting PDU Padding Field ............c..c............ 3-54
3.1.2.3.1.5 Universal Page Message Common Fields .............ccoooiviiiiiiin.. 3-54
3.1.2.3.1.5.1 Definition of Universal Page Message Common Fields............... 3-54
3.1.2.3.1.5.2 Requirements for Setting UPM Common Fields.........c..c............ 3-54
3.1.2.3.1.6 UPM Segment Sequence Number Field............c..ccoooiiiiin 3-55
3.1.2.3.1.6.1 Definition of UPM Segment Sequence Number Field ................. 3-55

3.1.2.3.1.6.2 Requirements for Setting UPM Segment Sequence Number
Feld oo 3-55
3.1.2.3.1.7 Record-specific Fields......ccoooviiiiiiiiiiiiii e 3-55
3.1.2.3.1.7.1 Definition of Record-specific Fields ........ccccceeeiiiiiiiiiiininnn.n. 3-55
3.1.2.3.1.7.2 Requirements for Setting Record-specific Fields..................... 3-56
3.1.2.3. 1.8 MACT Filld .c.ueiniiiiiiiiiiiieie ettt en e e 3-57
3.1.2.3.1.8.1 Definition of MACI Field ......c.coeeuiiiiiiiiiiiiiiicec e, 3-57
3.1.2.3.1.8.2 Requirements for Setting MACI Field........c..ccooeiviiiiiiiiniinnennen. 3-58
3.1.2.3.2 PrOCEAUTES .. cutettiiiiiitiitit ettt ettt et ettt et e en e e e e e e ennes 3-58

3.1.2.3.2.1 PDU Assembly on the sync channel or on the primary Broadcast
Control Channel .........ccooiiiiiiiiiiii 3-59

3.1.2.3.2.2 PDU Assembly on the Paging Channel when the PDU does not
contain Extended-Encryption Fields .....c..cocooiiiiiiiiiiiiinnnn... 3-59

3.1.2.3.2.3 PDU Assembly on the Paging Channel when the PDU contains
Extended-Encryption Fields......ccccooiiiiiiiiiiiiiiiiiiiceeeee, 3-62
3.1.2.3.2.4 PDU Assembly on the Forward Common Control Channel.............. 3-65

3.1.2.3.2.4.1 PDU Assembly for PDUs Carrying Messages Other than the
Universal Page MESSAGE. ........c.uuueeiuiiiiiiiiiiaiieiieeiieeeeieeaeenes 3-65

viii



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

3GPP2 C.S0004-E v2.0

CONTENTS

3.1.2.3.2.4.2 PDU Assembly for PDUs Carrying the Universal Page
MeSSAGE ......coiiviiiiiiiiiiii 3-70
3.1.2.3.2.4.2.1 Assembly of the Universal Page Block........c..cc.cccccceeuveunenn... 3-70

3.1.2.3.2.4.2.2 PDU Assembly for PDUs Carrying the Universal Page
MeSSAge......ccovviiiiiiiiiii 3-72

3.1.2.3.2.4.2.2.1 PDU Assembly for an Unsegmented Universal Page
MeSSAQGE .....ccovvniiiiiiiiiiiiiiiiiiii 3-72

3.1.2.3.2.4.2.2.2 PDU Assembly for a Segmented Universal Page
MeSSAQGe.....ccvovivviiiiiiiiiiii 3-72
3.1.2.3.2.5 PDU Assembly on the non-primary Broadcast Channel................. 3-75
3.1.2.4 Segmentation and Reassembly (SAR) Sublayer.........ccccoveeviiiiiniiiinniniinenn.s 3-76
3.1.2.4.1 ParametersS.....oouiiiiiiiiii 3-76
3.1.2.4.1.1 Definition of SAR parameters .........coeeuiiuiiuiiniinniineiieieeeeeeieneanees 3-76
3.1.2.4.1.2 Requirements for Setting SAR Parameters..........ccc.ccoeeiuiiiniiiinninnn. 3-77
3.1.2.4.2 PrOCEAUTES ..ceuiniiiiiiiiii ettt ettt ettt e et e e en e e eanee 3-79
3.1.2.5 Message Integrity SUublayer .......oocviiiiiiiiii e 3-81
3.1.2.5.1 ParameterS . . ouu it 3-81
3.1.2.5.2 PrOCEAUTES ..ceuiniiiiiiiii ettt ettt ete e et e ea e e eanee 3-81
3.2 Dedicated Channel OpPeration ........c.vveuiiuiiniiiiiiiiie e eeneen 3-82
3.2.1 Reception ON I=ASCR....iuiiniiiiiii et e e e e anees 3-82
3.2.1.1 ARQ SUDLAYET eetueitneiieiieiieei ettt ettt et ettt et e e e e e e e e eneenas 3-82
3.2.1.1.1 ParameterS . .ocu it 3-82
3.2.1.1.2 PrOCEAUTES «..ivniiiiiiiiiiit it 3-82
3.2.1.1.2.1 Overview of Reception Procedures ........c..cccoeviviiiiiiiiiiiniininennennee. 3-82
3.2.1.1.2.2 Requirements for Reception Procedures..........c..cceevieiiiiiiniiniennenn.e. 3-83
3.2.1.2 Uity SUDLAYET c.uiininiiii ittt ettt et et ea e e eaaee 3-84
3.2.1.2.1 ParametersS....ccouiiiiiiiiiii 3-84
3.2.1.2.2 PTrOCEAUTES ..ceueininiieiei ettt ettt ettt et et et e ea et et et e e e en e eaeaaeanes 3-84
3.2.1.3 Segmentation and Reassembly Sublayer........c..cccciiiiiiiiiiiiiiiiniininineanes 3-84
3.2.1.3.1 ParametersS....coouiiiiiiiiiii 3-84
3.2.1.3.2 PrOCEAUTES ..ceueininiieiei ettt ettt et et e et e e e e e e en e eneaaeenee 3-85
3.2.1.4 Message Integrity SUDLayer ......ccoviiiiiiiii e 3-85
3.2.1.4.1 ParameterS...ocoiuiiiiiiiii e 3-85

ix



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

3GPP2 C.S0004-E v2.0

CONTENTS
3.2.1.4.2 PrOCEAUTES .. cutettiiiiiieiie ettt et ettt et ettt et et e e e e e eaeeeaaeeneennes 3-85
3.2.2 Transmission on f-dSCh .....c.oiiiiiiii e 3-85
3.2.2.1 ARQ SUDIAYET ....cutiiiiiiii e 3-85
3.2.2.1.1 Parameters «..ouiiuiuiiiiii e 3-85
3.2.2.1.1.1 Definition of ARQ Fields .......coouviuiiiiiiiiiiiiiiiei e, 3-85
3.2.2.1.1.2 Requirements for Setting ARQ Fields........c..ccooviiiiiiiiiiiiiiiinnnn.. 3-86
3.2.2.1.2 PrOCEAUTES .. eutettiiiiieii ettt ettt ettt et e et et et et e e e e et et e e e eneennes 3-87
3.2.2.1.2.1 Overview of Transmission and Retransmission Procedures............. 3-87
3.2.2.1.2.2 Requirements for Transmission and Retransmission Procedures....3-88
3.2.2.2 ULty SUDLAYET ..nenniiiiiiii ettt e e e enes 3-91
3.2.2.2.1 ParameterS «..cuiuiiiiii e 3-91
3.2.2.2.1.1 Definition of Utility Sublayer Fields..........cc.cceiiiiiiiiiiiiiiiiiinnenne. 3-91
3.2.2.2.1.2 Requirements for Setting Utility Sublayer Fields .........c..ccccceeeneennen. 3-93
3.2.2.2.2 PrOCEAUTES .. cutettitneiieii ettt ettt et et ettt e et et e e et et e e e e ennes 3-97
3.2.2.3 Segmentation and Reassembly Sublayer........c..cc.ocoviiiiiiiiiiiiniiiiiiiinnn. 3-99
3.2.2.3.1 Parameters «..ouiiuiiiiiiii e 3-99
3.2.2.3.1.1 Definition of SAR parameters .........cceeeuveuriiiiieineieirieeineiieieeneennens 3-99
3.2.2.3.1.2 Requirements for Setting SAR Parameters......c..cccccovevviiviiiiiniennnnnen. 3-99
3.2.2.3.2 PrOCEAUTES ...cutettiiiei ettt ettt ettt e et e e e e e e e e ennes 3-99
3.2.2.4 Message Integrity SUublayer........coui i 3-99
3.2.2.4.1 ParametersS ....oouiuiiiiiii e 3-99
3.2.2.4.2 PrOCEAUTES ...uivuiinniiii ettt e ettt et ettt et e et e e e e e eneaneans 3-100
ANNEX A TIMERS AND CONSTANTS ..ottt ettt 1



10

11

12

13

14

15

16

17

18

19

20

21

22

23

3GPP2 C.S0004-E v2.0

FIGURES
Figure 1.2.1-1. cdma2000 Signaling — General Architecture .........c..ccocoviiiiiiiiiiieninnn. 1-11
Figure 1.2.2-1. LAC Data Unit ProcesSing........cccuveuiiiiiiiiiiiiiiiiiiiiiiiiiiii e 1-12

Figure 1.2.3-1. Architecture of the forward logical channels seen by the LAC Sublayer.. 1-14
Figure 1.2.3-2. Architecture of the reverse logical channels seen by the LAC Sublayer .. 1-15

Figure 1.2.5.1-1. Protocol Architecture: r-cSCh .........cccoiiiiiiiiiiiiiiii 1-22
Figure 1.2.5.2-1. Protocol Architecture: f-csch........ccoooiiiiiiiiiii 1-26
Figure 1.2.5.3-1. Protocol Architecture: f-dsch and r-dsch.........c..coooiiiiiiiiii. 1-33
Figure 1.2.6-1. ARQ Model .........ccoouiiiiiiiiiiiiiiiiiii e 1-36
Figure 2.1.1.1.2.1-1. Computation of AUTHR for Mobile Station Authentication............. 2-5
Figure 2.1.1.1.2.5-1. Function used for calculation of MAC-I.........ccccceiiiiiiiiiiiinninneannen. 2-10
Figure 2.1.1.1.2.6-1. Function used for calculation of UMAC.............cccooiviiiiiiinin. 2-11
Figure 2.1.1.5.1.2-1. The 30-bit CRC Calculation .........c..cceeuiiiiiiiiiiiiiiiiiiiiie e, 2-58
Figure 2.1.2.1.2.2-1. Time Interval for Duplicate Message Detection..........c..cceeveeneeneen. 2-62
Figure 2.2.1.1.2.2-1. Time Limit for Retransmission of PDUs on r-dsch........................ 2-89
Figure 2.2.1.1.2.2-2. Time Limit for Acknowledgment of PDUs on f-dsch...................... 2-91
Figure 2.2.1.3.1.2-1. The 16-bit CRC Calculation ..........cccceeverriiiiiiiiiiiiiiiiniiiieeenne, 2-102
Figure 2.2.2.1.2.2-1. Time Window for Detecting Duplicate Messages not Requiring
Acknowledgment ......c.oieiiiiiiiii e 2-106

Figure 3.1.1.1.4-1 The 8-bit security sequence number space divided into 3 segments.... 3-4

Figure 3.1.2.1.2.2-1. MSG_SEQ REUSE ....c.itiiiniiiiiiiiiiiii e 3-12
Figure 3.2.2.1.2.2-1. Time Requirement for the Base Station Not to Reuse a MSG_SEQ
NUIDET .t aeaae 3-89

Xi



1

3GPP2 C.S0004-E v2.0

This page intentionally left blank.

FIGURES

xii



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

3GPP2 C.S0004-E v2.0

TABLES

Table 2.1.1.1.2.1-1. Auth_Signature Input Parameters .........c..cceeviiiiiiiiiiiiiiiiinininenn. 2-6
Table 2.1.1.1.2.2-1. Representation of DigitS ........coveuiiuiiiiiiiiiiiiiiiiiiiee e, 2-8
Table 2.1.1.2.2.3-1. Accumulated Statistics for the Access Channel............c..c..cooeeeete 2-24
Table 2.1.1.2.2.3-2. Accumulated Statistics for the Enhanced Access Channel in Basic

ACCESS MOAE .. iiiiiiiiiei e 2-25
Table 2.1.1.2.2.3-3. Accumulated Statistics for the Enhanced Access Channel in

Reservation Access MOde.......ooeuviniiiiiiiiiiiiiiiii e 2-26
Table 2.1.1.2.2.3-4. Accumulated Statistics for the Reverse Common Control Channel 2-27
Table 2.1.1.3.1.1-1. Address TYPeS ...ttt eaeenee 2-28
Table 2.1.1.3.1.1-1a. Extended Address TYPES ..cuutuuiiuiiniiriiiiiiiiieee e e eeeenee 2-29
Table 2.1.1.3.1.1-2. IMSI Class O TYPES....ccuuiiiiiiiiiiiiiiiiiii e 2-32
Table 2.1.1.3.1.1-3. IMSI Class 1 TYPES . utuutiutiniiiiiiie ettt eaaeenee 2-33
Table 2.1.1.4.1.1.2-1. MSG_ID values on r-csch (part 1 of 2) ....ccoooieniiiiiiiiiiiiines 2-43
Table 2.1.1.4.1.1.2-1. MSG_ID values on r-csch (part 2 of 2) ....c.ceoveviiiiiiiiiniiinneans 2-44
Table 2.1.1.4.2-1. PDU Format on r-csch for P REV_ IN USE <4 ..cciiiiiiiiiiiiiiiiiiiinnennn.. 2-52
Table 2.1.1.4.2-2. PDU Format on r-csch for P REV_IN USE =4 0r 5....cccecivviviiiiinninnn. 2-53
Table 2.1.1.4.2-3. PDU Format on r-csch for P REV_IN USE =6....c..ccoeiiiiiiiiiinniinenn.. 2-53
Table 2.1.1.4.2-4. PDU Format on r-csch for P REV_IN_ USE =7 0r 8....ccovvivvviviiinnennn. 2-53
Table 2.1.1.4.2-5. PDU Format on r-csch for P REV_IN USE > 9 ......ccoiiiiiiiiiiiiiiinnn, 2-54
Table 2.1.2.2.3-1. Accumulated Addressing Statistics for f-csch.....c..coociiiiiiiiiie 2-77
Table 2.1.2.4.3-1. Accumulated Statistics for f-csch .......c..oiiiiiiiiiie 2-84
Table 2.2.1.1.3-1. Accumulated ARQ Statistics for Regular PDUS.......c..ccccvieniiniinniinenn.. 2-92
Table 2.2.1.1.3-2. Accumulated ARQ Statistics for Mini PDUS ........ccccoviiviiiiiiiiiiiinennes 2-93
Table 2.2.1.2.1.2-1. MSG_TYPE Values for Regular PDUs on r-dsch (part 1 of 2).......... 2-96
Table 2.2.1.2.1.2-1. MSG_TYPE Values for Regular PDUs on r-dsch (part 2 of 2).......... 2-97
Table 2.2.1.2.1.2-2. MSG_TYPE Values (3 bits) for Mini PDUs on r-dsch ........c..c.......... 2-98
Table 2.2.1.2.1.2-3. MSG_TYPE Values (6 bits) for Mini PDUs on r-dsch ........c..c.......... 2-98
Table 3.1.2.2.1.1.1.2-1. Page Record Formats (part 1 of 2)....cccceienieriiiiiiiiiiininiiniinennns 3-15
Table 3.1.2.2.1.1.1.2-1. Page Record Formats (part 2 of 2)......cccoeenveiiiiiiiiiiiiniiiiininennns 3-16
Table 3.1.2.2.1.3.1-1. Address TyPeS ...ucuiiiiiiiii ettt eeeaeenee 3-39
Table 3.1.2.2.1.3.1-1a. Extended Address TYPES «..cuiuuiiniiniiiiiiiiiiiii e eieeeenee 3-39
Table 3.1.2.2.1.3.1-2. IMSI Class O TYPES . .ututunttntineinetneeteieieieee et reieieteeneeneereaeanes 3-42

xiii



10

11

12

13

14

15

16

17

3GPP2 C.S0004-E v2.0

TABLES

Table 3.1.2.2.1.3.1-3. IMSI ClasS 1 TYPES t.utuutuutiuiiniiniieieieen ettt e eteeneenennes 3-42
Table 3.1.2.3.1.1.2-1. MSG_ID Values on f-csch (part 1 of 3)....ccoevviiiiiiiiniiiiiiiiiiniinnennes 3-49
Table 3.1.2.3.1.1.2-1. MSG_ID Values on f-csch (part 2 of 3)....ccocoveeviiiiiiiiiiiiiiiiiiinn, 3-50
Table 3.1.2.3.1.1.2-1. MSG _ID Values on f-csch (part 3 of 3)....cveviiiiiiiiiiiiiiiiiiiiiiiennes 3-51
Table 3.1.2.3.1.7.2-1. Values of EXT BCAST SDU_LENGTH_IND and

EXT BCAST SDU_LENGTH Fields ..cc.oeevuiiriiiiiiiiiiiiiieeieeieeenne, 3-57
Table 3.1.2.3.2.4.2.2.2-1 Number of bits for First Segment of UPM ...........c..ccoeiiiinienne. 3-73
Table 3.1.2.3.2.4.2.2.2-2 Number of bits for Middle Segment of UPM ...............c..coeeoeniil 3-74
Table 3.1.2.4.1.2-1 Position of “always included” SAR parameters ........cc..coeeuvereeiennennes 3-79
Table 3.2.2.2.1.2-1. MSG_TYPE Values for Regular PDUs on f-dsch (Part 1 of 3)........... 3-94
Table 3.2.2.2.1.2-1. MSG_TYPE Values for Regular PDUs on f-dsch (Part 2 of 3)........... 3-95
Table 3.2.2.2.1.2-1. MSG_TYPE Values for Regular PDUs on f-dsch (Part 3 of 3)........... 3-96
Table 3.2.2.2.1.2-2. MSG_TYPE Values (3 bits) for Mini PDUs on f-dsch ........c.............. 3-96
Table 3.2.2.2.1.2-3. MSG_TYPE Values (6 bits) for Mini PDUs on f-dsch ....................... 3-96
Table A-1. Time LIMIES «.uoeuiin et e e e 1
Table A-2. Other ConSTaAnTS .. c.oiuiiii et e e ens 2

Xiv



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

3GPP2 C.S0004-E v2.0

FOREWORD AND SCOPE

(This foreword and scope is not part of this standard)

This Specification was prepared by Technical Specification Group C of the Third Generation
Partnership Project 2 (3GPP2). This Specification contains the Layer 2 Link Access Control
(LAC) layer of the IMT-2000 CDMA Multi-Carrier Mode, IMT-2000 CDMA MC, also known
as cdma2000®'. It provides a specification for land mobile wireless systems based upon
cellular principles. This Specification includes the capabilities of Telecommunications
Industry Association Standard TIA/EIA-95-B.

This Specification provides the Layer 2 Link Access Control (LAC) signaling protocol
architecture and functionality used to provide the transport and delivery of Layer 3
signaling messages over IMT-2000 CDMA MC air interface; however, other specifications
are required to complete the air interface and the rest of the system. Some of these
specifications are listed in the References section.

In this document, the term “Layer 2” is understood to mean the signaling Layer 2, in the
sense that non-signaling traffic (e.g., circuit or packet data) may have a different Layer 2
not described here. In addition, some traditional ISO Layer 2 functionality may be placed
in the MAC Layer, but such functionality is not signaling-specific and thus is outside the
scope of this document.

This document has the following organization:

1. Definitions and Conceptual Model. This section defines the terms and numeric
information used in this standard, and describes the architectural and functional model
used to develop cdma2000 LAC signaling.

2. Mobile Station Requirements. This section describes the requirements for cdma2000
mobile stations. A mobile station complying with these requirements will be able to operate
in the CDMA mode with cdma2000 base stations complying with this document.

3. Base Station Requirements. This section describes the requirements for cdma2000
base stations. A base station complying with these requirements will be able to operate in
the CDMA mode with cdma2000 mobile stations complying with this document.

Annex A. Timers and Constants. This normative annex contains tables that give specific
values for the constant identifiers found in Section 2 and Section 3.

This standard includes provisions for future expansion of system capabilities.

lcdma2000® is the trademark for the technical nomenclature for certain specifications and
standards of the Organizational Partners (OPs) of 3GPP2. Geographically (and as of the
date of publication), cdma2000® is a registered trademark of the Telecommunications
Industry Association (TIA-USA) in the United States.
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NOTES

. Compatibility, as used in connection with this specification, is understood to mean

the following: any mobile station is able to place and receive calls from any base
stations. In addition, all base stations are able to place and to receive calls for any
mobile station.

. This compatibility specification is based upon the specific spectrum allocations

defined by various governmental administrations.

. Each mobile station is assigned either a single unique 32-bit binary serial number

(ESN) or a single unique 56-bit binary serial number (MEID), which cannot be
changed by the subscriber without rendering the mobile station inoperative (see
2.3.2 of [5]).

. This specification uses the following verbal forms: “Shall” and “shall not” identify

requirements to be followed strictly to conform to the standard and from which no
deviation is permitted. “Should” and “should not” indicate that one of several
possibilities is recommended as particularly suitable, without mentioning or
excluding others; that a certain course of action is preferred but not necessarily
required; or that (in the negative form) a certain possibility or course of action is
discouraged but not prohibited. “May” and “need not” indicate a course of action
permissible within the limits of the standard. “Can” and “cannot” are used for
statements of possibility and capability, whether material, physical, or causal.

. Footnotes appear at various points in this specification to elaborate and further

clarify items discussed in the body of the specification.

. Unless indicated otherwise, this document presents numbers in decimal form.

Binary numbers are distinguished in the text by the use of single quotation marks.

. The following operators define mathematical operations:

x indicates multiplication.

| x| indicates the largest integer less than or equal tox: [1.1]=1,[1.0]= 1.
[x|indicates the smallest integer greater or equal tox: [1.1]1=2,[2.0]=2.
| x| indicates the absolute value of x: |-17| =17, |17| = 17.

@ indicates exclusive OR (modulo-2 addition).

min (X, y) indicates the minimum of x and y.

max (X, y) indicates the maximum of x and y.

x mod y indicates the remainder after dividingx by y: x mody =x - (y x |x/y)).

. While communication between Layer 3 and Layer 2 and between the LAC Sublayer

and the MAC Sublayer are specified, there is no requirement to implement layering.

Xvi
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1 DEFINITIONS AND CONCEPTUAL MODEL
1.1 Terms and Numeric Information

1.1.1 Terms

Access Attempt. The entire process of sending one r-csch PDU and receiving (or failing to
receive) an acknowledgment for that PDU, consisting of one or more access sub-attempts.
See also Access Probe, Access Probe Sequence, and Access Sub-attempt.

Access Probe. One r-csch transmission consisting of a preamble and a PDU or a header
(see [3]) associated with that PDU. The transmission of the PDU is an integer number of
frames in length and transmits one r-csch message. See also Access Probe Sequence,
Access Sub-attempt, and Access Attempt.

Access Probe Sequence. A sequence of one or more access probes on the r-csch. When
the PDU is transmitted, other than the reported pilot information, the same r-csch content
is transmitted in every access probe of an access sub-attempt. See also Access Probe,
Access Sub-attempt, and Access Attempt.

Access Sub-attempt. A sequence of one or more access probe sequences on the r-csch
transmitted to one pilot, containing the same PDU content other than the reported pilot
information. See also Access Probe, Access Probe Sequence, and Access Attempt.

AKA. Authentication and Key Agreement protocol.
ARQ. Automatic Repeat Request.

Assured Mode. Mode of delivery that guarantees that a PDU will be delivered to the peer.
A PDU sent in assured mode is retransmitted by the LAC Sublayer, up to a maximum
number of retransmissions, until the LAC entity at the sender receives an
acknowledgement for the PDU. See also Confirmation of Delivery.

Authentication. A procedure used by a base station to validate a mobile station’s identity.

Authentication Response (AUTHR). An 18-bit output of the authentication algorithm. It
is used, for example, to validate mobile station registrations, originations and terminations.

Automatic Repeat Request (ARQ). Technique for providing reliable delivery of signals
between communicating stations which involves autonomous retransmission of the signals
and transmission of acknowledgments until implicit or explicit confirmation of delivery is
received.

Base Station. A fixed station used for communicating with mobile stations. Depending
upon the context, the term base station may refer to a cell, a sector within a cell, an MSC,
or other part of the cellular system. See also MSC.

broadcast channel. When the channel name is written with lower case letters, it refers to
the logical channel on which system overhead information or broadcast messages are
transmitted by the base station. When system overhead information is transmitted, the
logical “broadcast channel” can be mapped to the physical Paging Channel or to the
physical primary Broadcast Control Channel. When broadcast messages are transmitted,
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the logical “broadcast channel” can be mapped to the physical Paging Channel or to either
the physical non-primary Broadcast Channel or the Forward Common Control Channel, as
specified in [3].

Call History Parameter (COUNT). A modulo-64 event counter maintained by the mobile
station and Authentication Center that is used for clone detection.

CDMA. See Code Division Multiple Access.

CK. Ciphering Key for the AKA security protocol, used for message encryption and
decryption.

CMEA. Cellular Message Encryption Algorithm.

Code Division Multiple Access (CDMA). A technique for spread-spectrum multiple-access
digital communications that creates channels through the use of unique code sequences.

Confirmation of Delivery. A notification sent by the LAC Sublayer to Layer 3 at the
sender, when the LAC entity at the sender receives the acknowledgment for a specific PDU
sent in assured mode.

Electronic Serial Number (ESN). A 32-bit number assigned by the mobile station
manufacturer, uniquely identifying the mobile station equipment.

Emergency Call. A call placed by a mobile station user to request emergency assistance,
typically to an emergency services or public safety provider. The method used by a mobile
station to identify a call as an emergency call is outside the scope of this document.

ENC_KEY. A 4-entry array of keys used by Layer 3 for message encryption and decryption,
indexed by the key identifier that ranges from ‘00’ to ‘11’. Keys indexed by the ‘00’ and the
‘01’ values of the key identifier are CMEA keys, while keys indexed by the ‘10’ and ‘11’
values of the key identifier are AKA CK keys.

Encapsulated PDU. A LAC PDU together with the associated length and CRC SAR
parameters.

Encapsulated PDU Fragment. A portion of the encapsulated PDU which is limited in size
to the available capacity of Lower Layer frames, and is transferred at the interface between
the LAC SAR Sublayer and the MAC Sublayer.

EXT SSEQ. Extended security sequence number. A 32-bit crypto-sync that is used for
encryption, message integrity, or both.

ESN. See Electronic Serial Number.

f-csch. Forward common signaling logical channel (analogous to Paging and Sync
Channels in [11]).

f-dsch. Forward dedicated signaling logical channel (analogous to Forward Traffic or
Fundamental Channel in [11]).

F-PDCH. Forward packet data channel, capable of carrying both bearer traffic and
signaling.

Full TMSI. The combination of TMSI_ZONE and TMSI_CODE. The full TMSI is a globally
unique address for the mobile station.
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IK. Integrity Key for the AKA security protocol, used for message integrity.
IMSI. See International Mobile Subscriber Identity.
IMSI_M. MIN-based IMSI using the lower 10 digits to store the MIN.

IMSI_O. Operational value of IMSI (either IMSI_M or IMSI_T) used by the mobile station for
operation with the base station.

IMSI_S. A 10-digit number derived from the IMSI that is encoded as a 34-bit value (see
2.3.1 of [5]). IMSI_S generally corresponds to the last 10 digits of the IMSI.

IMSI_S1. A 24-bit value that corresponds to the last 7 digits of IMSI_S.
IMSI_T. True IMSI not associated with MIN. Could be 15 digits or fewer.

INT_KEY. A 4-entry array of keys used for message integrity calculations, indexed by the
key identifier that ranges from ‘00’ to ‘11°. Keys indexed by the ‘00’ and the ‘01’ values of
the key identifier are CMEA keys, while keys indexed by the ‘10’ and ‘11’ values of the key
identifier are AKA IK keys.

Interface Control Information. Data passed between adjacent layers in the protocol
stack, together with the SDU, to assist a layer to properly encapsulate/decapsulate the
SDU. An example of interface control information in this document is the MCSB.

International Mobile Subscriber Identity (IMSI). A method of identifying subscribers in
the wireless service, based on [10].

Key Identifier. An index in the arrays INT_KEY][.], ENC_KEY][.], TX_EXT_SSEQIO][.],
TX_EXT SSEQJ1][.], RX_EXT SSEQIO][.], and RX_EXT SSEQJ1][.] that are “in use”. ‘00’ and
‘01’ are used to index CMEA keys and the associated security sequence numbers. ‘10’ and
‘11’ are used to index AKA keys and the associated security sequence numbers.

L1. See Layer 1.
L2. See Layer 2.
L3. See Layer 3.

LAC PDU. LAC protocol data unit transferred between peer Utility Sublayers on the mobile
station and the base station.

LAC Sublayer. See Link Access Control Sublayer.

Layering. A method of organization for communication protocols in which the transmitted
or received information is transferred conceptually in pipeline fashion within each station,
in well-defined encapsulated data units between coordinated processing entities (“layers”).
A layer is defined in terms of its communication protocol to the peer layer in the other
station and the services it offers to the next higher layer in its own station.

Layer 1 (L1). Layer 1 (Physical Layer) provides for the transmission and reception of radio
signals between the base station and the mobile station.

Layer 2 (L2). Layer 2 provides for delivery of signaling messages generated by Layer 3 (see
below). Layer 2 consists of two sublayers: the LAC Sublayer and the MAC Sublayer (see
below). Layer 2 makes use of the services provided by Layer 1.
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Layer 3 (L3). Layer 3 originates and terminates signaling messages according to the
semantics and timing of the communication protocol between the base station and the
mobile station. Layer 3 makes use of the services provided by Layer 2.

Link Access Control (LAC) Sublayer. The LAC Sublayer is the upper sublayer of Layer 2.
It implements a data link protocol that provides for the correct transport and delivery of
signaling messages generated by Layer 3. The LAC Sublayer makes use of the services
provided by the Lower Layers (Layer 1 and the MAC Sublayer).

Logical Channel. A communication path between stations, described in terms of the
intended use of, and access to, the transferred data, and direction of transfer. A logical
channel can be “mapped” to and from one or more physical channels. In this document,
channel names beginning with lowercase letters specify logical channels.

Lower Layers. In this document, layers below the LAC Sublayer (e.g., Layer 1 and the
MAC Sublayer).

MAC Sublayer. See Medium Access Control Sublayer.

MAC-I. Message Authentication Code for message integrity. The 32-bit output of the
message integrity algorithm that allows the receiver to authenticate the message.

MACI. A 32-bit LAC Layer field that carries either the MAC-I or the UMAC of a signaling
message.

Mapping. In this context, the technique for forming associations between logical and
physical channels.

MCC. See Mobile Country Code.
MCSB. See Message Control and Status Block.

Medium Access Control (MAC) Sublayer. The MAC Sublayer is the lower sublayer of
Layer 2. It implements the medium access protocol and is responsible for transport of LAC
protocol data units using the services provided by Layer 1.

MEID. See Mobile Equipment Identifier.

Message. Signaling data unit transferred between the base station and the mobile station.
In this document, it should be interpreted as the Layer 3 PDU or the LAC SDU.

Message Control and Status Block (MCSB). In this document, a parameter block
representing the interface control information transferred between Layer 3 and the LAC
Sublayer. The MCSB is also used to carry relevant information within the LAC Sublayer.

MIN. See Mobile Identification Number.

Mini PDU. A PDU that carries a Layer 3 mini message. The total length of a mini PDU is
48 bits. A mini PDU may not be fragmented, and is carried in a 5 ms physical frame. See
also Regular PDU.

MNC. See Mobile Network Code.

Mobile Country Code (MCC). A part of the E.212 IMSI identifying the home country. See
[10].
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Mobile Equipment Identifier (MEID). A 56-bit number assigned by the mobile station
manufacturer, uniquely identifying the mobile station equipment.

Mobile Network Code (MNC). A part of the E.212 IMSI identifying the home network
within the home country. See [10].

Mobile Identification Number (MIN). The 34-bit number that is a digital representation of
the 10-digit number assigned to a mobile station.

Mobile Station. A station in the Public Cellular Radio Telecommunications Service
intended to be used while in motion or during halts at unspecified points. Mobile stations
include portable units (e.g., hand-held personal units) and units installed in vehicles.

Mobile Subscriber Identification Number (MSIN). A part of the E.212 IMSI identifying
the mobile subscriber within the home network. See [10].

MSC. Mobile Switching Center.
MSIN. See Mobile Subscriber Identification Number.

Multiplex Layer. Protocol Layer situated between Layer 2 and Layer 1 on dedicated
channels that is responsible for multiplexing Layer 2 SDUs from multiple sources (user
traffic, such as voice or data packets, and signaling traffic) onto the same physical channel,
according to priority and QoS criteria.

NAM. See Number Assignment Module.

National Mobile Subscriber Identity (NMSI). A part of the E.212 IMSI identifying the
mobile subscriber within the home country. The NMSI consists of the MNC and the MSIN.
See [10].

NMSI. See National Mobile Subscriber Identity.

Number Assignment Module (NAM). A set of MIN/IMSI-related parameters stored in the
mobile station.

PACA. Priority Access and Channel Assignment. See PACA Call.

PACA Call. A priority mobile station originated call for which no traffic channel or voice
channel was immediately available, and which has been queued for a priority r-csch
assignment.

PDU. See Protocol Data Unit.

Physical Channel. A communication path between stations, described in terms of the
radio characteristics such as coding, power control policies, etc. In this document, channel
names beginning with uppercase letters specify physical channels.

Primitive. An atomic, well-defined conceptual method of transferring data and control
information between two adjacent layers and sublayers. It is conventionally represented as
a function invocation, with the data and control information passed as parameters.

Protocol Data Unit (PDU). Encapsulated data communicated between peer layers on the
mobile station and the base station.
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Protocol Stack. Conceptual model of the layered architecture for communication protocols
(see Layering) in which layers within a station are represented in the order of their numeric
designation and requiring that transferred data be processed sequentially by each layer, in
the order of their representation. Graphically, the “stack” is drawn vertically, with the layer
having the lowest numeric designation at the base.

QoS. Quality of Service.

Random Challenge (RANDC). A 32-bit value held in the mobile station. It is used, in
conjunction with SSD_A and other parameters, to validate mobile station originations,
terminations and registrations.

r-csch. Reverse common signaling logical channel (analogous to Access Channel in [11]
and including the Enhanced Access Channel).

r-dsch. Reverse dedicated signaling logical channel (analogous to Reverse Traffic or
Fundamental Channel in [11]).

Regular PDU. A PDU that carries a Layer 3 message other than a mini message. The
length of a regular PDU is variable. A regular PDU may be fragmented, and fragments of a
regular PDU are carried in 20 ms physical frames. See also Mini PDU.

Removable User Identity Module. A real “card” temporarily attached to the mobile station
and containing all the information related to the user subscription for service.

Rescue Channel. A Fundamental Channel used for call rescue soft handoff. The Walsh
Code is pre-allocated and advertised to the mobile station. In the event that the mobile
station loses the Forward Traffic Channel or declares an acknowledgment failure,
communication with a new base station can be established on the Rescue Channel.

R-PDCH. Reverse packet data channel, capable of carrying both bearer traffic and
signaling.

R-UIM. See Removable User Identity Module.

RX _EXT SSEQJ{][j]. An 8-entry array of 32-bit crypto-sync counters used by the receiver to
decrypt messages and compute the message integrity related data, where i = 0 is for
messages sent in unassured mode and i = 1 is for messages sent in assured mode, where j
is the key identifier that ranges from ‘00’ to ‘11°.

SAP. See Service Access Point.
SAR. Segmentation and Reassembly.
SDU. See Service Data Unit.

Service Access Point (SAP). Conceptual point at the interface between two adjacent layers
where services are provided to the upper layer and data and protocol information is
exchanged between layers.

Service Data Unit (SDU). Data transferred between adjacent layers in the protocol stack.
Unless specified otherwise, in this document SDU refers to the Layer 3 service data unit
transferred to or from the LAC Sublayer.

SID. See System Identification.
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Sublayer. A protocol layer of finer granularity within another protocol layer or sublayer.
The LAC Sublayer itself may be seen as having several sublayers.

System Identification (SID). A number uniquely identifying a wireless system.

Temporary Mobile Subscriber Identity (TMSI). A temporary mobile subscriber
identification assigned by the base station.

TMSI. See Temporary Mobile Subscriber Identity.

TMSI Zone. The administrative zone that allows the TMSI to be reused. The TMSI_CODE
has to be unique within a TMSI zone but may be reused in a different TMSI zone. The TMSI
zone is identified by the field TMSI_ZONE.

TX EXT SSEQ[i{[j]. An 8-entry array of 32-bit crypto-sync counters used by the
transmitter to encrypt messages and compute the message integrity related data, where i =
0 is for messages sent in unassured mode and i = 1 is for messages sent in assured mode,
where j is the key identifier that ranges from ‘00’ to ‘11°.

UAK. UIM authentication key.
UIM. See User Identity Module.

UIM_ID. A 56-bit electronic identification (ID) number that is unique to the R-UIM.
Currently only 32-bits are used. The mobile station uses UIM_ID in place of ESN when
configured with a R-UIM which indicates that UIM_ID is to be used (see [16]).

UMAC. See User Message Authentication Code.

Unassured Mode. Mode of delivery that does not guarantee that a PDU will be delivered to
the peer. The LAC entity at the receiver does not acknowledge a PDU sent in unassured
mode.

Upper Layers. General reference to Layer 3 and the layers above it.

User Identity Module. A “card” (real or conceptual) permanently or temporarily attached to
the mobile station and containing all the information related to the user subscription for
service.

User Message Authentication Code. A 32-bit output of the UMAC algorithm computed by
UIM, based on MAC-I.
1.1.2 Numeric Information

Numeric information is used to describe the operation of the mobile station. The following
subscripts are used to clarify the use of the numeric information:

* “s” indicates a value stored in a mobile station’s temporary memory.

* “sv” indicates a stored value that varies as a mobile station processes various tasks.
* “sl” indicates the stored limits on values that vary.

* “r” indicates a value received by a mobile station over a CDMA Forward Channel.

(e

* “p”indicates a value set in a mobile station’s permanent security and identification
memory.
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* “s-p” indicates a value stored in a mobile station’s semi-permanent security and
identification memory.

ACCOLCy - A four-bit number used to identify which overload class field controls access

attempts.

ACH_ACC_TMOg — Access Channel acknowledgment timeout, in units of 80 ms.
ACH_FRAME_SIZE - The size of the frame used on the Access Channel (see [2]).
ASSIGNING_TMSI_ZONE_LENs_p - The 4-bit assigning TMSI zone length.
ASSIGNING_TMSI_ZONEs-p — The 8-octet assigning TMSI zone.

AUTHg - Current authentication mode.

BCAST_INDEXg - Broadcast slot cycle index.

COUNTs.p - A modulo-64 count held in the mobile station. COUNTs.p is maintained

during power-off.

CURRENT_ACTIVE_PILOTg — Identifies the current pilot in the Active Set during an access
attempt.

EACH_ACC_TMOg - Enhanced Access Channel acknowledgment timeout, in units of 20
ms.

EXT_PREF_MSID_TYPEg — Extended preferred mobile station identifier field type.

FIRST_ACTIVE_PILOTg — While the mobile station is in the System Access State, identifies

the pilot to which the first access probe was transmitted, upon entering the System Access
State.

FPC_PRI _CHANjg - Primary power control subchannel measured channel.
IMSI_11_12g - The 11th and 12th digits of the IMSI used for address matching.
IMSI_M_SP — The 34-bit IMSI_S derived from the mobile station’s IMSI_M.
IMSI_M_S1, - The least significant 24 bits of IMSI_M_Sy,.

IMSI_M_SZp — The most significant 10 bits of IMSI_M_Sp.

IMSI_O_ADDR_NUMjg - The number of digits in the NMSI of IMSI_O, minus four.
IMSI_O_Sg — The 34-bit IMSI_S derived from the mobile station’s IMSI_O.
IMSI_O_11_12g5 — The 11th and 12th digits of IMSI_O.

KEY_IDg - The key identifier.

M_MSG_SEQ _ACKg - Next message sequence number for mini PDUs requiring

acknowledgment.

M_MSG_SEQ _NOACKg - Next message sequence number for mini PDUs not requiring

acknowledgment.

M_MSG_SEQ_RCVDgJi] — Received message indicator for a mini PDU with message

sequence number i. Set to YES if a mini PDU with message sequence number i has been
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received. Set to NO when a mini PDU with message sequence number (i+4) modulo 4 has
been received.

MAX CAP_SZg - Maximum number of Access Channel frames in an Access Channel

message capsule, less 3.

MAX REQ_SEQg - Maximum number of access probe sequences for an r-csch request.
MAX RER_PILOT_LIST SIZEg - Maximum number of pilots to be maintained in the radio
environment report pilot list (see [5]).

MAX RSP_SEQg - Maximum number of access probe sequences for an r-csch response.

MAX SLOT _CYCLEg - Maximum value of the slot cycle index allowed by the current base
station.

MCCg — The Mobile Country Code used for address matching.
MCC_Og - The Mobile Country Code of IMSI_O.
MSG_PSISTg — Persistence modifier for r-csch message transmissions.

MSG_SEQ _ACKg - Next message sequence number for regular PDUs requiring
acknowledgment.

MSG_SEQ_NOACKg - Next message sequence number for regular PDUs not requiring

acknowledgment.

MSG_SEQ_RCVDg[i] — Received message indicator for a regular PDU with message

sequence number i. Set to YES if a regular PDU with message sequence number i has been
received. Set to NO when a regular PDU with message sequence number (i+4) modulo 8
has been received.

NUM_STEPg — Number of access probes in a single access probe sequence.
P_REV_IN_USEg - Protocol revision level currently in use by a mobile station.

PAM_SZg — Number of frames in the Access Channel preamble, less 1.

PILOT_PN_PHASE - Calculated Pilot Channel PN phase, in chips, including the PN
sequence offset and the arrival time relative to the mobile station’s time reference.

PILOT_REPORT; — Pilot reporting indicator.
PREF_MSID_TYPEg — Preferred mobile station identifier field type.
PROBE_BKOFFg — Access Channel probe backoff range, in slots.

PROBE_PN_RAN; - Range for hashing function selection of the delay prior to transmission
of Access Channel probes. Value is logp(range + 1).

PSISTg — Persistence value for the mobile station’s overload class.

PSIST_EMGg — Persistence value for emergency calls placed from mobile stations having an

access overload control class (ACCOLC) value from O to 9.

RA - Random access channel number. The Access Channel number generated (pseudo-
randomly) by the mobile station.
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RANDg — Authentication random challenge value.

RANDC - The eight most-significant bits of the random challenge value used by the mobile
station.

REG_PSISTg — Persistence modifier for registration accesses (except ordered registrations).
RESQ_ENABLEDg — Rescue channel enabled indicator.
RESQ _NUM_TOT_TRANS_20MSg — Total number of unacknowledged transmissions of a

regular PDU requiring acknowledgment after which the rescue operation can be triggered.

RESQ_NUM_TOT_TRANS_S5MSg - Total number of unacknowledged transmissions of a

mini PDU requiring acknowledgment after which the rescue operation can be triggered.
RETRY_COUNTs — Message retransmission count. Counter used to determine when the

maximum number of retransmissions has been exceeded for a given message.

SSD_As.p — The 64 most significant bits of the Shared Secret Data. SSD_Ag.p is used for
support of the authentication procedures.

SSD_Bs_p — The 64 least significant bits of the Shared Secret Data. SSD_BS_p is used for

message encryption.

TA - Acknowledgment response timeout.

TMSI_CODEs. p, — The 4-octet TMSI code that uniquely identifies the mobile station within
the assigning TMSI zone.

TMSI_ZONEs.p, — The TMSI zone number of the base station, from 1 to 8 octets in length.

TMSI_ZONE_LENS_p — The number of octets in TMSI zone.

TX _EXT_SSEQ[{[j] - An array of 32-bit crypto-sync counters used by the transmitter to
encrypt and compute the message integrity, where i = O is for unassured messages and i =
1 is for assured messages, where jis the key identifier that ranges from ‘00’ to ‘11°.

USE_TMSIg — Base station’s preference of the use of TMSI.

USE_UAKg - Indication of whether or not the mobile station uses the UMAC generated by
the UIM for message integrity.

1.2 Conceptual Model for the LAC Sublayer

The layers, sublayers, SAPs, primitives and parameters are abstract modeling constructs,
and thus should not be interpreted as implementation requirements. However, the
observable behavior of base stations and mobile stations compliant with this specification
should be consistent with the interactions described via the primitives and the other
modeling constructs mentioned above.

LAC signaling for cdma2000 is modeled as follows:

* Protocol Layers. The LAC Sublayer provides services to Layer 3. SDUs are passed
between Layer 3 and the LAC Sublayer. The LAC Sublayer provides the proper
encapsulation of the SDUs into LAC PDUs, which are subject to segmentation and
reassembly and are transferred as encapsulated PDU fragments to the MAC
Sublayer.
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* Sublayers. Processing within the LAC Sublayer is done sequentially, with
processing entities passing the partially formed LAC PDU to each other in a well
established order.

* Logical Channels. SDUs and PDUs are processed and transferred along functional
paths, without the need for the Upper Layers to be aware of the radio characteristics
of the physical channels. However, the Upper Layers could be aware of the
characteristics of the physical channels and may direct Layer 2 to use certain
physical channels for the transmission of certain PDUs.

1.2.1 General Architecture

The general architecture is presented in Figure 1.2.1-1.

o o Layer3
- Signaling
Supervision Signaling
and Data

Configuration
Management
vt

LAC
Signaling

Figure 1.2.1-1. cdma2000 Signaling — General Architecture

A

1.2.2 Protocol Sublayers

As a generated or received data unit traverses the protocol stack, it is processed by various
protocol sublayers in sequence. Each sublayer processes only specific fields of the data
unit that are associated with the sublayer-defined functionality. For example, the ARQ
Sublayer operates only on the acknowledgment-related fields, and carries out duplicate
detection and retransmission functions.

The general processing of data units by the LAC Sublayer and its sublayers is shown in
Figure 1.2.2-1.
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107 LAC SDU LAC PDU
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SAR ]
Sublayer L

Encapsulated PDU Fragments

— [ =

Figure 1.2.2-1. LAC Data Unit Processing

1.2.3 Logical Channels

Layer 3 and the LAC Sublayer send and receive signaling information on logical channels,
thus avoiding the need to be sensitive to the radio characteristics of the physical channels
used at Layer 1. A logical channel is generally characterized as unidirectional (either
forward or reverse), but in many cases it may be functionally coupled or paired with a
logical channel carrying related traffic in the opposite direction. cdma2000 systems use the
following types of logical channel to carry signaling information:

* f-csch/r-csch (forward and reverse common signaling channel, respectively).
e f-dsch/r-dsch (forward and reverse dedicated signaling channel, respectively).

Logical channels are classified based upon whether they carry information for a single
target only or for multiple targets, upon whether the information carried is signaling or user
data, upon the direction of the transfer (forward or reverse) and upon other criteria. Logical
channels are defined for the following purposes on cdma2000 systems:

* Synchronization.
* Broadcast.

* General signaling (includes paging).
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* Access.
* Dedicated signaling.
Multiple instances of the same logical channel may be deployed.

Since the traffic on a logical channel is ultimately carried via one or more physical
channels, there must be associations between logical channels and physical channels.
Such associations are called mappings. A logical channel may have permanent and
exclusive use of a physical channel (e.g., the synchronization channel), or may have
temporary — but still exclusive — use of a physical channel (e.g., successive r-csch access
probe sequences can be sent on different physical Access Channels), or may share the
physical channel with other logical channels (requiring a multiplex function to perform the
mapping, possibly on a PDU-by-PDU basis).

In certain cases, a logical channel can be mapped to another logical channel. The two (or
more) channels are “fused” into one effective logical channel capable of carrying different
traffic types (e.g., the broadcast channel and the general forward signaling channel are
mapped to one common logical channel carrying signaling information). Since a logical
channel can carry only one PDU at a time, there must be serialization at Layer 3 to ensure
deterministic behavior.

Figures 1.2.3-1 and 1.2.3-2 show the cdma2000 logical channels (seen by the LAC
Sublayer) on the forward and reverse links, respectively. Various types of mappings are
present: Permanent and temporary logical-to-physical (e.g., the reverse access channel),
multiplexed logical-to-physical (between dsch and dtch for both forward and reverse link)
and logical-to-logical (broadcast channel and general signaling channel).
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1.2.4 Interfaces

1.2.4.1 Interface to Layer 3

The interface between Layer 3 and Layer 2 is a Service Access Point (SAP). At the SAP,
Layer 3 and Layer 2 exchange Service Data Units (SDUs) and interface control information
in the form of Message Control and Status Blocks (MCSBs) using a set of primitives. The
general format of a primitive invocation is:

L2-<Primitive_Name>.<Primitive Type> (<data_unit>, MCSB)

The optional parameters data_unit and MCSB represent the SDU being exchanged and the
message control and status block described in 1.2.4.1.1, respectively.

1.2.4.1.1 Message Control and Status Block (MCSB)

The MCSB is a parameter block for the defined primitives, containing relevant information
about individual Layer 3 messages (SDU) as well as instructions on how the message may
be handled or how it is to be (for transmission), or was (for reception), processed by the LAC
Sublayer or the MAC Sublayer, or both. On transmission, the MCSB is received from Layer
3 and is discarded by the SAR Sublayer. On reception, the MCSB is generated by the SAR
Sublayer and is passed up the stack to Layer 3. The MCSB is a conceptual construct and
is not subject to detailed specification in this document; however, it is envisioned the MCSB
would contain information such as:

* The MSG_TAG. If the message is generated in response to a previously received
message, the MSG_TYPE of the previously received message is also stored.

* The length of the SDU.

* Page record length parameters, i.e., values of the SDU_INCLUDED field for a Mobile
Station-addressed record in a General Page Message, the
EXT_MS_SDU_LENGTH_INCL and EXT_MS_SDU_LENGTH fields for a Mobile
Station-addressed record in a Universal Page Message, and the
EXT BCAST _SDU_LENGTH_IND and EXT _BCAST SDU_LENGTH fields for an
Enhanced Broadcast record sent in a General Page Message or a Universal Page
Message.

* A unique instance identifier associated with the message, which enables
identification of a message for notifications of delivery/non-delivery or recovery
procedures.

*  Whether the message should be acknowledged at the LAC Sublayer (i.e., delivered in
assured mode or unassured mode).

*  Whether notification of delivery is required.
* The identity of the addressee for the message.

*  Whether the SDU being delivered to Layer 3 is a duplicate (in cases where the LAC
Sublayer does not discard duplicates).
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Data needed by the authentication procedures (e.g., the CHARI fields of the
Origination Message).

Relevant SDU classification (e.g., registrations, originations), where processing at
the LAC Sublayer is sensitive to the type of SDU being transferred.

The encryption status of the logical channel, the encryption mode, encryption
sequence number and the encrypted 8-bit CRC computed over the unencrypted
SDU.

CDMA System Time corresponding to the frame in which the first or last bit of a
message was received.

Transmission instructions for the LAC Sublayer, such as a scheduling hint
indicating how to send a message with a certain relative priority (before, after, or by
interrupting the transmission of other messages), an instruction regarding message
supervision, and so on.

Abnormal condition indications from the LAC Sublayer.
An indication whether or not a received PDU requires Layer 2 acknowledgment.

An indication that an acknowledgment to a received PDU has been sent and
acknowledged.

When a PDU is received on the f-csch, an indication whether or not an access
attempt for a PDU being transmitted on the r-csch was terminated as a result of
processing the ARQ fields of the received PDU.

The physical channel on which the message is to be transmitted. The LAC uses this
information to specify the “channel_type” parameter used by the MAC primitives.

An emergency call indicator. When the mobile station determines the message is for
an emergency call, the mobile station sets the emergency call indicator on.

On transmission, an indication from Layer 3 whether or not the PDU is to be
protected by message integrity.

On transmission, if the PDU is to be protected by message integrity, a 32-bit or 24-
bit crypto-sync supplied by Layer 3.

On reception, an indication to Layer 3 whether or not the received PDU contains a
valid MACI.

On reception, either the 8-bit SDU_SSEQ or the 32-bit EXT_SSEQ.
On reception, the SDU_KEY_ID field of the PDU.

1.2.4.1.2 Interface Primitives

The following primitives are defined for communication between Layer 2 and Layer 3:
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Name: L2-Data.Request

Type: Request

Direction: Layer 3 to Layer 2

Parameters: SDU, MCSB

Action: The SDU is handed to Layer 2 for delivery across the radio interface.

Name: L2-Data.Confirm

Type: Confirm

Direction: Layer 2 to Layer 3

Parameters: MCSB

Action: Reception of the specified (in the MCSB) transmitted SDU was acknowledged
at Layer 2 by the addressee.

Name: L2-Data.Indication

Type: Indication

Direction: Layer 2 to Layer 3

Parameters: SDU, MCSB

Action: The received SDU is handed to Layer 3.

Name: L2-Condition.Notification

Type: Indication

Direction: Layer 2 to Layer 3

Parameters: MCSB

Action: Layer 3 is notified of a relevant event (e.g., abnormal condition) detected at

Layer 2. Details are indicated via the MCSB.

Name: L2-Supervision.Request

Type: Request

Direction: Layer 3 to Layer 2

Parameters: MCSB

Action: Layer 2 executes a control command as directed by Layer 3 (for example, an

order to abandon retransmission of a message, or an order to reset the
message sequence number, the acknowledgment sequence number, and the
timers used for duplicate detection).

1.2.4.2 Interface to MAC Sublayer

The interface between the LAC Sublayer and the MAC Sublayer is a Service Access Point
(SAP). At the SAP, the LAC Sublayer and the MAC Sublayer exchange LAC PDUs or
encapsulated PDU fragments and interface control information in the form of a parameter
list. The general format of a primitive invocation is:

MAC-<Primitive_Name>.<Primitive_Type> (<parameter_list>)

Transmission and reception by the MAC Sublayer do not guarantee delivery, uniqueness, or
order. A LAC PDU or encapsulated PDU fragment submitted for transmission, or received,
is transmitted or delivered immediately, one time only, by the MAC Sublayer, unless
requested otherwise. @ The MAC Sublayer transmits and delivers LAC PDUs and
encapsulated PDU fragments in the order of submission or reception, unless indicated
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otherwise. Received LAC PDUs and encapsulated PDU fragments containing errors
detected by the Lower Layers are not delivered.
1.2.4.2.1 Reserved

1.2.4.2.2 Interface Primitives

The following primitives are defined for communication between the LAC Sublayer and the
MAC Sublayer:

Name: MAC-SDUReady.Request (channel type, size, P, seqno, scheduling_hint)
Type: Request

Direction: LAC Sublayer to MAC Sublayer

Action: Invocations represent requests for a series of availability notifications for the

fragments of an encapsulated PDU and may provide information necessary
for scheduling the transmission of those fragments.

Name: MAC-SDUReady Response (access_mode)

Type: Response

Direction: MAC Sublayer to LAC Sublayer

Action: The LAC Sublayer is notified of the access mode to be used by the MAC

Sublayer for the transmission of the PDU corresponding to the most recent
MAC_SDUReady.Request.

Name: MAC-Data.Request (channel_type, data, size)

Type: Request

Direction: LAC Sublayer to MAC Sublayer

Action: The encapsulated PDU fragment is transmitted across the radio interface.

Invocations without an encapsulated PDU fragment and with the size
parameter set to zero indicate that the LAC Sublayer does not have any more
data to be transferred.

Name: MAC-Data.Indication (channel_id, channel type, data, size, system_time,
physical_channel id)

Type: Indication

Direction: MAC Sublayer to LAC Sublayer

Action: The received PDU is delivered to the LAC Sublayer. Invocation without an
encapsulated PDU fragment can be used to signal reception errors.

Name: MAC-Availability.Indication (channel type, max_size, system_time)

Type: Indication

Direction: MAC Sublayer to LAC Sublayer

Action: The LAC Sublayer is notified of the maximum size of the encapsulated PDU

fragment that can be transferred in the next Lower Layer transfer unit (e.g.,
frame). Invocations can also be used to signal significant time boundaries
(e.g., beginning or end of a time slot).
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Name: MAC-AccessFailure.Indication (reason, acceptable_rate)

Type: Indication

Direction: MAC Sublayer to LAC Sublayer

Action: The LAC Sublayer is notified when the MAC Sublayer determines that a PDU

cannot be transmitted on the r-csch.

Parameter definitions:

channel_type is set to “5ms FCH/DCCH frame”, “20ms FCH/DCCH frame”, “F-
PDCH frame”, “R-PDCH frame”, “F-CCCH frame”, “F-BCCH frame”, “R-CCCH frame”,
“F-PCH frame”, “F-SYNC frame”, “R-ACH frame” or “ENHANCED ACCESS frame”.

size is set to the number of bits in the encapsulated PDU or the fragment of the
encapsulated PDU (if data parameter is present).

Pis the value used in the persistence tests on R-ACH, R-EACH and R-CCCH.

seqgno is the access probe count within the current access sub-attempt for R-ACH,
R-EACH and R-CCCH.

scheduling-hint is used to indicate to the multiplex sublayer of the MAC how to
prioritize fragments of the encapsulated PDU versus other types of multiplexed
traffic.

access_mode is the access mode (Basic Access Mode or Reservation Access Mode) to
be used by the MAC Sublayer for the transmission of a PDU.

data is a fragment of the encapsulated PDU.

system_time is the time at which the Physical Layer received the first bit of the
Physical Layer frame containing the information bits or at which the frame will be
transmitted.

physical_channel_id is a unique identifier for the Physical Channel on which the
data was received at the Physical Layer.

max_size maximum acceptable value for the size parameter of the matching
MAC-Data.Request primitive.

reason is set equal to “Timer Expired”, “Loss of Channel” or “Insufficient
Transmission Rate”.

acceptable_rate is set to the maximum instantaneous transmission rate that can be
used for the transfer, whenever reason is set to “Insufficient Transmission Rate”.

When the LAC Sublayer has a PDU to transmit, it invokes the MAC-SDUReady.Request
primitive, passing the size of the encapsulated PDU, and other information about it such as
type, sequence number, persistence threshold, or information needed for scheduling (e.g.,
priority). The MAC Sublayer uses this information to perform the transmission. If a

subsequent MAC-SDUReady.Request primitive is received before the MAC Sublayer
completes transmission of the PDU corresponding to the current MAC-SDUReady.Request,

1-20
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the new invocation overrides the previous one, in the sense that transmission of the
previous PDU is in general,? interrupted and replaced by transmission of the new PDU. For
each subsequent available Physical Layer transfer unit (e.g., frame), the MAC Sublayer
invokes the MAC-Availability.Indication primitive, advertising how many bits can be
carried by the transfer unit. The LAC Sublayer responds immediately with the MAC-
Data.Request primitive, carrying data of size less than or equal to the amount indicated in
the matching MAC-Availability.Indication. If there is no more data to be transferred but
the MAC-Availability.Indication primitive is received, the LAC Sublayer responds by
invoking the MAC-Data.Request primitive with the size parameter set to zero. This signals
the MAC Sublayer that the transfer of the PDU was completed.

On reception, the MAC Sublayer invokes the MAC-Data.Indication primitive every time
there is a received encapsulated PDU fragment to be delivered.

1.2.5 Functional Description
The LAC Sublayer performs the following functions:

* Delivery of SDUs to the Layer 3 peer entity using ARQ techniques, when needed, to
provide reliability. See ARQ Sublayer below.

* Assembling and validating well-formed PDUs, appropriate for carrying the SDUs.
See Utility Sublayer below.

* Segmentation of encapsulated PDUs into encapsulated PDU fragments of sizes
suitable for transfer by the MAC Sublayer. See SAR Sublayer below.

* Reassembly of encapsulated PDU fragments into encapsulated PDUs. See SAR
Sublayer below.

» Access control through “global challenge” authentication3, message integrity
validation or both. Conceptually, some messages failing authentication or message
integrity check on a common channel may not necessarily need to be delivered to
the Upper Layers for processing. See Authentication Sublayer below.

* Address control to ensure delivery of PDUs based upon addresses that identify
particular mobile stations. See Addressing Sublayer below.

* Internal signaling, by exchanging notifications and data with Layer 3 and the
supervisory and configuration entities, resulting from the processing of LAC
Sublayer level information.

2 The transmission of a mini-message may be punctured (i.e. overlapped) with the transmission of a

regular message.

3 Some authentication is a Layer 3 function while some resides in Layer 2. Specifically, the “global
challenge” type of authentication is placed in Layer 2, because it can be viewed as related to access.

Implementations are not constrained by this modeling consideration.

1-21
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1.2.5.1 Operation on r-csch

Figure 1.2.5.1-1 shows an example structure of the LAC Sublayer for the r-csch logical

channel:

LAC Authentication and Message Integrity Sublayer
Sublayer

ARQ Sublayer

Addressing Sublayer

Utility Sublayer

SAR Sublayer

Layers Transmission/
Reception

Figure 1.2.5.1-1. Protocol Architecture: r-csch

Message transmission by the mobile station on the r-csch operates as follows:

At the SAP, Layer 3 invokes the L2-Data.Request primitive that carries the SDU
and the associated MCSB to the LAC Sublayer.

The SDU and the MCSB are presented to the Authentication and Message Integrity
Sublayer, which sets the mobile station authentication fields and the message
integrity fields and adds them to the SDU, producing the initial LAC Protocol Data
Unit (PDU).

The PDU and the MCSB are then presented to the ARQ Sublayer, which sets the
mobile station acknowledgment fields accordingly, based upon information available
in the MCSB. These fields are added to the PDU.

— If the ARQ sublayer is required to send an acknowledgment for a received PDU
and Layer 3 indicates that there is no Layer 3 response to the received PDU, the
ARQ Sublayer sends an acknowledgment-only PDU to acknowledge the received
PDU.

— If the ARQ sublayer is required to send an acknowledgment for a received PDU
and Layer 3 indicates that there is a Layer 3 response to the received PDU, the
ARQ sublayer includes the acknowledgment in the PDU carrying the Layer 3
response.
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The PDU and the MCSB are then presented to the Addressing Sublayer, which sets
the mobile station address fields to proper values and adds them to the PDU.

The PDU and the MCSB are then presented to the Utility Sublayer, which maps the
MSG_TAG in the MCSB to the MSG_TYPE field of the PDU. The Utility Sublayer
further assembles the mobile station pilot measurement report fields and adds them
to the PDU. For each retransmission, the old set of pilot measurement report fields
may be replaced by a new set of pilot measurement report fields. Then, the PDU is
padded so its length is an integral number of octets plus two bits by appending 0-7
bits of ‘0’, as necessary. The Utility Sublayer then further computes the value for the
message authentication code field and adds the message authentication code field to
the padded PDU, if the PDU is to be integrity protected. This operation completes
the construction of the PDU. If an error occurs, the LAC Sublayer can inform Layer
3 by using the L2-Condition.Notification primitive.

The PDU and the MCSB are then presented to the SAR Sublayer, which computes
the length, if not already computed at the Utility Sublayer?, and the CRC
parameters for the PDU. The PDU is logically encapsulated between the prepended
length parameter and the appended CRC parameter.

By means of a one-time invocation of the MAC-SDUReady.Request primitive, the
SAR Sublayer indicates to the MAC Sublayer that there is a PDU ready for
transmission on the r-csch. If the base station allows r-csch signaling only on the
Access Channel, the PDU is submitted to the MAC sublayer for transmission on the
Access Channel. If the base station allows r-csch signaling on the Enhanced Access
Channel, the PDU is submitted to the MAC sublayer on the Enhanced Access
Channel. The information sent via this invocation of the primitive may be used by
the MAC Sublayer to decide whether to invoke the MAC-Availability.Indication
primitive (and if so, how many times). The LAC sublayer can also receive the
MAC-AccessFailure.Indication primitive to indicate to the LAC sublayer that
specific conditions or events that prevented a successful transmission have
occurred.

The SAR Sublayer waits for each reception of the MAC-Availability.Indication
primitive from the MAC Sublayer, indicating the availability, transmission time, and
capacity of the physical channel frame that can carry the contents of the LAC PDU.
On each reception of the primitive, the SAR Sublayer assembles an encapsulated
PDU fragment to be transmitted using the next untransmitted bits of the PDU (up to
the specified available capacity), and invokes the MAC-Data.Request primitive. If
the SAR Sublayer has nothing (more) to transmit but continues to receive the
MAC-Availability.Indication primitive, it replies by invoking the
MAC-Data.Request primitive with the length indicator set to zero.

4The computation of the message authentication code is performed over the message length, which
means that if message integrity is required, the message length has to be computed at the Utility
Sublayer and just passed down into the MCSB to the SAR Sublayer.
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Message reception by the base station on the r-csch operates as follows:

Within an r-csch time slot, the SAR Sublayer receives each encapsulated PDU
fragment and the associated parameter list from the MAC Sublayer via the
MAC-Data.Indication primitive.5 Upon receiving a first fragment, the PDU capsule
length is determined. All of the subsequently received fragments are concatenated
according to the expected length or until the r-csch time slot expires, whichever
occurs first. If the CRC matches, a copy of the entire received encapsulated PDU is
kept to be used for message integrity computations, if necessary, and then the
length and CRC parameters are discarded® and the PDU is presented to the Utility
Sublayer. If the CRC does not match, the PDU and the SAR parameters are
discarded.

The MCSB is generated.

The Utility Sublayer maps the MSG_TYPE to a MSG_TAG suitable for Layer 3. ¢

The PDU and the MCSB are presented to the Addressing Sublayer, which
recognizes and processes the address of the mobile station that generated the
message. An address-specific instance is created in the ARQ Sublayer and
Authentication and Message Integrity Sublayer for the mobile station. The address
fields are removed from the PDU.

The PDU and the MCSB are presented to the ARQ Sublayer, for the addressed
mobile. If message integrity validation is not required the ARQ fields are processed
and the internal ARQ variables are updated immediately. The ARQ fields are
removed from the PDU. A unique identifier is created containing the identity of the
mobile station, the MSG_TAG, and an instance specification and is associated with
the message in the MCSB. If message integrity validation is required, the completion
of the processing of the ARQ fields is postponed until the result of the message
integrity validation is known. ARQ processing will not be performed for a message
that fails the message integrity check, unless the base station makes an explicit
decision to proceed despite the security failure (e.g. in case of an emergency call).

5 If the MAC Sublayer detects that a frame was received in error, the MAC Sublayer may notify the

SAR Sublayer (via the MAC-Data.Indication primitive) or may stop sending the contents of that

frame and subsequent ones (to the end of the r-csch time slot), or both.

6 The length of the PDU is first recorded in the MCSB.
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* The Authentication and Message Integrity Sublayer selects, stores in the MCSB and
removes from the PDU the mobile station authentication fields, the message
integrity fields, and the message authentication code, if present. It then initiates
their processing. If message integrity is supported, the crypto-sync value is
validated, if necessary, and if valid, the message authentication code is computed
over the copy of the received encapsulated PDU and is compared with the message
authentication code from the received PDU”. The copy of the encapsulated PDU is
discarded, as it is no longer needed. The PDU is then returned to the ARQ sublayer
to complete processing and then comes back to the Authentication and Message
Integrity Sublayer. The authentication then proceeds. If the authentication or
message integrity check fail, the PDU will be delivered to the Upper Layers with a
notification of failed integrity check, failed authentication or both8. In some cases it
may be desirable to perform the authentication function in parallel with the Upper
Layer functions invoked by the message carried in the PDU. If the authentication or
the message integrity check fail, the Authentication and Integrity Sublayer can
generate an L2-Condition.Notification primitive to Layer 3 specifying the unique
message identifier of the message that was not properly authenticated or that failed
the message integrity check.

* The remaining Layer 3 SDU and the associated MCSB are then presented to Layer 3
at the SAP via the L2-Data.Indication primitive.
1.2.5.2 Operation on f-csch

Figure 1.2.5.2-1 shows an example structure of the LAC Sublayer for the f-csch logical
channel:

7 The message integrity check is considered to have failed if message integrity fields were expected
(see [5]) but missing from the received message, if the crypto-sync value was not deemed valid, if the
crypto-sync value was an invalid duplicate, or if the computed and the received values of the message

authentication codes were not identical.

8 It is up to the base station to decide when authentication is performed on a message that failed the

message integrity check.
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. LAC
. Sublayer ARQ Sublayer

Addressing Sublayer

Message Integrity Sublayer

Utility Sublayer

SAR Sublayer

Layers Transmission/
Reception

Figure 1.2.5.2-1. Protocol Architecture: f-csch

Message transmission by the base station on the f-csch operates as follows:

The Layer 3 message (LAC SDU) and the associated MCSB are presented to the LAC
Sublayer via the L2-Data.Request primitive. The associated MCSB indicates the
proper f-csch logical channel (sync, broadcast, or general signaling) to be used for
the LAC SDU and the physical channel that the logical channel maps to (the Paging
Channel or the Broadcast Channel for the broadcast channel, and the Paging
Channel or the Forward Common Control Channel for the general signaling
channel). The MCSB may indicate that a message needs to be transmitted on
multiple physical channels.

For messages sent on the sync and broadcast logical channels and those messages
sent on the general signaling channel that are addressed to a single mobile station,
the LAC Sublayer encapsulates each SDU in a PDU. The corresponding PDU is
assembled as follows:

— If the PDU is sent on the general signaling channel, the ARQ Sublayer adds the
relevant acknowledgment fields to the PDU carrying the message. The PDU and
the MCSB are passed to the Addressing Sublayer.

— If the PDU is sent on the general signaling channel, the Addressing Sublayer
adds the relevant mobile station address parameters to the PDU carrying the
message. The PDU and the MCSB are passed to the Message Integrity Sublayer.

— If the PDU is sent on the general signaling channel, the Message Integrity
Sublayer adds the message integrity information fields to the PDU carrying the
message. The PDU and the MCSB are passed to the Utility Sublayer.
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The Utility Sublayer completes assembly of the PDU (selecting the appropriate
PDU format according to the protocol) and maps the MSG_TAG to MSG_TYPE.
Then, the PDU is padded by appending 0-7 bits of ‘0’, as necessary, for the
subsequent transfer of an integral number of octets plus two bits to the SAR
Sublayer. Then, the Utility Sublayer adds the message authentication code field
to the padded PDU, if the PDU is to be integrity protected. The PDU and the
MCSB are passed to the SAR Sublayer.

For messages addressed to multiple mobile stations other than the Universal Page

Message and which do not contain the Extended Encryption Fields (e.g., the Order
Message, the Channel Assignment Message, the Extended Channel Assignment
Message, the General Page Message), the LAC sublayer encapsulates one or more

SDUs of the same type in a single PDU. If the base station uses the Extended
Encryption Fields or the Message Integrity Fields and encapsulates multiple SDUs in
a single PDU, the base station can send only the Extended Channel Assignment

Message (i.e., the base station may not send the Channel Assignment Message or
the Order Message). The corresponding PDU is assembled as follows:

Layer 3 presents each of the LAC SDUs (records) to be included in a PDU, one at
a time, and indicates to the LAC Sublayer when it has sent all records to be
included in a single PDU. For the General Page Message:

+ Layer 3 sends a record of non-zero length for each mobile station-addressed
page record, if any, and a record of zero length for each broadcast page
record, if any.

+ When Layer 3 indicates to the LAC Sublayer that it has sent all records, if
any, to be included in a single message, it sends the GPM Common Fields to
the LAC Sublayer. The Message Integrity Sublayer adds the relevant
message integrity information fields to the record, if the record is to be
integrity protected. The ARQ Sublayer adds the relevant acknowledgment
fields to the record. The record and the MCSB are passed to the Addressing
Sublayer.

The Addressing Sublayer adds the relevant mobile station address parameters to
the record. The record and the MCSB are passed to the Message Integrity
Sublayer.

The Message Integrity Sublayer adds the message integrity information fields to
the record. The record and the MCSB are passed to the Utility Sublayer.
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The Utility Sublayer appends a MACI field to each record that needs message
integrity protection and then collects the records to be included in a single PDU.
When it receives an indication from Layer 3, it encapsulates all records of the
type indicated by Layer 3 in a single PDU, selects the appropriate PDU format
according to the protocol, and maps the MSG_TAG to MSG_TYPE. The Utility
Sublayer includes records in a PDU in the same order as they were received
from Layer 3. If the PDU corresponds to a General Page Message, the Utility
Sublayer creates a header for the message using the GPM Common Fields.
Then, the PDU is padded by appending 0-7 bits of ‘0’, as necessary, for the
subsequent transfer of an integral number of octets plus two bits to the SAR
Sublayer. The Utility Sublayer then adds the message authentication code field,
if the PDU is to be integrity protected. The PDU and the MCSB are passed to the
SAR Sublayer.

e For the Universal Page Message (which may be addressed to multiple mobile

stations), the LAC Sublayer encapsulates one or more SDUs of the same type into

one or more PDUs. The PDUs are assembled as follows:

Layer 3 presents each of the LAC SDUs (records) to be included in the message,
one at a time, and indicates to the LAC Sublayer when it has sent all records to
be included in the message. Layer 3 sends a record of non-zero length for each
mobile station-addressed page record. Layer 3 sends a record of non-zero length
for each enhanced broadcast page record. Layer 3 sends a record of zero length
for each mobile station-directed message announcement. When Layer 3
indicates to the LAC Sublayer that it has sent all records to be included in the
message, it also sends the UPM Common Fields to the LAC Sublayer. Layer 3
may send only the UPM Common Fields and not send any records.

The ARQ Sublayer adds the relevant acknowledgment fields to the record. The
record and the MCSB are passed to the Addressing Sublayer.

The Addressing Sublayer adds the relevant mobile station address parameters to
the record. The record and the MCSB are passed to the Utility Sublayer.

The Utility Sublayer collects records to be included in the message. When an
indication is received from Layer 3, all records of the type indicated by Layer 3
are encapsulated in a preliminary structure called the Universal Page Block that
includes the UPM Common Fields. The Utility Sublayer then includes the
Universal Page Block in a single PDU, or optionally segments the Universal Page
Block into multiple PDUs. For each PDU, the Utility Sublayer then selects the
appropriate PDU format according to the protocol and maps the MSG_TAG to
MSG_TYPE. Then each PDU is padded by appending 0-7 bits of ‘0’, as
necessary, for the subsequent transfer of an appropriate number of bits to the
SAR Sublayer. The PDU and the MCSB are passed to the SAR Sublayer.

* The SAR Sublayer computes the length and the CRC parameters for the PDU. The
PDU is logically encapsulated between the prepended length parameter and the

appended CRC parameter.
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By means of a one-time invocation of the MAC-SDUReady.Request primitive for
each channel (Paging Channel, Broadcast Channel, or Forward Common Control
Channel) on which the PDU is to be transmitted, the SAR Sublayer indicates to the
MAC Sublayer that there is a PDU ready for transmission on that channel. The
information sent via this invocation of the primitive may be used by the MAC
Sublayer to decide whether to invoke the MAC-Availability.Indication primitive
(and if so, how many times).

The SAR Sublayer waits to receive the MAC-Availability.Indication primitive from
the MAC Sublayer (on each frame for the sync channel, each half-frame for the
Paging Channel, or each partial-frame for the Forward Common Control Channel or
the Broadcast Channel), indicating the availability, transmission time, and capacity
of the physical channel frame that can carry the contents of the PDU. On each
reception of the primitive,? the SAR Sublayer assembles the encapsulated PDU
fragment to be transmitted using the next untransmitted bits of the PDU (up to one
or two bits less than the specified available capacity). The SAR Sublayer then adds
the Start of Message (SOM) bit for the sync channel, or the Synchronized Capsule
Indicator (SCI) bit for the Paging Channel and the Broadcast Channel, or the
Segmentation Indicator (SI) field for the Forward Common Control Channel,
indicating the fragment’s position in the encapsulated PDU (first or subsequent),
and invokes the MAC-Data.Request primitive.

— On the sync channel, if at the reception of the MAC-Availability.Indication
primitives there are fewer information bits to transfer than the specified capacity
of the frame, enough padding bits (set to ‘0’) to fill the specified capacity of the
frame are appended to the information bits and the padded data is transferred
via the MAC-Data.Request primitive. Following each of the subsequent
receptions of the MAC-Availability.Indication primitive corresponding to
frames within the current sync channel superframe (if any), only padding bits
(set to ‘0’) are transferred to fill each sync channel frame to the specified
capacity.

9 On the sync channel, the transfer of a new encapsulated PDU begins only in the first frame of a

superframe.
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— On the Paging Channel, if at the reception of the MAC-Availability.Indication
primitives there are fewer information bits to transfer than the specified capacity
of the half-frame, enough padding bits (set to ‘0’) to fill the specified capacity of
the half-frame may be appended to the information bits and the padded data
may be transferred via the MAC-Data.Request primitive. Alternatively, if there
are at least eight bits of extra capacity left in the half-frame, enough (to fill the
half-frame) beginning bits of the next encapsulated PDU (and possibly extending
further to subsequent encapsulated PDUs) to be transmitted are appended to
the untransmitted information bits of the last encapsulated PDU and
transferred. If no other encapsulated PDUs are available to transfer,
encapsulated PDUs corresponding to the Null Message are transferred
continuously.

— On the Broadcast Channel or the Forward Common Control Channel, if at the
reception of the MAC-Availability.Indication primitives there are fewer
information bits to transfer than the specified capacity of the partial-frame,
enough padding bits (set to ‘0’) to fill the specified capacity of the partial-frame
may be appended to the information bits and the padded data may be
transferred via the MAC-Data.Request primitive. Alternatively, if there are
enough bits of extra capacity left in the partial-frame, to include at least the
entire message length fields of the next encapsulated PDU (and possibly
extending further to subsequent encapsulated PDUs) to be transmitted, enough
bits (to fill the partial-frame) of the PDU are appended to the untransmitted
information bits of the last encapsulated PDU and transferred.

Message reception by the mobile station on the f-csch operates as follows:

The SAR Sublayer receives information bits containing the encapsulated PDU
fragment and the parameter list from the MAC Sublayer via the
MAC-Data.Indication primitive. The MCSB is generated.

The first encapsulated PDU fragment is identified (via the SOM bit for the sync
channel, or via the SCI bit or SI field for any other f-csch logical channel) and the
PDU capsule length is determined. For f-csch logical channels other than the sync
channel, a first fragment of an encapsulated PDU may start immediately after the
last bit of a preceding PDU capsule, if it is immediately followed by eight or more
information bits transferred via the same MAC-Data.Indication primitive and if the
aforementioned eight bits binary encode an unsigned integer greater than or equal
to five.

For the assembly of each PDU, all subsequently received encapsulated PDU
fragments are concatenated, either up to the expected length or until a new first
fragment is received (which restarts the reassembly procedure). The SOM/SCI/SI
bits are discarded. The CRC is checked against the received data and if the check
fails, all of the received data (encapsulated PDU fragments and the associated SAR
parameters) are discarded; otherwise, only the length and CRC parameters are
discarded, and the remaining PDU is presented to the Utility Sublayer.
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At the Utility Sublayer, the Message Type fields are mapped to the corresponding
MSG_TAG. For the Universal Page Message, the Utility Sublayer may perform

reassembly of the Universal Page Message from multiple received PDUs.

For messages received on the sync channel or the broadcast channel, the LAC SDU
(from the received PDU) and the associated MCSB are presented to Layer 3 through
the SAP via the L2-Data.Indication primitive.

For messages received on the general signaling channel that are addressed to a
single mobile station:

The SAR Sublayer assembles the message and checks its CRC. The length of the
message is passed up to the Utility Sublayer.

The Utility Sublayer strips the MACI field and saves a copy of the message for
MACI validation.

The Message Integrity Sublayer triggers the integrity checks (crypto-sync and
MACI validation) procedure and the result determines how to handle the PDU
further. Then the PDU passes to the Addressing Sublayer.

The Addressing Sublayer converts the address fields in the PDU according to the
protocol and processes them for address matching. If the destination of the PDU
does not match the identity of the mobile station, the PDU and the MCSB are
discarded; otherwise, the address fields are removed from the PDU, and the
remainder of the PDU and the MCSB are sent to the ARQ Sublayer.

The PDU and the MCSB are then passed to the ARQ Sublayer where the ARQ
fields are processed and then removed from the PDU. If the received PDU has
passed the message integrity checks and requires an acknowledgment, the ARQ
Sublayer includes an indication for this requirement in the MCSB. If an access
attempt is in progress and the received PDU does not contain an
acknowledgment for the PDU being transmitted, the ARQ Sublayer includes an
indication for this condition in the MCSB.

The LAC SDU (from the received PDU) and the associated MCSB are then
presented to Layer 3 through the SAP via the L2-Data.Indication primitive,
together with an indication of wether or not the message integrity has
succeeded.If the received PDU includes an acknowledgment to a previously
transmitted PDU containing an acknowledgment, the LAC Sublayer sends an
indication to Layer 3 via the L2-Condition.Notification primitive.

For messages received on the general signaling channel that are addressed to
multiple mobile stations:

If the message is a General Page Message, the Utility Sublayer removes the GPM
Common Fields from the PDU and puts them in the MCSB.

If the message is a Universal Page Message, the Utility Sublayer removes the
UPM Common Fields from the PDU and puts them in the MCSB.
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1 — The Utility Sublayer separates the individual records, strips the respective MACI
2 fields, bypasses the Message Integrity Sublayer and passes the records to the

3 Addressing Sublayer.

4 — The Addressing Sublayer converts the address fields in each record of the PDU

5 according to the protocol and processes them for address matching. If the

6 destination of the record does not match the identity of the mobile station, the

7 record is discarded; otherwise, the address fields are removed from the record,

8 and the remainder of the record and the MCSB are sent to the Message Integrity
9 Sublayer.

10 — The Message Integrity Sublayer stores the message integrity fields and validates
1 the crypto-sync. The message integrity check (MACI validation) procedure is

12 triggered and its result determines how to handle the PDU further. If the

13 received record is deemed valid, the record and the MCSB are passed to the ARQ
14 Sublayer where the ARQ fields are processed and then removed from the record.
15 — If the received record requires an acknowledgment, the ARQ Sublayer includes
16 an indication for this requirement in the MCSB. If an access attempt is in

17 progress and the received PDU does not contain an acknowledgment for the PDU
18 being transmitted, the ARQ Sublayer includes an indication for this condition in
19 the MCSB.

20 — The LAC SDU (from the record of the received PDU) and the associated MCSB

21 are then presented to Layer 3 through the SAP via the L2-Data.Indication

22 primitive, with an indication of whether or not the message integrity check has
23 succeeded. For the General Page Message and the Universal Page Message, the
24 MCSB (containing the GPM Common Fields or the UPM Common Fields,

25 respectively) is presented to Layer 3 even if there is no record addressed to the

26 mobile station.

27 — If the received PDU includes an acknowledgment to a previously transmitted

28 PDU containing an acknowledgment, the LAC Sublayer sends an indication to

29 Layer 3 via the L2-Condition.Notification primitive.

30 1.2.5.3 Operation on r-dsch and f-dsch

s Figure 1.2.5.3-1 shows an example structure of the LAC Sublayer for the f-dsch and r-dsch
322 logical channels:
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. LAC
. Sublayer

ARQ Sublayer

Message Integrity Sublayer

Utility Sublayer

SAR Sublayer

Layers Transmission/
Reception

f-dsch and r-dsch

Figure 1.2.5.3-1. Protocol Architecture: f-dsch and r-dsch

Message transmission by the base station and the mobile station on the logical dedicated
signaling channels operates as follows:

The Layer 2 SDU and the associated MCSB are presented to the LAC Sublayer via
the SAP, using the L2-Data.Request primitive.

The ARQ Sublayer processes and adds acknowledgement-related fields to the PDU,
and presents the PDU and the MCSB to the Message Integrity Sublayer.

The Message Integrity Sublayer processes and adds message integrity-related fields
to the PDU, and presents the PDU and the MCSB to the Utility Sublayer.

The Utility Sublayer maps the MSG_TAG to the MSG_TYPE field of the PDU. For a
regular PDU, the Utility Sublayer adds the ENCRYPTION field (identifying the status
of encryption on the channel), and padding bits (set to ‘0O’) are added as needed to
extend the PDU’s length to an integral number of octets. If necessary, the value for
the MACI field is computed and the MACI field is added to the PDU. The PDU and
the MCSB are passed to the SAR Sublayer.

For a regular PDU, the SAR Sublayer computes the length!0 and the CRC parameter
for the PDU. The PDU is logically encapsulated between the prepended length
parameter and the appended CRC parameter.

10 Since the message length is needed to compute the value of the MACI field, the message length
may be computed at the Utility Sublayer, after the PDU is built, and passed in the MCSB to the SAR
Sublayer.
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Via a one-time invocation of the MAC-SDUReady.Request primitive, the SAR
Sublayer may indicate to the MAC Sublayer that there is a pending PDU for
transmission. The information sent via this invocation of the primitive may be used
by the MAC Sublayer to decide whether to invoke the MAC-Availability.Indication
primitive (and if so, how many times).

The SAR Sublayer waits for each notification from the MAC Sublayer indicating the
availability, transmission time, and capacity of the frame that can carry the
contents of the PDU. For transmission on logical dedicated channels mapped to
Fundamental Channels or Dedicated Control Channels, the MAC Sublayer invokes
the MAC-Availability.Indication primitive on 20 ms boundaries, at least until the
“payload” requested via the MAC-SDUReady.Request primitive has been processed,
and, optionally, on 5 ms boundaries, indicating availability of mini frames. For
transmission on F-PDCH, the MAC Sublayer invokes the
MAC-Availability.Indication primitive every time when transmission capacity is
available via a F-PDCH frame.

— If a mini PDU is available for transmission at the time of the reception of the
MAC-Availability.Indication primitive that indicates available capacity for a
mini frame, the SAR Sublayer invokes the MAC-Data.Request primitive
containing a mini PDU.

— If a regular PDU is available for transmission at the time of the reception of the
MAC-Availability.Indication primitive that indicates available capacity for a
frame, the SAR Sublayer assembles the encapsulated PDU fragment to be
transmitted using the next untransmitted bits of the encapsulated PDU (up to
one bit less than the specified available capacity). It then adds the SOM bit, as
appropriate, indicating the fragment position (first or subsequent) in the PDU,
and invokes the MAC-Data.Request primitive containing the assembled
encapsulated PDU fragment. The SAR Sublayer does not send fragments of
another regular PDU to the MAC Sublayer for transmission before all fragments
of the current regular PDU have been sent to the MAC Sublayer.

If the SAR Sublayer has nothing (more) to transmit but continues to receive the
MAC-Availability.Indication primitive, it replies by invoking the
MAC-Data.Request primitive with the length indicator set to zero.

Reception procedures are similar on both the f-dsch and r-dsch. Reception on the f-dsch
by the mobile station is explained here, as an example.

The SAR Sublayer receives the encapsulated PDU fragment and the parameter list
from the MAC Sublayer via the MAC-Data.Indication primitive, with information
which identifies it as a mini PDU or a fragment of a regular PDU. Each
encapsulated PDU fragment is timestamped with the system time corresponding to
the frame that carried it. The MCSB is generated.
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— For encapsulated PDU fragments of a regular PDU, the first fragment is
identified (via the SOM bit) and the PDU capsule length is determined. All
subsequently received fragments are concatenated up to the expected length or
until a new first fragment (corresponding to a regular PDU or mini PDU) is
received and restarts the reassembly procedure. The SOM bit is discarded. The
CRC is checked against the received data and if the check fails, all of the
received data (encapsulated PDU fragments and the associated SAR parameters)
are discarded; otherwise, only the length and CRC parameters are discarded and
the remaining PDU is presented to the Utility Sublayer.

— An encapsulated PDU fragment corresponding to a mini PDU is presented to the
Utility Sublayer without additional processing.

* The Utility Sublayer maps the MSG_TYPE to a MSG_TAG. The PDU and the MCSB
are forwarded to the Message Integrity Sublayer.

*» The Message Integrity Sublayer processes the message integrity fields, including
checking for valid crypto-sync values. If the PDU requires message integrity, the
PDU would be returned to the Utility Sublayer to strip the MACI off the PDU and the
message integrity check (MACI validation) procedure is triggered. Its result
determines how to handle the PDU further. If the received record is deemed valid,
it is moved directly to the ARQ Sublayer for processing.

* The ARQ fields are removed from the PDU. If the received PDU requires an
acknowledgment, the ARQ Sublayer will include an indication for this requirement
in the MCSB, to be processed further.

e The resulting SDU is then sent to Layer 3 via the SAP with the corresponding
MCSB, using the L2-Data.Indication primitive, together with an indication of
whether the message integrity check has succeeded or not.

1.2.6 ARQ Model

Within both the base station and the mobile station, the ARQ Sublayer for each logical
channel is viewed as split between a transmitter side and a receiver side (see Figure
1.2.6-1). The two sides signal one another, with the receiver side typically notifying the
transmitter side of the reception of an acknowledgment or of a PDU requiring
acknowledgment. In addition to the PDUs transported between sublayers, the two sides
can transport signaling with other sublayers and with supervisory and configuration
management entities.
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Transmitter side -t Receiver side

\J

-«——» Sjgnaling - SDU/PDU

Figure 1.2.6-1. ARQ Model

With respect to ARQ, the LAC Sublayer provides two major types of service to Layer 3:

Assured Delivery Service. PDUs sent in assured mode on a logical channel are
repeated autonomously several times at fixed intervals until an acknowledgement
from the LAC Sublayer of the receiving station is received by the LAC Sublayer of
the transmitting station. If no such acknowledgement is received after a specific
number of retransmissions, the logical channel is dropped. When requesting a PDU
transfer in assured mode, Layer 3 may also request a confirmation of delivery from
the LAC Sublayer. In such cases, the LAC Sublayer in the transmitting station
notifies Layer 3 immediately (for example, by using the L2-Data.Confirm primitive)
upon receiving the LAC acknowledgment from the receiving station LAC Sublayer.
Such notifications can be used by Layer 3 to order and serialize the delivery of
messages.

Unassured Delivery Service. PDUs sent in unassured mode are not acknowledged
by the LAC Sublayer of the receiving station, and thus there is no guarantee that
they were actually received. When requesting a PDU transfer in unassured mode,
Layer 3 may also request the LAC Sublayer to increase the probability of delivery of
the PDU (for example, by having the PDU sent multiple times in rapid succession
and relying on the duplicate detection capabilities of the receiver to achieve unique
delivery).

When requesting transmission of a Layer 3 PDU, Layer 3 typically specifies whether the
transfer is to be performed in assured mode (with or without confirmation of delivery) or in
unassured mode (for example, by setting the proper parameters in the MCSB argument of

the L2-Data.Request primitive).

Layer 3 can also request the LAC Sublayer to perform a reset of the LAC ARQ procedures
(for example, by using the L2-Supervision.Request primitive).
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2 MOBILE STATION REQUIREMENTS

When operating on common channels, the mobile station shall meet the requirements
specified in 2.1. When operating on dedicated channels the mobile station shall meet the
requirements specified in 2.2.

2.1 Common Channel Operation

The mobile station shall meet the requirements specified in 2.1.1 for operation on the
r-csch and in 2.1.2 for operation on the f-csch.

2.1.1 Transmission on r-csch

The mobile station shall meet the requirements specified in 2.1.1.1.2, 2.1.1.2.2, 2.1.1.3.2,
2.1.1.4.2 and 2.1.1.5.2.

2.1.1.1 Authentication and Message Integrity Sublayer

2.1.1.1.1 Parameters

The mobile station shall use the authentication and message integrity fields defined in
2.1.1.1.1.1 for PDUs transmitted on the r-csch. The mobile station shall set the
authentication fields according to the requirements specified in 2.1.1.1.1.2. The mobile
station shall set the message integrity fields according to the requirements specified in
2.1.1.1.1.3.

If the PDU is retransmitted, the mobile station shall not modify the authentication
parameters or the message integrity parameters!! included in this PDU.
2.1.1.1.1.1 Definition of the Authentication and Message Integrity Fields

The Authentication Fields!? are AUTH_INCL, AUTHR, RANDC and COUNT. The Message
Integrity Fields are MACLINCL, RANDC!3, SDU_KEY ID, SDU_INTEGRITY_ALGO,

11 The message integrity parameters are EXT SSEQ, SDUKEY ID and
INT KEY[SDU_KEY_ID] that were used in the first transmission of the PDU.

12 1n previous releases, the PDU showed a 2 bit long Authentication Field called AUTH_MODE, having
the values ‘00’ and ‘01’ in use, and all other values reserved. For P REV_IN_USE greater than or equal
to nine, the AUTH_MODE is conceptually replaced by (or split into) two 1-bit long fields: MACI_INCL
and AUTH_INCL. The change is backwards compatible with previous versions of the standard.

13 RANDC is both an Authentication Field and a Message Integrity Field and is present only in PDUs

sent on r-csch.
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SDU_SSEQ_OR_SSEQH, SDU_SSEQ and SDU_SSEQ_H!%4. The authentication fields for
PDUs transmitted on the r-csch have the following format:

MACI_INCL

AUTH_INCL

AUTHR

RANDC

Field Length (bits)
MACI_INCL 1
AUTH_INCL 1
AUTHR Oor 18
RANDC Oor8
COUNT Oor6
SDU_KEY_ID Oor2
SDU_INTEGRITY_ALGO Oor3
SDU_SSEQ_OR_SSEQH Oorl
SDU_SSEQ Oor8
SDU_SSEQ_H O or 24

Message integrity fields included indicator.

Presence indicator for the message integrity fields, set to ‘1’ if
the message integrity fields are present and to ‘0’, otherwise.

Authentication fields included indicator.

This field indicates whether other authentication fields are
present in the PDU. The field is set to ‘0’ if no other
authentication fields are present, or to ‘1’ if the authentication
fields below are included in the PDU.

Authentication Response.

If AUTH_INCL is ‘1’, this field is the response output of the
authentication algorithm. It is used, for example, to validate
mobile station registrations, originations, and terminations. If
AUTH_INCL is ‘0’, the field is omitted.

Random challenge value.

14 For practical purposes, the MACI field is handled at the Utility Sublayer, separately from the

Message Integrity Fields.
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If AUTH_INCL is ‘1’ or if MACI_INCL is ‘1’, this field is set to
the eight most significant bits of the 32-bit Random Challenge
(RAND) held in the mobile station. RAND is used, in
conjunction with SSD_A and other parameters, to validate
mobile station originations, terminations and registrations
and for message integrity. If AUTH_INCL is ‘O’and if
MACI_INCL is ‘0’, the field is omitted.

Call history parameter.

If AUTH_INCL is ‘1’, this field is set to the Call History
Parameter, a modulo-64 event counter maintained by the
mobile station and Authentication Center that is used for
clone detection. If AUTH_INCL is ‘O’, the field is omitted.

The key id of the integrity key that is used to compute the
MAC-I value for this PDU. If MACI_INCL is 0’, the field is
omitted.

The identity of the message integrity algorithm that is used for
the SDU carried by this PDU. If MACI_INCL is ‘0’, the field is
omitted.

Security sequence number format indicator. If MACI_INCL is
‘0’, the field is omitted.

The 8 least significant bits of the 32-bit security sequence
number that is used to compute the MAC-I value for this
PDU. If MACI_INCL is equal to ‘O’ or if SDU_SSEQ_OR_SSEQH
is equal to ‘1’, the field is omitted.

The 24 most significant bits of the 32-bit security sequence
number that is used to compute the MAC-I value for this
PDU. If MACI_INCL is equal to O’ or if SDU_SSEQ_OR_SSEQH
is equal to ‘0’, the field is omitted.

2.1.1.1.1.2 Requirements for Setting the Authentication Fields

The mobile station shall set the authentication fields as follows:

If the PDU carries an Order Message, Authentication Challenge Response Message,

Status Response Message or an Extended Status Response Message, the mobile
station shall set the AUTH_INCL to ‘O’ and shall not include the other authentication
fields in the PDU, except for the RANDC field, which is further subject to
requirements in 2.1.1.1.1.3.

If the PDU carries any other message:

— If authentication information is not available, or if the base station has indicated
that authentication is not required (AUTHg is set to ‘00’), the mobile station shall

set AUTH_INCL to ‘O’ and shall not include the other authentication fields in the

PDU.

— Otherwise, the mobile station shall:

+ Set AUTH_INCL to ‘1°.
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+ Set AUTHR to the output value of the Auth_Signature procedure executed as
specified in 2.1.1.1.2.2.

+ Set RANDC to the eight most significant bits of the stored value of RAND.
+ Set COUNT to the current value COUNTg .

2.1.1.1.1.3 Requirements for Setting the Message Integrity Fields
The Message Integrity Fields shall be set as follows:

e If the PDU carries any message that requires message integrity (as indicated by
Layer 3, see [5]) or the PDU is a Layer 2 acknowledgment PDU required to be
integrity-protected (see [5]), and if INT_KEY[key_id] is not equal to NULL, where
key_id is the index of the key to be used for message integrity!® for the PDU, thenl6:

- Set MACI_INCL to ‘1.

- Set RANDC, if present in the PDU, to the eight most significant bits of the stored
value of RAND.

- Set SDU_KEY_ID to key_id.

- Set SDU_INTEGRITY_ALGO to the id of the integrity algorithm!7 to be used for
message integrity for the PDU.

- Either:

+ set SDU_SSEQ_OR_SSEQH to ‘0’, omit SDU_SSEQ_H, include the
SDU_SSEQ field and set it to the 8 least significant bits of the EXT_SSEQ
(see 2.1.1.1.2.5 for computation of EXT_SSEQ) used to compute the value
MAC-I for this PDU; or

+ set SDU_SSEQ_OR_SSEQH to ‘1’, omit SDU_SSEQ, include the
SDU_SSEQ_H field and set it to the 24 most significant bits of the
EXT_SSEQ (see 2.1.1.1.2.5 for computation of EXT_SSEQ) used to compute
the value MAC-I for this PDU.

¢ Otherwise, set the MACI_INCL to ‘O’ and omit the SDU_KEY_ID,
SDU_INTEGRITY_ALGO, SDU_SSEQ_OR_SSEQH, SDU_SSEQ, and SDU_SSEQ_H fields.
The RANDC field shall be omitted unless further requirements in 2.1.1.1.1.2 specify
otherwise.

15 For a mobile station transmitting, this index is KEY_IDg.

16 That may be the case when the protocol revision is ten or higher.

17 For a mobile station transmitting, this id is INTEGRITY_ALGOg.
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2.1.1.1.2 Procedures

2.1.1.1.2.1 Overview of Authentication Procedures

Authentication is the process by which information is exchanged between a mobile station
and a base station for the purpose of confirming the identity of the mobile station. A
successful outcome of the authentication process occurs only when it can be demonstrated
that the mobile station and base station possess identical sets of shared secret data.

The authentication algorithms are described in [8]. The interface (input and output
parameters) for the algorithms is described in [9].

The mobile station provides the base station with the response to the authentication
algorithm, the 8 most significant bits of the stored RAND variable and the stored Call
History Parameter. The response to the authentication algorithm is generated by executing
the Auth_Signature procedure using the same input parameters, as in Figure 2.1.1.1.2.1-1.

RAND_CHALLENGE ESN AUTH_DATA SSD_AUTH
RAND ESN IMSI_S1 or DIGITS SSD_A
32 32 24 64
y

Auth_Signature
Procedure

l AUTH_SIGNATURE

AUTHR
18

Figure 2.1.1.1.2.1-1. Computation of AUTHR for Mobile Station
Authentication

The stored values for the random challenge (RAND), electronic serial number (ESN), and
shared secret data (SSD_A) are used for all PDUs. The setting for the AUTH_DATA field
(IMSI_S1 or DIGITS) depends upon the nature of the SDU being carried by the PDU. Layer
3 provides an indication of the value to be used, as shown in Table 2.1.1.1.2.1-1.
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Table 2.1.1.1.2.1-1. Auth_Signature Input Parameters

SAVE _
Message Name AUTH_DATA REGISTERS
Registration IMSI_S1 See below
Message
Origination Message | Digits TRUE
Page Response IMSI_S1 TRUE
Message
Reconnect Message IMSI_S1 FALSE
Call Recovery IMSI_S1 FALSE
Request Message
Data Burst Message | Digits FALSE
TMSI Assignment IMSI_S1 FALSE
Completion Message
PACA Cancel IMSI_S1 FALSE
Message
Device Information IMSI_S1 FALSE
Message
Security Mode IMSI_S1 FALSE
Request Message

2.1.1.1.2.2 Requirements for Authentication Procedures

The mobile station shall perform the Auth_Signature authentication procedures when
AUTHg is set to 01°.

For authentication purposes, the mobile station shall use IMSI_M if it is so programmed;
otherwise, the mobile station shall use IMSI_T.18

The mobile station shall set the input parameters of the Auth_Signature procedure (see
Section 2.3 of [9]) as illustrated in Figure 2.1.1.1.2.1-1:

* RAND_CHALLENGE shall be set to the 32-bit stored value of RAND.

* ESN shall be set to the 32-bit electronic serial number of the mobile station.
e SSD AUTH shall be set to the 64-bit current value of SSD_A.

* AUTH_DATA and SAVE_REGISTERS shall be set as follows:

18 The base station uses the IMSI selected according to the same criteria.
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If the PDU carries a TMSI Assignment Completion Message, PACA Cancel
Message, Device Information Message, Security Mode Request Message, Call
Recovery Request Message, or a Reconnect Message (see Table 2.1.1.1.2.1-1), the
mobile station shall set AUTH_DATA to the 24-bit IMSI_S1 and shall set the
SAVE_REGISTERS input parameter to FALSE.

If the PDU carries a Registration Message, the mobile station shall set
AUTH_DATA to the 24-bit IMSI_S1. If P_REV_IN_USEj is less than or equal to 6,
the mobile station shall set the SAVE_REGISTERS input parameter to FALSE;
otherwise, the mobile station shall set the SAVE_REGISTERS input parameter to
TRUE.

If the PDU carries an Origination Message (see Table 2.1.1.1.2.1-1), the mobile
station shall set AUTH_DATA to the 24-bit quantity based upon the dialed digits
as follows: the AUTH_DATA input parameter shall include the last six digits
contained in the CHARI fields of the Origination Message, encoded as follows: If a
CHARI field represents one of the digits 0-9, *, or #, the digit shall be encoded
according to Table 2.1.1.1.2.2-1. If the CHARI field represents any other
character, the CHARI field shall be converted to its decimal equivalent (treated
as an unsigned binary number), and the digit shall be the least significant
decimal digit of the decimal equivalent, encoded according to

Table 2.1.1.1.2.2-1. If fewer than six digits are included in the Origination
Message, the most significant bits of IMSI_S1 shall be used to replace the
missing digits. The exact procedure is that IMSI_S1 is used to initially fill the
AUTH_DATA input parameter, and then the last dialed digits included in the
Origination Message are used to replace all or part of this initial value. If a full 6
digits are dialed and included in the Origination Message, the first digit of the 6
that were included is used as the most significant 4 bits of AUTH_DATA, the
second digit is the next less-significant 4 bits of AUTH_DATA, a