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FOREWORD

(This foreword is not part of this specification)

This document contains the requirements for the Removable User Identity Module
(R-UIM). It is an extension of Subscriber Identity Module (SIM), per latest [17]! capabilities,
to enable operation in a 5][14][15] radiotelephone environment. Examples of this
environment include, but are not limited to, analog, [14]-based CDMA and the [1-5] family
of standards.

These requirements are expressed as additions to the current specification of the SIM.
The composite R-UIM is comprised of the current SIM specification and this ancillary or
“delta” document. The SIM specification is included as a reference. It is intended that all
upgrades to the SIM specification will also apply to the R-UIM.

The current SIM specifications (see references) address the physical and electrical
characteristics of the removable module, along with the user-to-card interface and
terminal-to-card signaling protocol. Operation in a [5][14][15 environment requires
that additional commands and responses be developed within the context of this
document. This document also defines new Elementary Files (EFs) for storage of
parameters that are added for operation in a [5][14][15 environment.

This standard specifies security-related procedures and commands, along with data and
information storage items that permit basic operation in the [5][14][15
environment. Later versions are expected to also address the delivery of [5][14][15

user features and services via the R-UIM.

1] indicates the corresponding document to be cross referenced.
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1 GENERAL

1.1 Scope

This document contains the requirements for use of a Removable User Identity Module
(R-UIM) card in a cdma2000* wireless communications device operating in a [5][14][15]
radiotelephone environment.

1.2 Requirements Language

“Shall” and “shall not” identify requirements to be followed strictly to conform to this
document and from which no deviation is permitted. “Should” and “should not” indicate

that one of several possibilities is recommended as particularly suitable, without

mentioning or excluding others, that a certain course of action is preferred but not

necessarily required, or that (in the negative form) a certain possibility or course of action
is discouraged but not prohibited. “May” and “need not” indicate a course of action
permissible within the limits of the document. “Can” and “cannot” are used for statements

of possibility and capability, whether material, physical or causal.

1.3 References

The following standards are referenced in this text. At the time of publication, the
editions indicated were valid. All standards are subject to revision, and parties to
agreements based upon this document are encouraged to investigate the possibility of
applying the most recent editions of the standards indicated below. ANSI and TIA

maintain registers of currently valid national standards published by them.

1.3.1 Normative References

3. Reserved.

2 cdma2000® is the trademark for the technical nomenclature for certain specifications and

standards of the Organizational Partners (OPs) of 3GPP2. Geographically (and as of the date of

publication), cdma2000® is a registered trademark of the Telecommunications Industry
Association (TIA-USA) in the United States.
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GPP2-C-S000 Dv2-0-Up
’

a1

-3GPP2 C.S0005-E v3.0, Upper Layer (Layer 3)
Signaling Standard for cdma2000 Spread Spectrum Systems, June 2011.

6. Reserved.

a o Ai ervice Provisionino

Speetrum-Systems; Oeteber2008-3GPP2 C.S0016-D v2.0, Over-the-Air Service

Provisioning of Mobile Stations in Spread Spectrum Systems.

Editor’s Note: The above document is a work in progress and should not be referenced

unless and until it is approved and published. Until such time as this Editor’s Note is

removed, the inclusion of the above document is for informational purposes only.

8. C.S0015-B v2.0, Short Message Service for Spread Spectrum Systems, October 2005.

9. ITU-T Recommendation E.212, Identification Plan for Land Mobile Stations, November
1998.

10. Reserved.
11. Reserved.
12. Reserved
13. Reserved

14. TIA-95-B, Mobile Station - Base Station Compatibility Standard for Wideband Spread
Spectrum Cellular Systems, October 2004.

15. 3GPP2 X-S0004-E-2-0, Mobile ApplieationPartJuly2005-3GPP2 X.S0004-E v10.0,
Mobile Application Part, January 2010.

17. 3GPP TS 51.011 V4.15.0 Specification of the Subscriber Identity Module-Mobile
Equipment (SIM-ME) Interface, June 2005.

18. ETSITS 102 221 ¥8-1+6V9.2.0, Smart cards; UICC-Terminal Interface; Physical and
logical Characteristics, Apri-20090ctober 2010.

19. Reserved.

20. 3GPP2 S.S0053-0 v2.0, Common Cryptographic Algorithms, May 2009.

21. Reserved.

22. Reserved.

23. 3GPP2 X.S0011-D v2.0, cdma2000 Wireless IP Network Standard, November 2008.
24. IETF RFC 3344, IP Mobility Support, August 2002.

25. IETF RFC 2794, Mobile IP Network Access Identifier Extension for IPv4, March 2000.
26. IETF RFC 2865, Remote Authentication Dial In User Service (RADIUS), June 2000.
27. IETF RFC 4721, Mobile IPv4 Challenge/Response Extensions, January 2007.

28. 3GPP2 C.S0024-B v2.0, cdma2000 High Rate Packet Data Air Interface Specification,
April 2007.
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35.
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37.
38.
39.
40.

41.
42,
43.
44,

45.
46.
47.
48.
49.
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3GPP2 A.S0008-C v2.0, Interoperability Specification (IOS) for High Rate Packet Data
(HRPD) Network Access Interfaces, January 2009.

3GPP TS 31.102 V8.6.0, Characteristics of the Universal Subscriber Identity Module
(USIM) application, June 2009.

3GPP TS 31.103 V8.1.0, Characteristics of the IP Multimedia Services Identity Module
(ISIM) Application, June 2009.

2007-Reserved.

IETF RFC 3261, SIP: Session Initialization Protocol, June 2002.
IETF RFC 4282, The Network Access Identifier, December 2005.
Reserved

3GPP2 S.S0083-A v1.0, Broadcast-Multicast Service Security Framework, September
2004.

3GPP2 X.S0016-200-A v1.0, MMS Stage-2, Functional Description, February 2006.
3GPP TS 23.038 V8.2.0, Alphabets and language-specific information, September 2008.
3GPP2 X.S0016-310-0 v2.0, MMS MM 1 Stage-3 Using OMA/ WAP, July 2004.

3GPP2 X.S0016-311-0 v1.0, MMS MM1 Stage-3 Using M-IMAP for message submission
and retrieval, May 2003.

3GPP2 X.S0016-312-0 v1.0, MMS MM 1 Stage-3 Using SIP, July 2004.
3GPP2 S.S0055-A v3.0, Enhanced Cryptographic Algorithms, September 2005.
Reserved.

3GPP2 C.S0068-0 v1.0, ME Personalization for cdma2000 Spread Spectrum Systems,
June 2006.

3GPP2 S.S0086-B, IMS Security Framework, December 2005.

IETF RFC 3629, UTF-8, a transformation format of ISO 10646. November 2003.

ITU E.118, The international telecommunication charge card, February 2001.

ITU X.509, Public-key and attribute certificate frameworks, August 2005.

ITU X.690, ASN. 1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical

50.
51.
52.

53.

Encoding Rules (CER) and Distinguished Encoding Rules (DER), November 2008.

IETF RFC 2315, PKCS #7: Cryptographic Message Syntax Version 1.5, March 1998.

RSA PKCS #12 v1.0, Personal Information Exchange Syntax, June 1999.

RE 4480

2006-Reserved.

IETF RFC 1738, Uniform Resource Locators (URL), December 1994.

1-3




20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

3GPP2 C.S0023-D v2.0

54.

55.

3GPP2 C.S0017-012-A v1.0, Data Service Options for Spread Spectrum Systems: Service
Options 33 and 66, July 2004.

ISO/IEC 7816-4. Identification cards — Integrated circuit cards — Part 4: Organization,

56.

security and commands for interchange. 2005.

3GPP2 C.S0035-A v2.0, CDMA Card Application Toolkit (CCAT), August 2007.

S7.

3GPP2 C.S0057-D, Band Class Specification for cdma2000 Spread Spectrum Systems,

58.

September 2009.

3GPP2 X.S0022-A v1.0, Broadcast and Multicast Service in cdma2000 Wireless IP

59.

Network, April 2007.

3GPP2 S.S0078-B v1.0, Common Security Algorithms, February, 2008.

60.

3GPP TS 31.101 v10.0.1. UICC-terminal interface; Physical and logical characteristics.

61.

June 2011.
IETEF RFC 2195. IMAP/POP AUTHorize Extension for Simple Challenge/ Response.

62.

September 1997.

IETEF RFC 2617. HTTP Authentication: Basic and Digest Access Authentication. June

63.

1999.
IETF RFC 3310. Hypertext Transfer Protocol (HTTP) Digest Authentication Using

64.

Authentication and Key Agreement (AKA). September 2002.

IETE RFC 2831. Using Digest Authentication as a SASL Mechanism. May 2000.

65.

IETEF RFC 2444. The One-Time-Password SASL Mechanism. October 1998.

66.

IETEF RFC 2222. Simple Authentication and Security Layer (SASL). October 1997.

1.3.2 Informative References

1. C.R1001-&H, “Administration of Parameter Value Assignments for cdma2000 Spread
Spectrum Standards”, Jure-2009July, 2011.
1.4 Terms

3GPD. Third Generation Packet Data.

Access Network (AN). The network equipment providing data connectivity between a

packet switched data network (typically the Internet) and the access terminals. An access

network is equivalent to a base station in [2].

Access Terminal (AT). A device providing data connectivity to a user. An access terminal

may be connected to a computing device such as a laptop personal computer or it may be

a self-contained data device such as a personal digital assistant. An access terminal is

equivalent to a mobile station in [2].

A-key. A secret, 64-bit pattern stored in the mobile station and HLR/AC. It is used to
generate or update the mobile station’s Shared Secret Data.
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Authentication. A procedure used by a base station to validate a mobile station’s
identity.

Authentication Center (AC). An entity that manages the authentication information
related to the mobile station.

BAK. BCMCS related parameter. See [36].
BAK_Expire. BCMCS related parameter. See [36].
BAK_ID. BCMCS related parameter. See [36].

Base Station. A fixed station used for communicating with mobile stations. Depending
upon the context, the term base station may refer to a cell, a sector within a cell, an MSC,
an OTAF or other part of the wireless system. See also MSC and OTAF.

BCMCS. Broadcast Multicast Service.
BCMCS_Flow_ID. BCMCS related parameter. See [30].

BCMCS Root Key. A secret 128-bit pattern used for BCMCS (Broadcast Multicast Service).
Defined as 'Registration Key' in [36].

BIP. Bearer Independent Protocol. See [56].

Card Session. See [17].

CDMA Session. That part of the Card Session dedicated to the CDMA operation.

CAVE. The algorithm currently used in [15] for Authentication and Key Generation.
Cyclic Redundancy Code (CRC). A class of linear error detecting codes which generate
parity check bits by finding the remainder of a polynomial division.

DF. Dedicated File.

Diffie/Hellman. The key exchange mechanism used by [7].

ECMEA. Enhanced Cellular Message Encryption Algorithm

ECMEA_NF. Enhanced Cellular Message Encryption Algorithm (Non Financial)

EF. Elementary File.

Electronic Serial Number (ESN). An identifier that is either an ESN ME or a UIMID.A-32-

ESN_ME. A 32-bit number that is either a pESN or a unique value assigned to a mobile

station.
EUIMID. Expanded R-UIM Identifier.

HER—See Home LoecationRegister:

1-5
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Home Location Register (HLR). The location register to which a MIN/IMSI is assigned for
record purposes such as subscriber information.

Home System. The cellular system in which the mobile station subscribes for service.
ICC. Integrated Circuit(s) Card.

ICCID. ICC Identification.

IMS. IP Multimedia Subsystem.

IMSI_M. MIN-based IMSI using the lower 10-digits to store the MIN.
IMSI_T. True IMSI not associated with MIN. This could be 15 digits or fewer.
IMS Root Key. A secret 128-bit pattern used for IMS (IP Multimedia Subsystem).

International Mobile Subscriber Identity (IMSI). A method of identifying subscribers in
the land mobile service as specified in [9].

IRM. International Roaming MIN.

Long Code Mask. A 42-bit binary number that creates the unique identity of the long
code. See also Public Long Code, Private Long Code, Public Long Code Mask, and Private
Long Code Mask.

LF_EUIMID. Long form of EUIMID, which is ICCID based. In this document this term refers
to the entire 20 digit/ 10 octet contents of EFiccip even though this will include a check digit
and a padding digit.

LSB. Least significant bit.

M /O. Mandatory/Optional.

MAC. Message authentication code

MAC-A. MAC used for authentication and key agreement

MAC-I. Message Authentication Code for message integrity.— The 32-bit output of the
message integrity algorithm that allows the receiver to authenticate the message

ME. Mobile Equipment.

MEID ME. A 56-bit number assigned by the mobile station manufacturer, uniquely

identifying the mobile station equipment.

MF. Master File.

Mobile Country Code (MCC). A part of the E.212 IMSI identifying the home country. See
[9].

Mobile Directory Number (MDN). A dialable directory number which is not necessarily
the same as the mobile station’s air interface identification, i.e., MIN, IMSI_M or IMSI_T.

1-6
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Mobile Equipment (ME). An R-UIM capable mobile station without an R-UIM inserted.

Mobile Equipment Identifier (MEID). An identifier that is either an MEID ME or an
SF_EUIMID.

Mobile Identification Number (MIN). The 34-bit number that is a digital representation
of the 10-digit number assigned to a mobile station.

Mobile Network Code (MNC). A part of the E.212 IMSI identifying the home network
within the home country. See [9].

Mobile Station (MS). A station, fixed or mobile, which serves as the end user’s wireless
communication link with the base station. Mobile stations include portable units (e.g
., hand-held personal units) and units installed in vehicles.

Mobile Station Originated Call. A call originating from a mobile station.

Mobile Station Terminated Call. A call received by a mobile station (not to be confused
with a disconnect or call release).

MSB. Most significant bit.

Network. A network is a subset of a wireless system, such as an area-wide wireless
network, a private group of base stations, or a group of base stations set up to handle a
special requirement. A network can be as small or as large as needed, as long as it is fully
contained within a system. See also System.

Network Identification (NID). A number that uniquely identifies a network within a
wireless system. See also System Identification.

Number Assignment Module (NAM). A set of MIN/IMSI-related parameters stored in the
mobile station.

Over-the-Air Service Provisioning Function (OTAF). A configuration of network
equipment that controls OTASP functionality and messaging protocol.

Over-the-Air Parameter Administration (OTAPA). Network initiated OTASP process of
provisioning mobile station operational parameters over the air interface.

Over-the-Air Service Provisioning (OTASP). A process of provisioning mobile station
operational parameters over the air interface.

Parity Check Bits. Bits added to a sequence of information bits to provide error
detection, correction or both.

1-7
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P-CSCF. Proxy Call Session Control Function
Preferred Roaming List (PRL). See SSPR.
Private Long Code. The long code characterized by the private long code mask.

Private Long Code Mask. The long code mask used to form the private long code.

pseudo-ESN (pESN)Pseudeo-Electronie Serial Number {P-ESN}. A non-unique 32-bit
number hashed from MEID and used in place of ESN.

pseudo-UIMID (pUIMID)Pseudeo-UINHD (P-UIMID}). A 32-bit number derived—from
EUIMID-using a-speeifiealgorithmhashed from EUIMID and used in place of UIMID.

Release. A process that the mobile station and base station use to inform each other of

call disconnect.
RFU. Reserved for future use.

Roamer. A mobile station operating in a wireless system (or network) other than the one
from which service was subscribed.

Root Key. A secret 128-bit pattern permanently stored in the R-UIM.
R-UIM. Removable UIM.
SF_EUIMID. Short form of EUIMID. An EUIMID selected from MEID numbering resources.

Secure Mode. Network initiated mode of communicating operational parameters between
a mobile station and network based provisioning entity in an encrypted form.

Service Option. A service capability of the system. Service options may be applications
such as voice, data or facsimile. See infermative-[Informative 1].

Service Programming Lock (SPL). A protection provided for preventing the over-the-air

provisioning of certain parameters by an unauthorized network entity by way of verifying

the Service Programming Code (SPC).

Shared Secret Data (SSD). A 128-bit pattern stored in the mobile station (in semi-
permanent memory) and known by the base station. SSD is a concatenation of two 64-bit
subsets: SSD_A, which is used to support the authentication procedures, and SSD_B,
which serves as one of the inputs to the process generating the encryption mask and
private long code.

SIP. Session Initialization Protocol

SIM. Subscriber Identity Module.

SK. BCMCS related parameter. See [306].
SK_RAND. BCMCS related parameter. See [36].
SMCK. Secure Mode Ciphering Key.

SP LOCK STATE - A locking state of the OTASP/OTAPA programmable parameters in
the R-UIM. If SP LOCK STATE = ‘1’, the parameters cannot be programmed.

1-8
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SPASM. See Subscriber Parameter Administration Security Mechanism.
SPC. Service Programming Code.
SRTP. Secure Real Time Transport Protocol. See [36].

Subscriber Parameter Administration Security Mechanism (SPASM). Security
mechanism protecting parameters and indicators of active NAM from programming by an
unauthorized network entity during the OTAPA session.

SW1/SW2. Status Word 1/Status Word 2.

System. A system is a wireless telephone service that covers a geographic area such as a
city, metropolitan region, county or group of counties. See also Network.

System Identification (SID). A number uniquely identifying a wireless system.

System Selection Code. A part of the Activation Code that specifies the user selection of
a Band and a Block operated by the selected service provider.

System Selection for Preferred Roaming (SSPR). A feature that enhances the mobile

station system acquisition process based on the set of additional parameters stored in the
mobile station in the form of a Preferred Roaming List (PR_LISTg_p).

TK. BCMCS related parameter. See [36].
TK_RAND. BCMCS related parameter. See [36].
TMSI. Temporary Mobile Station Identity.

UAK. UIM Authentication Key. A 128-bit pattern produced by AKA that is used for R-UIM
authentication.

UMAC. UIM-Present MAC. A 32-bit output of the UMAC algorithm computed by R-UIM
based on MAC-I, which provides a means for the mobile station to prove that the R-UIM
was present at the time the message is formed.

UCS2. Universal Multiple-Octet Coded Character Set.
UIM. User Identity Module.

UIM-ID. A 32-bit identifier that is either a number unique to the R-UIM or a non-unique
pUIMID.

URI. Universal Resource Identifier.
VPM. Voice Privacy Mask.

WLAN Root Key. A secret 128-bit pattern used for WLAN services.

1-9
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1.5 Parameters Stored Temporarily in the R-UIM

The following parameters with subscript “s” indicate a value stored temporarily in the R-
UIM:

NAM_LOCK:s - A network controlled status of the SPASM protection of the active
NAM for the subsequent OTAPA session — temporarily stored in the R-UIM.

SPCs — Service Programming Code temporarily stored in the R-UIM if the Service

Programming Lock feature is supported by the R-UIM.

SSDs — A secret 128-bit pattern for the Shared Secret Data temporarily stored in
the R-UIM.

1-10
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2 PHYSICAL, ELECTRICAL AND LOGICAL INTERFACES

2.1 Physical Interface

The physical eharacteristies-interface of the R-UIM shall follow the definitions specified in
theseetionssection 4 of [17060]-shown—in—the following table._For the requirements in

section 4A of [1%60], which are referenced by the present specification, the usage of the
term “SIM“USIM” and “UICC” shall be equivalent to the term "R-UIM".

2.1 Section of [17] | 2.1 Title

2.14.1 2.1 1D-1 UIcC

2.14.3 2.1 Temperature range for card operations
2.1 4.4 2.1 Contaets

2.1 4.4.3 2.1 Inactive contacts

2.14.4.4 2.1 Contact pressure
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2.2 Electrical Interface

The electrical characteristics of the R-UIM shall follow the definitions specified
sections of [17] shown in the following table.

in the

Table 1. Electronic Signals and Transmission Protocols
Section of [17] Title

S Electronic Signals and Transmission Protocols
5.1 Electrical specifications
5.2 Initial communication establishment procedures
5.2.1 Error handling for speed enhancement
5.3 Transmission protocols
5.4 Clock

Terminals and R-UIM supporting other voltage technologies than Class A (see section 5.1
of 18) shall support at least 2 consecutive voltage classes, i.e. classes A and B, or classes B

and C.

2.3 Logical Interface

The logical interface of the R-UIM shall follow the definitions specified in the sections of
[17] shown in the following table. The Dedicated file ID for CDMA (used for EFs in section

3.4) is “TF25’,

Table 2. Logical Model

Section of [17] Title
6 Application and File structure
6.1 SIM application structure
6.4 File types
6.4.1 Dedicated files
6.4.2 Elementary files
6.4.2.1 Cyclic EF
6.5 Methods for selecting a file
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2.4 Security Features

Security-Related procedures and protocols are defined in section 4.

2.4.1 2G Authentication and Key Generation Procedure

See section 4.1 and 4.2.

2.4.2 Algorithms and Processes

The algorithm used by the R-UIM for authentication and key generation is CAVE (see section
4.1 and 4.2).

2.4.3 File Access Conditions

The file access conditions of the R-UIM shall follow the definitions specified in the section
of [17] shown in the following table.

Table 3. File Access Conditions

Section of [17] Title

7.3 File Access Conditions

2.4.4 3G AKA (Authentication and Key Agreement) Procedure and Function

See section 4.11 and 4.12.
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2.5 Function Description
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2.6 Command Description

The commands which are enly—applicable for R-UIM are shown in the following
tablesections. They -shall not-be-executableunless DE . —orany-sub-directoryunder
DFE . ...—has been selected asthe ecurrent directory—and suecessful CHV1 verification

procedure has been performed:

2.6.1 R-UIM Supply Voltage Identification

R-UIM supporting Class B or C operating conditions (as specified in [17]) shall support the

supply voltage indication as specified in section 9.2.1 of [17]. The table below shows the

CDMA equivalent command for the listed GSM command.

GSM command CDMA Equivalent command |

SELECT DFgsu SELECT DFcpma ‘

2.6.2 cdma2000 Specific Commands

These commands shall not be executed unless DF . or any sub-directory under DFEcpya
has been selected as the current directory and successful CHV1 verification procedure has

been performed.

Table 4. Description of the cdma2000 Specific Commands

Section Command Title CLA INS
[sa  |ruMscmyRostedcommanss |
4.4.1 Update SSDUPDATE SSD ‘A0’ ‘84’
4.4.2 Base Station ChallengeBASE STATION ‘A0’ ‘BA’
CHALLENGE
4.4.3 ConfirmSSDCONFIRM SSD ‘A0’ ‘82’
4.4.4 AUTHENTICATEAuthenticate ‘A0’ ‘88’

. Run CAVE
. 3G Access AKA

+ EAP AKA

4.4.5 GENERATE KEY / VPMGenerate Key/ ‘A0’ ‘8K’
VPM

4.5.1 MS KEY REQUEST MsS KeyReguest ‘A0’ ‘50’

4.5.2 KEY GENERATION REQUESTKey ‘A0’ ‘52’
Generation Reguest
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Section Command Title CLA INS

4.5.3 COMMITCemmit ‘A0’ ‘cC

4.5.4 VALIDATEValidate ‘A0’ ‘CE’

4.5.5 CONFIGURATION REQUESTCenficuration | ‘A0’ ‘54’
Request

4.5.6 DOWNLOAD REQUESTDewnlocad Reguest ‘A0’ ‘56’

4.5.7 SSPR CONFIGURATION REQUESTSSPR ‘AQ’ ‘EA’
Confisuration Request

4.5.8 SSPR DOWNLOAD REQUESTSSPR ‘AQ’ ‘EC’
Download Reguest

4.5.9 OTAPA REQUESTOTAPA Reguest ‘A0’ ‘EE’

4.5.10 PUZL CONFIGURATION REQUESTRUZL ‘AQ’ ‘F4’
Confisuration Request

4.5.11 PUZL DOWNLOAD REQUESTRUZL ‘AQ’ ‘F6’
Download Reguest

4.5.12 3GPD CONFIGURATION REQUEST3GPD ‘AQ’ ‘FC’
Confisuration Request

4.5.13 3GPD DOWNLOAD REQUEST 3GRD ‘AQ’ 48’
Download Reguest

4.5.14 SECURE MODESecure Mode ‘A0’ “qA’

4.5.15 FRESHERESH ‘A0’ ‘4C’

4.5.16 SERVICE KEY GENERATION ‘AQ’ ‘4E’
REQUESTService Key Generation Reguest

4.5.17 MMD CONFIGURATION REQUESTMMD ‘AQ’ ‘c4’
Confisuration Request

4.5.18 MMD DOWNLOAD REQUEST MMD ‘AQ’ ‘C6’
Download Reguest

4.5.19 MMS CONFIGURATION REQUESTMMS ‘AQ’ ‘4
Confisuration Request

4.5.20 MMS DOWNLOAD REQUEST MMS ‘AQ’ ‘46’
Download Reguest

4.5.21 SYSTEM TAG CONFIGURATION ‘AQ’ ‘c8®
REQUESTSystemTag Configuration
Request

4.5.22 SYSTEM TAG DOWNLOAD ‘AQ’ ‘CA’
REQUESTSystem Tas Download Reguest
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Section Command Title CLA INS

4.6.1 STORE ESN_MEID MEStere ‘A0’ ‘DE’
ESN-_MEID-ME

4.8.1 COMPUTE IP AUTHENTICATIONCempute ‘80’ ‘80’
P Austl .

4.9 BCMCS ‘A0’ 58

* Retrieve SK

» Update BAK
* Delete BAK

¢ Retrieve SRTP SK

* Generate Authorization Signature

+ BCMCS Authentication

4.10.1 Application Authentication-Cemmands ‘AQ° ‘SA’

4.12.1 UMAC GENERATIONUMAC Generation ‘A0’ ‘SE’

4.12.2 CONFIRM_KEYS ‘A0’ 5C°

2.6.3 Inherited Commands

The commands used with the R-UIM shall also follow the definitions specified in the
sections of [17] shown in the following table. The commands used terun CAVE are

Table 5. Description of the Inherited Commands [17]

Section of [17] Title

9 Description of the Commands
9.1 Mapping Principles

9.2 Coding of the Commands
9.2.1 SELECT*

9.2.2 STATUS

9.2.3 READ BINARY

9.2.4 UPDATE BINARY

9.2.5 READ RECORD
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Section of [17] Title

9.2.6 UPDATE RECORD

9.2.7 SEEK

9.2.8 INCREASE

9.2.9 VERIFY CHV

9.2.10 CHANGE CHV

9.2.11 DISABLE CHV

9.2.12 ENABLE CHV

9.2.13 UNBLOCK CHV

9.2.14 INVALIDATE

9.2.15 REHABILITATE

9.2.17 SLEEP

9.2.18 GET RESPONSE

9.2.19 TERMINAL PROFILE

9.2.20 ENVELOPE

9.2.21 FETCH

9.2.22 TERMINAL RESPONSE

9.3 Definition and coding

9.4 Status conditions returned by the card (NOTE 1)
9.4.1 Responses to commands which are correctly executed
9.4.2 Responses to commands which are postponed
9.4.3 Memory management

9.4.4 Referencing management

9.4.5 Security management

9.4.6 Application independent errors

9.4.7 Commands versus possible status responses

NOTE 1: See section 2.6.2 for the summary of new and modified R-UIM status words.

The INCREASE command is coded as specified in [18] with the following

limitations:
- Class ="A0
- P1,P2="00
- P3 = 'Record length of selected cyclic file'

The response is according to the command parameters, as defined in [18]
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1 *Response parameters/data in case of DFpy,:

Byte(s) Description Length
1-2 RFU 2
3-4 Total amount of memory of the selected 2

directory which is not allocated to any of the
DFs or EFs under the selected directory

5-6 File ID 2

7 Type of file (see subclause 9.3) 1

8-12 RFU 5

13 Length of the following data (byte 14 to the 1
end)

14 - 34 CDMA specific data 21

4 CDMA specific data:

Byte(s) Description Length
14 File characteristics (see detail 1) 1
15 Number of DFs which are a direct child of the 1
current directory
16 Number of EFs which are a direct child of the 1
current directory
17 Number of CHVs, UNBLOCK CHVs and 1
administrative codes
18 RFU 1
19 CHV1 status (see detail 2) 1
20 UNBLOCK CHV1 status (see detail 2) 1
21 CHV?2 status (see detail 2) 1
22 UNBLOCK CHV2 status (see detail 2) 1
23 RFU 1
24 - 34 Reserved for the administrative management 0<lgth<11

6 Bytes 1 - 22 are mandatory and shall be returned by the R-UIM. Bytes 23 and following are
7 optional and may not be returned by the R-UIM.

8 NOTE 1: Byte 35 and following are RFU.

9  For the above bytes R-UIM shall follow definitions in section 9.2.1 of [17].
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e

2.6.4 R-UIM Status Conditions

In response to commands sent by the ME to the R-UIM, the R-UIM returns status

conditions contained in SW1 and SW2 to the ME. The status conditions defined in [17]

and [55] apply to R-UIM, with the following status conditions and error descriptions taking

precedence over [17]:

Table 6. R-UIM Status Conditions

SW1 SW2 Error Description

‘94’ ‘02’ “Invalid BAK ID”, in addition to “out of range (invalid address)” in [17]

‘94’ ‘04’ “Invalid BCMCS Flow ID”, in addition to “- file ID not found - pattern not
found” in [17

‘98’ ‘34’ “Error, out of sequence”, instead of “Error, Update SSD order sequence not

respected” in [17]
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2.7 Content of EFs

The content of the EFs of the R-UIM shall include the sections of [17] shown

following table.

Table 7. Content of EFs

in the

Section of [17] Title

10.1 Contents of the EFs at the MF level
10.1.1 EFicap (ICC Identification) (3)
10.1.2 EF,; (Language Preference)
10.2 DFs at the GSM application level (4)
10.5 Contents of files at the telecom level
10.5.1 EFapn (Abbreviated dialing numbers)(1)
10.5.2 EFrpn (Fixed dialing numbers)(1) / (2)
10.5.8 EFinp (Last number dialed)(1)
10.5.9 EFspn (Service Dialing Numbers)(1)
10.5.10 EFexr1 (Extensionl)(1)
10.5.11 EFexr2 (Extension?2)(1)
10.5.12 EFexrs (Extension3)(1)
10.6 DFs at the telecom level
10.6.1 Contents of files at the telecom graphics level
10.6.1.1 EFve (Image)
10.6.1.2 Image Instance Data Files

Notes:

(1)-___The numbers are stored in the same format as [17].
(2)-___See FDN procedures in [17] Annex C. The table below shows the CDMA
equivalent of GSM files that are specially handled in FDN mode:

GSM File CDMA Equivalent File
DFasm DFcpma
EFLoa EFrmst
EFmsi EFmst v, EFmvst T

(3) See section 3.4.83 for some additional restrictions on the contents of EF .
(4) DFs at the GSM application level can be included in a multi-mode R-UIM (See

Fig. 1 and Section 3).
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In addition, the R-UIM may optionally provide an enhanced phonebook in a DFpyonerook
(File ID ‘SF3A’) under DF g pcom as defined in [30]. In this case, the content of DFpyonesook
on the R-UIM may include the sections of [30] shown in Table 8. , with the following

restrictions:
. PIN shall be interpreted as CHV1 and PIN2 shall be interpreted as CHV2.
. SFIs (Short File Identifiers) shall not apply to the R-UIM.

EF,py and EFpg shall always be present if the DFpyonesoox 1S present.

To ensure proper inter-working in all terminals, the first EFs ADN and EXT1 files, if under
DFpyonesook, are linked to the corresponding files under DF g pcon, i.€. EF,py = '6F3A' and
EFgxr = '6F4A', respectively. This means that the contents of EFs ADN and EXT1 files
under DFpyoneook Shall remain synchronized with those under DF g pcom

In addition, the Phonebook Restrictions defined in chapter 4.4.2.14 of [30] apply to the
R-UIM.
Table 8. Content of EFs for R-UIM supporting the enhanced phonebook

Section of [30] Title
4.4.2.1 EFpgr (Phone Book Reference file) (1)
4.4.2.2 EF,p (Index Administration Phone book)
4.4.2.3 EF,pn (Abbreviated dialing numbers) (1)
4.4.2.4 EFixr (Extensionl)
4.4.2.6 EFsrp (Grouping file)
4.4.2.7 EF,,s (Additional number Alpha String)
4.4.2.8 EFsas (Grouping Information Alpha String)
4.4.2.9 EF & (Additional Number) (2)
4.4.2.10 EF g (Second Name Entry) (2)
4.4.2.13 EFgyan (e-mail address) (2)

Notes:

(1) The files O (Phone Book Control), EFup (Unique Identifier), and EFcce:
(Capability Configuration Parameters 1), EFpsc (Phone Book Synchronisation

Counter), EFc (Change Counter) and EFpup (Previous Unique Identifier) are
not applicable to the R-UIM.

(2) “ADN File SFI” should be interpreted as “Last byte of ADN File Identifier”
whenever a one-byte field is used to refer to an ADN file.
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2.8 Application Protocol

The application protocol of the R-UIM shall follow the definitions specified in the sections
of [17] shown in the following table.

Table 9. Application Protocol

Section of [17] Title
11 Application protocol
11.1 General procedures
11.2.5 Administrative information request
11.2.6 (1) SIM service table request
11.2.7 (2) SIM phase request
11.2.8 SIM Presence Detection and Proactive Polling

(1) To CDMA mode, ME should read EFcsr

(2) To CDMA mode, ME should read EFgevision

2.9 CDMA Card Application Toolkit

The CDMA Card Application Toolkit of the R-UIM shall follow the definitions specified in
56].

2.10 Coding of Alpha Fields in the R-UIM for UCS2

Reserved.
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3 MULTI-MODE R-UIM DEDICATED FILE (DF) AND ELEMENTARY FILE (EF)
STRUCTURE

The figure below depicts the multi-mode R-UIM file structure.

MF 3F00
DF 7F20
E.F 7F10 GSM evolved
elecom IMT-2000
' = ——_—_————T—— —— — — -
(P s s N S ——
l |
: D|F EF | | EF : ' | DF 5F40 EF | | EF :
| |
LTEF e e | | |Pcsto00 | |
| ____________ il
| L
' [oF] [EF] [EF] |
| 1 !
LIEF -F-—————— _!
DF 7F24 DF 7F25
TDMA CDMA
| ____________ A | ____________ il
| L P e e
' [oF] [EF] [EF] | ' [oF] [EF] [EF] |
[ ' P I
L[EF --—————— . =T S .

Specified for TDMA evolution Specified for CDMA evolution
Figure 1. Dedicated File Structure

3.1 DF and EFs for ANSI-41 Based Applications

EFs assigned under DF ‘7F25’ for storage of Number Assignment Module (NAM) parameters

and operational parameters that are required for Analog/CDMA operation are based on

[14] and the [2], [5], [28] family of standards

Section 3.4 shows the detailed coding of these EFs. In this document, only single-NAM

as shown in [Informative 1].

operation for CDMA is supported and therefore, each parameter is included once.
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3.2 File Identifier (ID)

A file ID is used to address or identify each specific file. The file ID consists of two bytes

and shall be coded in hexadecimal notation. File IDs are specified in section O.

The first byte identifies the type of file. The numbering scheme for DFs and EFs is

inherited from [17] as:
e ‘3F’: Master File;
e “7TF” First level Dedicated File;
e ‘5F” Second level Dedicated File;
* 2F” Elementary File under the Master File;
* ‘6F” Elementary File under the first level Dedicated File;
* ‘4F” Elementary File under the second level Dedicated File.

File IDs shall be subject to the following conditions:
* the file ID shall be assigned at the time of creation of the file concerned,;
* no two files under the same parent shall have the same ID;
* achild and any parent, either immediate or remote in the hierarchy, e.g.
grandparent, shall never have the same file ID.

In this way each file is uniquely identified.

3.3 Reservation of File IDs

In addition to the identifiers used for the files specified in the present document, the

following file IDs are reserved for use by GSM and CDMA.
Dedicated Files:
* administrative use:
“7F 4X’, ‘5F 1X’, ‘5F 2X’
* operational use:

“7TF 10’ (DF ), 7F 20’ (DF __), 7F 21’ (DF ), 7F 22’ (DF ),
TELECOM GSM DCS1800 1S-41
“7F 23’ (DF ), 7F 24’ (DF ), 7F 25’ (DF ), and “7F 2X’,
FP-CTS TIA/EIA-136 ‘TIA/EIA-95
where X ranges from ‘6’ to ‘F’.
¢ reserved under ‘7F10*
‘SF 50’ (DF )
GRAPHICS
¢ reserved under ‘7F20*
‘SF 30’ (DF ), ‘5F 31’ (DF ), ‘5F 32’ (DF._ ), ‘5F 33’ (DF _ ), ‘5F 3X’,
IRIDIUM Globalstar’ ICO ACeS

where X ranges from ‘4’ to ‘F’ for other MSS.
‘SF 40’(DFPCS_1900), ‘SF 4Y’ where Y ranges from ‘1’ to ‘F’;

‘SF 5X’ where X ranges from ‘0’ to F’;
‘SF 60’(DFCTS), ‘SF 6Y’ where Y ranges from ‘1’ to F’;

‘SF 70° (DFSoLSA), ‘SF 7Y’ where Y ranges from ‘1’ to F’
‘SF YX’ where Y ranges from ‘8’ to F’ and X from ‘0’ to ‘F".

Elementary files:
* administrative use:
‘OF XX’ in the DFs 7F 4X’; ‘4F XX’ in the DFs ‘SF 1X’, ‘5F 2X’
‘OF 1X’in the DFs 7F 10°, 7F 20’, “7F 21’, “7F 25,
4F 1X’in all second level DFs
2F 01’, 2F EX’ in the MF ‘3F 00’
* operational use:
‘OF 2X’, ‘6F 3X’, ‘OF 4X’in “7F 10’ and “7F 2X’;
‘4F YX’, where Y ranges from 2’to F’in all second level DFs.
2F 1X’in the MF ‘3F 00’.
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e reserved under 7F25’ (DFcpma):
‘6F80: Reserved.
From ‘6F81’to ‘6F89’: Reserved for CDG.

In all the above, X ranges, unless otherwise stated, from ‘0’ to ‘F’, inclusive.

3.4 Coding of EFs for NAM Parameters and Operational Parameters

All quantities shown in the EF descriptions are represented in binary format, unless
otherwise specified. All unused, allocated bytes of memory are set to ‘00’ unless otherwise
specified. REU bytes are also set to ‘00’ unless otherwise specified. Some bits are marked

as RFU. Some or all of these RFU bits may be used in the future for additional parameters.
Therefore, all RFU bits shall be set to ‘O’ (zero). The ME shall ignore the state of all RFU
bits.

The dedicated file ID used for EFs in this section is 7F25’ (CDMA).

References [5], [14] and [Informative 1] store parameters in several different types of

memory:
* —Variables stored in permanent memory which use the subscript p.

* -Variables stored in semi-permanent memory which use the subscript s-p.

e Variables temporarily stored (including those parameters defined in Sec. 1.2 which
use the subscript s).

When an R-UIM is used, some of these variables are maintained in the R-UIM while other
variables are maintained in the ME.
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3.4.1 EFcount (Call Count)

This EF stores the value of Call Count, COUNT;.,.

Identifier: ‘6F21’ Structure: cyclic | Mandatory
Record Length: 2 bytes | Update activity: high
Access Conditions:

READ CHV1
UPDATE CHV1
INCREASE CHV1
INVALIDATE ADM
REHABILITATE ADM

Bytes Description M/O Length

1-2 COUNT;s, M 2 bytes

COUNT,, is contained in the least significant 6 bits of the two-byte field.

Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

RFU

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of COUNT._,
Middle bits of COUNT._,

MSB of COUNT,_,

RFU
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3.4.2 EFwsi m (IMSI_M)
This EF stores the five components of IMSI_M.

Identifier: ‘©F22’ | Structure: transparent | Mandatory
File size: 10 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE CHV1
Bytes Description M/O Length
1 IMSI_M_CLASS, M 1 byte
2-3 IMSI_M_S2 from IMSI_M_S, M 2 bytes
4-6 IMSI_M_S1 from IMSI_M_S, M 3 bytes
7 IMSI_ M_11_12, M 1 byte
8 IMSI_M_PROGRAMMED/ M 1 byte
IMSI_M_ADDR_NUM,

9-10 MCC_M, 2 bytes
IMSI_M_CLASS, - Class assignment of the IMSI_M.
IMSI_M_ADDR_NUM, - Number of IMSI_M address digits.

MCC_M, - Mobile country code.
IMSI. M_11_12, - 11th and 12th digits of the IMSI_M.
IMSI_M_S, - The least significant 10 digits of the IMSI_M.
Coding:
Byte 1:
|b8|b7|b6|b5|b4|b3|b2|b1|
b1=0: class O
bl=1:class 1
RFU

Byte 2, byte 3, byte 4, byte 5 and byte 6 are encoded as described in Section 2.3.1.1 of [5]

and Section 6.3.1.1_of [14], “Encoding of IMSI_ M_S and IMSI_T_S”.

IMSI M_S2
contains the most significant digits of IMSI M S and IMSI M S1 contains the least

significant digits of IMSI M_S as described in Figure 2.3.1.-2 of [5] and Figure 6.3.1-2 of [14].

Byte 2:

[b8]b7[b6[b5[b4[b3[b2[bl |
[ LSB of IMSI_M_S2

Byte 3:

|b8|b7|b6|b5|b4|b3|b2|b1|

IMSI_M_S2 bit 9
MSB of IMSI_M_S2
RFU

3-5
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Byte 4:

|b8|b7|b6|b5|b4|b3|b2|bl|
[ LSBof IMSIM_S1
IMSI_M_S1 bits 2 to 8 in ascending order |

Byte 5:

|b8|b7|b6|b5|b4|b3|b2|bl|
| | [ | 1 1 [ IMSIM_S1bits9to 16 in ascending order |

Byte 6:

[b8]b7[b6|b5[b4[b3[b2]bI|
| | IMSI_M_S1 bits 17 to 23 in ascending ordet
MSB of IMSI_M_S1

Byte 7 is encoded as described in Section 2.3.1.2 of [5] and {#+4};-Section 6.3.1.2_of [14],
“Encoding of IMSI_M_11_12 and IMSI_T_11_12".

Byte 7:

[b8]b7[b6[b5[b4][b3[b2 b1 |

[ LSBofIMSI.M_11_12
Bits 2 to 6Middle bits of IMSI. M_11_12 |
MSB of IMSI. M_11_12
RFU

Byte 8 is the binary equivalent of the IMSI M _ADDR NUMIMSEM-ADD-NUM, as described
in Section 2.3.1 of [5] and #4};-Section 6.3.1 of [14], “Mobile Station Ident1f1cat10n Number”.

Byte 8:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of

IMSI M_ADDR_NUMMMSEM-ADD-NUM |
Bit 2Middlebit of

IMSI M_ADDR_NUMMMSEM-ADD-NUM
MSB of

IMSI M_ADDR_NUMMMSEM-ADD-NUM |
RFU

IMSI_M_PROGRAMMED indicator

b8=0: IMSI_M has netbeenis not |
programmed

b8=1: IMSI_M has beenis programmed |

IMSI_M_PROGRAMMED shall be set to ‘1’ if an IMSI_M kas beenis prograrnrned {-I—MSJ—M

& O a O O P 5

ﬁFeaF&mmed— otherwise it shall be set to ‘O’. If OTASP is used to update this EF, see
section 4.5.3 COMMIT. See [5] or [14] for details on IMSI M programming.

Byte 9 and byte 10 are encoded as described in Section 2.3.1.3 of [5] and {+4{-Section
6.3.1.3 of [14], “Encoding of the MCC_M and MCC_T".
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Byte 9:

|b8|b7|b6|b5|b4|b3|b2|b1|
LSB of MCC_M
MCC_M bits 2 to 8 in ascending order

Byte 10:

|b8|b7|b6|b5|b4|b3|b2|b1|

MCC_M _bit 9
MSB of MCC_M
RFU

For R-UIM applications in systems that comply with [5] or [14], the parameter “MIN” is
stored in EFwsi m. For these instances, the 10 bits of “MIN2” are stored in bytes 2 and 3,
with the coding shown above, while the 24 bits of “MIN1” are stored in bytes 4, 5, and 6.

The selection of IMSI M or IMSI T for use in the authentication process shall be in
accordance with [14] Section 6.3.12.1 and [5] Section 2.3.12.1, which stipulate that the
“MIN” portion of IMSI_M shall be used as an input parameter of the authentication
calculation if IMSI_M is programmed and that a 32-bit subset of IMSI_T shall be used if
only IMSI_T has been programmed.
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1 3.4.3 EFwsi t (IMSI_T)

2 This EF stores the five components of IMSI_T.

Identifier: ‘6F23’ | Structure: transparent | Mandatory
File size: 10 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE CHV1
Bytes Description M/O Length
1 IMSI_T_CLASS, M 1 byte
2-3 IMSI_T_S2 from IMSI_T_S; M 2 bytes
4-6 IMSI_T_S1 from IMSI_T_S; M 3 bytes
7 IMSI_T 11_12, M 1 byte
8 IMSI_T_PROGRAMMED/ M 1 byte
IMSI_T _ADDR_NUM,
9-10 MCC_T, M 2 bytes

5 | All byte descriptions, encodings and reference sections in [5] and [14] are identical to
6 those described in Section 3.4.2, except that all references to “IMSI_M” shall apply to
7 “IMSLT”.

8 | EFsir is not used to store a MIN.
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3.4.4 EFtus1 (TMSI)

This EF stores the Temporary Mobile Station Identity (TMSI). TMSI is assigned by the
serving network and consists of 4 components, ASSIGNING_TMSI ZONE_LEN,,
ASSIGNING_TMSI_ZONEs,,, TMSI_CODE,;, and TMSI_EXP_TIMEs,.

Identifier: ‘6F24’ | Structure: transparent | Mandatory
File size: 16 bytes | Update activity: high
Access Conditions:

READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE CHV1

Bytes Description M/O Length

1 M 1 byte

ASSIGNING_TMSI ZONE_LENs,

2-9 ASSIGNING_TMSI_ZONEs, M 8 bytes

10-13 TMSI_CODE;, M 4 bytes

14 -16 TMSI_EXP_TIME,, M 3 bytes

Coding:
Byte 1:

|b8| b7 [b6 | b5 b4 |b3|b2|bl|
| LSB of ASSIGNING_TMSI_ZONE_LEN.
Middle bits of ASSIGNING_TMSI_ZONE_LEN. _,

MSB of ASSIGNING_TMSI_ZONE_LEN,_,
RFU

Bytes 2 through 9 store the (up to) 8-octet TMSI Zone as described in Section 2.3.15 of [5]
and Sections 6.3.15 of [14]. These sections are entitled “Temporary
Mobile Station Identity”, “Overview” and “TMSI Assignment Memory” respectively. In each
case the lowest-order octet shall be stored in the lowest-order byte (i.e., byte 2) of each set
of contiguous 8 bytes, and successively higher octets stored in the next highest order
bytes. Unused bytes shall be set to ‘00’.

Bytes 10 through 13 store the (2 to 4 octet) TMSI Code as described in the sections of [5]
and [14] referenced above. In each case the lowest-order octet shall be stored in the
lowest-order byte (i.e., byte 10) of each set of contiguous 4 bytes, and successively higher
octets stored in the next highest order bytes. Unused bytes shall be set to ‘00’.

Bytes 14 through 16 store the TMSI Expiration Time as described in the sections of [S] and
[14] referenced above. In each case the lowest-order octet shall be stored in the lowest-
order byte (i.e., byte 14) of each set of contiguous 3 bytes, and successively higher octets
stored in the next highest order bytes.
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1 3.4.5 EFan (Analog Home SID)

2 This EF identifies the home SID when the mobile station is operating in the analog mode.

Identifier: ‘6F25’ Structure: transparent Optio
nal
File size: 2 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-2 Analog home SID (HOME_SIDy) M 2 bytes
4
5 Coding:
6 Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|
| LSBofSID
SID bits in ascending order

8 Byte 2:

|b8|b7|b6|b5|b4|b3|b2|bl|

| |  SID bits in ascending order
MSB of SID
RFU
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3.4.6 EFaor (Analog Operational Parameters)

This EF includes the Extended Address bit (Ex;), the Local Use Mark (LCM) and the Group

ID (GID) field.

Identifier: ‘6F26’ Structure: transparent Optio
nal
File size: 1 byte | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Analog Operational Parameters M 1 byte
(Exp, LCM, GID)
Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

Extended address
Local use mark
Group ID

RFU
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3.4.7 EFaLoc (Analog Location and Registration Indicators)

This EF stores parameters related to Autonomous Registration memory (NXTREGs, and
SIDs.) as well as the Location Area memory (LOCAIDs, and PUREG.).

Identifier: ‘6F27’ Structure: transparent Optio
nal
File size: 7 bytes | Update activity: high
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-3 NXTREGs.p M 3 bytes
4-5 SIDsp M 2 bytes
6-7 LOCAIDs,, PUREG:., M 2 bytes
Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of NXTREG._,
NXTREG,_, bits in ascending order

I NXTREG,_, bits in ascending order

Byte 3:

|b8|b7|b6|b5|b4|b3|b2|b1|

Byte 4:

|b8|b7|b6|b5|b4|b3|b2|b1|

Byte 5:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of SID._,
SID,_, bits in ascending order

NXTREG,_, bits in ascending order
MSB of NXTREG._,
RFU

[ ] SID,_, bits in ascending order

MSB of SID. _,

RFU
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Byte 6:

|b8|b7|b6|b5|b4|b3|b2|b1|
| LSBof LOCAID,,
LOCAID_, bits in ascending order

Byte 7:

|b8|b7|b6|b5|b4|b3|b2|b1|

LOCAID,_, bits in ascending order
MSB of LOCAID,_,

RFU

PUREG._,
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3.4.8 EFcomanome (CDMA Home SID, NID)

This EF identifies the home SID and NID when the mobile station is operating in the

CDMA mode.
Identifier: ‘6F28’ | Structure: linear fixed | Mandatory
Record length: 5 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-2 CDMA Home SID (SIDy) M 2 bytes
3-4 CDMA Home NID (NIDy) M 2 bytes
S Band Class M 1 byte
Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of SID,
SID, bits in ascending order

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

[ ] SID, bits in ascending order

MSB of SID,

RFU

Byte 3:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of NID,
NID, bits in ascending order

Byte 4:

|b8|b7|b6|b5|b4|b3|b2|b1|

NID, bits in ascending order

MSB of NID,

Byte 5:

|b8|b7|b6|b5|b4|b3|b2|b1|

Band class as defined in

[57]

RFU
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3.4.9 EFznreat (CDMA Zone-Based Registration Indicators)

This EF stores the zone-based registration list “ZONE_LIST”. The list includes a REG_ZONE
and a corresponding SID, NID pair. Details are described in sections titled “Registration

Memory”, “Zone-Based Registration” and “Registration Procedures” of S| and [14].
Identifier: ‘6F29’ | Structure: linear fixed | Mandatory
Record length: 8 bytes | Update activity: high
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-2 REG_ZONE M 2 bytes
3-4 SID M 2 bytes
5-6 NID M 2 bytes
7-8 RFU M 2 bytes
Coding:
Byte 1:

[b8]b7[b6[b5[b4[b3]b2]b1|
| LSB of REG_ZONE
REG_ZONE bits in ascending order

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

REG_ZONE bits in ascending order
MSB of REG_ZONE
RFU

Byte 3:

|b8|b7|b6|b5|b4|b3|b2|b1|
| LSBof SID
SID bits in ascending order

Byte 4:

|b8|b7|b6|b5|b4|b3|b2|bl|
| |  SID bits in ascending order

MSB of SID
RFU

Byte 5:

|b8|b7|b6|b5|b4|b3|b2|b1|
| LSB of NID
NID bits in ascending order
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Byte 6:

|b8|b7|b6|b5|b4|b3|b2|b1|
| |  NID bits in ascending order
MSB of NID
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3.4.10 EFsnrea (CDMA System-Network Registration Indicators)

This EF stores the SID and NID of the wireless system in which the mobile station last
registered. This is described in sections of [5] and [14] titled “Registration Memory” and

“Zone-Based Registration”, respectively.

Identifier: ‘6F2A’ | Structure: transparent | Mandatory
File size: 7 bytes Update activity: high
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 N, size of SID/NID list (N=1) M 1 byte
2-3 SID M 2 bytes
4-5 NID M 2 bytes
6-7 RFU M 2 bytes
Coding:
Byte 1:
|b8|b7|b6|b5|b4|b3|b2|b1|
bl=1
RFU

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of SID
SID bits in ascending order

Byte 3:

|b8|b7|b6|b5|b4|b3|b2|b1|

| |  SID bits in ascending order

MSB of SID

RFU

Byte 4:

|b8|b7|b6|b5|b4|b3|b2|b1|

| LSB of NID
NID bits in ascending order

Byte 5:

|b8|b7|b6|b5|b4|b3|b2|b1|

| | NID bits in ascending order

MSB of NID
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3.4.11 EFpistreat (CDMA Distance-Based Registration Indicators)

This EF stores the Base Station Latitude (BASE_LAT REG), the Base Station Longitude
(BASE_LONG_REG) and the Registration Distance (REG_DIST_REG) of the base station to
which the first access probe (for a Registration Message, Origination Message or Page
Response Message) was transmitted after entering the System Access State.

Identifier: ‘6F2B’ | Structure: transparent | Mandatory
File size: 8 bytes | Update activity: high
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-3 BASE_LAT REG M 3 bytes
4-6 BASE_LONG_REG M 3 bytes
7-8 REG_DIST_REG M 2 bytes
Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|
| LSB of BASE_LAT_REG
BASE_LAT_REG bits in ascending order

Byte 2:

[b8b7[b6[b5[b4[b3[b2[bl |
[ T T T T T T BASE_LAT_REG bits in ascending order

Byte 3:

|b8|b7|b6|b5|b4|b3|b2|b1|

BASE_LAT_REG bits in ascending order
MSB of BASE_LAT_REG
RFU

Byte 4:

|b8|b7|b6|b5|b4|b3|b2|b1|
| LSB of BASE_LONG_REG
BASE_LONG_REG bits in ascending order

Byte 5:

[b8]b7[b6[b5[b4[b3[b2[bl |
[ T T T T T T BASE_LONG_REG bits in ascending order
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Byte 6:

|b8|b7|b6|b5|b4|b3|b2|b1|
| | BASE_LONG_REG bits in ascending order

MSB of BASE_LONG_REG
RFU

Byte 7:

|b8|b7|b6|b5|b4|b3|b2|b1|
| LSB of REG_DIST_REG
REG_DIST_REG bits in ascending order

Byte 8:

|b8|b7|b6|b5|b4|b3|b2|b1|

REG_DIST_REG bits in ascending order
MSB of REG_DIST_REG
RFU

NOTE: The parameters for Distance-Based Registration are described in Section
2.6.5.1.4 of [5] and Section 6.6.5.1.4 of [14].
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3.4.12 EFaccoLc (Access Overload Class ACCOLCp)

This EF defines the access overload class for the mobile station. This access overload class
identifies which overload class controls access attempts by the mobile station and is used
to identify redirected overload classes in global service redirection. For normal mobile
stations, the 4-bit access overload class indicator is derived from the last digit of the
associated decimal representation of the IMSI M via decimal to binary conversion as
specified in [5] and [14].

Identifier: ‘6F2C’ | Structure: transparent | Mandatory
File size: 1 byte Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Access overload class (ACCOLC) M 1 byte
Coding:
Byte 1:

[p8]b7[b6[b5[b4[b3[b2]b1]

| LSBof ACCOLC,
Middle bits of ACCOLC,
MSB of ACCOLC,
RFU
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3.4.13 EFrerm (Call Termination Mode Preferences)

This EF contains the call termination preference MOB_TERM_HOMEp, MOB_TERM_SIDp
and MOB_TERM_FOR_NIDp.

Identifier: ‘6F2D’ | Structure: transparent | Mandatory
File size: 1 byte | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Call termination preferences M 1 byte
Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

MOB_TERM_FOR_NID,

b1=0: disallow mobile-terminated call while a NID
roamer

bl=1: allow mobile-terminated call while a NID
roamer

MOB_TERM_FOR_SID,

b2=0: disallow mobile-terminated call while a SID
roamer

b2=1: allow mobile-terminated call while a SID
roamer

MOB_TERM_HOME,

b3=0: disallow mobile-terminated call while using
home (SID, NID) pair

b3=1: allow mobile-terminated call while using
home (SID, NID) pair

RFU
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1 3.4.14 EFssc (Suggested Slot Cycle Index)

2 This EF suggests a value for the mobile station’s preferred slot cycle index for CDMA
3 operation (see Section 2.3.11 of [5] or Section 6.3.11 of [14]). Since the mobile equipment

4 may not support all the slot cycle indexes, the mobile equipment shall select the

5 minimum, as the preferred slot cycle index defined in [5], between the slot cycle index

6 supported by the mobile equipment and the suggested slot cycle index contained in the

7 EFggar
8
Identifier: ‘6F2E’ | Structure: transparent | Optional
File size: 1 byte Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Suggested slot cycle index M 1 byte
9
10 Coding:

11 Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

| LSB of suggested slot cycle index
Middle bit of suggested slot cycle index
MSB of suggested slot cycle index

RFU
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This EF specifies the analog mode channel preferences as determined by the service

provider in accordance with the terms of the subscription. The items addressed are the
Analog Initial Paging Channel, the Analog First Dedicated Control Channel for System A,
the Analog First Dedicated Control Channel for System B, and the Number of Dedicated

Control Channels to scan.

Identifier: ‘6F2F’ Structure: transparent Optio
nal
File size: 7 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-2 Analog Initial Paging Channel M 2 bytes
3-4 Analog First Dedicated Control M 2 bytes
Channel System A
5-6 Analog First Dedicated Control M 2 bytes
Channel System B
7 Number of Dedicated Control Channel M 1 byte
to Scan

NOTE: Each channel is represented by an 11-bit binary number.

Coding:
Byte 1, 3, 5:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of channel number

Byte 2, 4, 6:

|b8|b7|b6|b5|b4|b3|b2|b1|

channel number bits, in ascending order

channel number bits, in ascending order

MSB of channel number
RFU
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3.4.16 EFprL (Preferred Roaming List)
| This EF stores the Preferred Roaming List, as described in Section 3-5-:33.5.5 of [7]. The
Preferred Roaming List includes selection parameters from [5] and [14].

Identifier: ‘©F30’ | Structure: transparent | Mandatory
File size: ‘MAX_PR_LIST_SIZE for EFpr’ | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-PR_LIST_SIZE PR_LIST—{see—Seetion M PR_LIST_SIZE
e

This EF is stored using the convention from [7], i.e. fields are placed into octets starting
with the MSB of the first field into bit 8 of the first octet, followed by the remaining
fields placed in sequence into the remaining bits allocated for those fields. A multi-

octet integer is stored by placing the octet with the MSB into the lowest numbered

available octet allocated for that integer in the EF.

- PR LIST

Contents:

The Preferred Roaming List.

Coding:

As defined in section 3.5.5 of [7].
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3.4.17 EFrummip (Removable UIMID)
This EF stores a 32-bit electronic identification number (ID) unique to the R-UIM or a 32-

bit pUIMID of the R-UIM. The file may store a 32-bit
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pUIMID constructed in
the following way: The most significant 8 bits shall be Ox 80. The least significant 24 bits
shall be the 24 least significant bits of SHA-1 digest of the entire EUIMID, either
LF_EUIMID or SF_EUIMIDS (based on n8 in CDMA service table) .4

Identifier: ‘6F31’ | Structure: transparent

| Mandatory

File size: 5 or 8 bytes |

Update activity: low

Access Conditions:

READ ALW
UPDATE Never
INVALIDATE Never
REHABILITATE Never
Bytes Description M/O Length
1 Number of bytes M 1 byte
2 Lowest-order byte M 1 byte
3 : M 1 byte
4 M 1 byte
S M 1 byte
6 O 1 byte
7 : O 1 byte
8 Highest-order byte O 1 byte

3 Example: if the LF_EUIMID (ICCID) is (hexadecimal) 89 (MSB) 01 01 01 23 45 67 89 01 4F
(LSB), the pseudo-UIMID is (hexadecimal) 80 (Byte 5) 7D ED 89 (Byte 2), and with Byte 1 set to
04; if the 56-bit SF_EUIMID is (hexadecimal) FF (MSB) 00 00 01 12 34 56 (LSB), the pseudo-
UIMID is (hexadecimal) 80 (Byte 5) 07 37 E1 (Byte 2), and with Byte 1 set to 04.

4 The EUIMID (either form) is loaded into a 512-bit SHA-1 input block, starting with bit 1 of this
block, to produce an output, from which the least significant 24 bits are used as the least
significant 24 bits of EF(RUIMID). The 4-bit digits of EUIMID are loaded in the order d1, d2, d3,
d4...dn-1, dn. Numbering the SHA-1 input buffer bits from 1 (first loaded) upwards, for each

digit the most significant bit is loaded into the lowest numbered of four consecutive SHA-1

input bits and the least significant bit into the highest.

3-25




3GPP2 C.S0023-D v2.0

3.4.18 EFcst (CDMA Service Table)
This EF indicates which services are allocated, and whether, if allocated, the service is
activated. If a service is not allocated or not activated in the R-UIM, the

ME;j shall not select or use that service.
Identifier: ‘6F32’ | Structure: transparent | Mandatory
File size: N bytes (N > 5) | Update activity: low |
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Services nl to n4 M 1 byte
2 Services n5 to n8 M 1 byte
3 Services n9 tonl12 M 1 byte
4 Services nl3 tonl6 M 1 byte
S Services n17 to n20 M 1 byte
6 Services n21 to n24 (0] 1 byte
N Services n(4N-3) to n(4N), where N>6 O 1 byte
Services:

Service nl : CHV disable function

Service n2 : Abbreviated Dialing Numbers (ADN)
Service n3 : Fixed Dialing Numbers (FDN)
Service n4 : Short Message Storage (SMS)
Service n5 : HRPD

Service nb6 : Enhanced Phone Book

Service n7 : Multi Media Domain (MMD)
Service n8: SF_EUIMID-based EUIMID

Service n9 : MEID Support

Service nl10 : Extensionl
Service nl1 : Extension?2
Service nl12 : SMS Parameters

Service n13: Last Number Dialled (LND)
Service n14:  Service Category Program for BC-SMS

Service n15: Messaging and 3GPD Extensions
Service nl6 : Root Certificates

Service nl7 : CDMA Home Service Provider Name
Service n18 :  Service Dialing Numbers (SDN)
Service nl19 : Extension3

Service n20 : 3GPD-SIP

Service n21 : WAP Browser

Service n22 : Java

Service n23 : Reserved for CDG
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Service n24 :  Reserved for CDG

Service n25: Data Download via SMS Broadcast [S6]
Service n26 :  Data Download via SMS-PP [56]
Service n27 :  Menu Selection_[56]

Service n28 :  Call Control [56]

Service n29 :  Proactive R-UIM_[56]

Service n30: AKA

Service n31: IPv6

Service n32: RFU

Service n33: RFU

Service n34: RFU

Service n35: RFU

Service n36: RFU

Service n37: RFU

Service n38 :  3GPD-MIP

Service n39: BCMCS

Service n40 :  Multimedia Messaging Service (MMS)

Service n41: Extension 8

Service n42: MMS User Connectivity Parameters
Service n43 :  Application Authentication
Service n44 :  Group Identifier Level 1

Service n45:  Group Identifier Level 2

Service n46: De-Personalization Control Keys
Service n47 :  Cooperative Network List

NOTE: Additional services, when defined, will be coded on further bytes in the EF.

Coding:

Each byte is used to code 4 services.

2 bits are used to code each service:
first bit = 1: service allocated
first bit = O: service not allocated

where the first bit is b1, b3, b5 or b7;
second bit = 1: service activated
second bit = O: service not activated

where the second bit is b2, b4, b6 or b8.

“Service allocated” means that the R-UIM has the capability to support the service.
“Service activated” means that the service is available.
Service delivery can only occur when service is allocated, service is activated and the
R-UIM is operating in an environment that supports delivery of the service.
The following codings are possible:
first bit = O: service not allocated, second bit has no meaning;
first bit = 1 and second bit = O: service allocated but not activated;
first bit = 1 and second bit = 1: service allocated and activated.

The bits for services not yet defined shall be set to RFU. All bytes that are RFU shall
be set to ‘00’ and RFU bits will be set to 0’.

Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

Service nl
Service n2
Service n3
Service n4
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Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

Service n5
Service n6
Service n7
Service n8

Etc.

If the R-UIM supports the FDN feature (FDN allocated and activated), a special mechanism
shall exist in the R-UIM which invalidates EFwsit, EFimsi vm and EFmusi once during each
CDMA session. This mechanism shall be invoked by the R-UIM automatically if FDN is
enabled. This invalidation shall occur at least before the next command following
selection of one of the above three EFs. FDN is enabled when the ADN is
invalidated or not activated.

If service n8 (SF_EUIMID-based EUIMID) is not activated (either allocated or not), ME shall
fill in EXT_UIM_ID INFO RECORD with the entire contents of EFiccp in response to Status
Request Message defined in [5]. Otherwise, ME shall fill in EXT_UIM_ID INFO RECORD with
SF_EUIMID from EFsg gumip.
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3.4.19 EFsec (Service Programming Code)
This EF includes the Service Programming Code (SPC), having a value from O to 999,999.

The default value is O.

Details of SPC are in [7], section 3.3.6.
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Identifier: ‘6F33’ | Structure: transparent Mandatory
File size: 3 bytes | Update activity: low
Access Conditions:
READ ADM
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-3 Service Programming Code M 3 bytes

Coding:

SPC is a 6-digit numberD,D,D;D,DsDg, where D, is the most significant digit
and Dy is the least significant digit. The coding of SPC in this EF is according to

[7], section 4.5.4.2, whereby each digit is encoded in BCD format.

Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of Digit 2 (D,)

MSB of Digit 2 (D,)
LSB of Digit 1 (D,)

MSB of Digit 1 (D))

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of Digit 4 (D.)

MSB of Digit 4 (D.)
LSB of Digit 3 (Dj)

MSB of Digit 3 (D,)
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Byte 3:

|b8|b7|b6|b5|b4|b3|b2|b1|

| LSB of Digit 6 (D)

MSB of Digit 6 (D)
LSB of Digit 5 (Ds)

MSB of Digit 5 (Ds)
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3.4.20 EForarasec (OTAPA/SPC_Enable)

This EF contains user-entered control information that either prevents or (else) permits
network manipulation of the SPC, and either prevents or (else) permits OTAPA to be
performed on the NAM. This EF is based upon information in [7], sections 3.2.2 and 3.3.6.
A successful base station response to an R-UIM initiated challenge is required prior to any
network manipulation of OTAPA accessible files.

Identifier: ‘6F34’ | Structure: transparent | Mandatory
File size: 1 byte | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 OTAPA/SPC_Enable M 1 byte
Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

|  OTAPA_Enable
RFU
SPC_Change_Enable
RFU

For OTAPA_Enable, a value of O’ for the NAM indicates that the user consents to the
performance of OTAPA for the NAM by the service provider. A value of ‘1’ indicates that
the user does not permit OTAPA to be performed on the NAM. Refer to [7], Section
3.2.2.

For SPC_Change Enable, a value of ‘0’ for the R-UIM indicates that the user consents to
allow the service provider to change the Service Programming Code_from a
default value (zero) to a non-default value (non-zero). A value of ‘1’ indicates that the

user denies permission for the service provider to change the SPC _from a default

value to a non-default value. See Sec. 3.3.6 of [7].
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3.4.21 EFramrock (NAM_LOCK)

This EF stores the locked/unlocked state of the NAM. This EF is based upon information
in [7].

Identifier: ‘©F35’ | Structure: transparent | Mandatory
File size: 1 byte | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 SPASM protection indicator M 1 byte
(NAM_LOCK) status
Coding:
Byte 1:

[b8b7[b6[b5[b4[b3[b2[bl |

[ NAM_LOCK_STATE
NAM_LOCK
OTA_MODE
RFU

Bit 1 gives the current NAM_LOCK_STATE. A value of ‘1’ indicates that the NAM is locked
by the SPASM protection mechanism. A value of ‘0’ indicates that the NAM is unlocked.

Bit 2 gives the permanent NAM_LOCK setting. A value of ‘1’ indicates that the SPASM
protection mechanism must be satisfied for OTAPA. A value of ‘O’
indicates that SPASM protection is not required.

Bit 3 gives the OTA_MODE for the current OTASP session. A value of ‘O’ indicates
user-initiated, and a value of ‘1’ indicates network-initiated (OTAPA).

If an OTA programming session was initiated by the user as described in Section 3.2.1 of
[7], SPASM does not protect access to the NAM parameters and indicators. In this case,
the ME shall set the NAM_LOCK_STATE to ‘0.” The NAM_LOCK bit shall not be changed.

On invocation of an OTAPA session, the ME shall set the
NAM_LOCK_STATE=NAM_LOCK.

The ME updates the OTA_MODE bit to tell the R-UIM how an OTASP session was
initiated. The ME shall set this bit on initiation of an OTASP session. The R-UIM
shall comply with the requirements in [7] (e.g. shall reject OTAPA REQUEST while in a
user-initiated OTASP session).
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3.4.22 EFora (OTASP/OTAPA Features)

This EF stores a listing of OTASP/OTAPA features supported by the R-UIM, along with
protocol revision codes. This EF is a—subset-efbased on the information in [7}-] using the
format and coding rules in section 3.5.1.7, including the subset of fields described below.

Identifier: ‘6F36’ | Structure: transparent | Mandatory
File size: 2*NUM_FEATURES + 1 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 NUM_FEATURES, number of M 1 byte
OTASP/OTAPA features
2 First FEATURE ID M 1 byte
3 First FEATURE P REV M 1 byte
2*"NUM_FEATURES | Last FEATURE ID M 1 byte
2*NUM_FEATURES+1 | Last FEATURE P REV M 1 byte
+ Llsalbep et OOl A DD IO N D b 1-byte
e
2 L L M e
3 Lot o Dt M e
4 KeyExechange (A KEY P REVHD M e
5 STEel P D M e
6 cemresaeleation for Heotosendl b S
Plecsndee (DD 2 DR LD
2 SSPR P REV M 1-byte
8 CeeEresHpoceamapaine ooz b S
e e
9 SEL e M e
Lo et le e doposantos Sclen i b S
e
+H DA P D M e
12 Preferred User Zone List b S
e
2 SUZL e e M e
- 2o Poeleel Dopo (20000 10 M e
= e M e
+E Sesvmee il b S
e
+ SECURE_MODE P REV M I byte
2N Feature N b S
2N<+1 Protoecol Revisionfor Feature N b S

NOTE: Coding of features (FEATURE ID) and protocol revisions (FEATURE P REV) are
is described in Table 3.5.1.7-1 (Feature Identifier) of [7]; seetion3-5-1-+.
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3.4.23 EFsp (Service Preferences)

This EF describes the user’s service preferences as defined in Section 2.3.10.1 of [5] or

Sections 6.3.10.1 and 6.3.10.2 of [14].

Identifier: ‘6F37’ | Structure: transparent

Mandatory

File size: 1 byte

| Update activity: low

Access Conditions:

READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Service Preferences (e.g. band class, M 1 byte
analog vs. CDMA)

Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

System A/B preference
‘000’ No preference
‘001’ A preferred

‘010’ B preferred

‘011’ RFU

‘100’ RFU

‘101’ A only

‘110’ B only

‘111’ RFU

RFU

Analog/CDMA preference
‘000’ No preference
‘001’ Analog preferred
‘010’ CDMA preferred
‘011’ RFU

‘100’ RFU

‘101’ Analog only

‘110’ CDMA only

‘111’ RFU

RFU
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1 3.4.24 EFesn vemn me (ESN_ME or MEID ME)

2 This EF stores the 32-bit ESN_ME or 56-bit MEID_ME
3 ~to which the R-UIM is attached.
4
5
6
Identifier: ‘©F38’ | Structure: transparent | Mandatory
File size: 8 bytes | Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Number of bytes for ESN_ME or M 1 byte
MEID_ME
2 Least significant byte M 1 byte
3 M 1 byte
4 M 1 byte
S M 1 byte
6 M 1 byte
7 M 1 byte
8 Most significant byte M 1 byte

7 Unused bytes shall be set to ‘00’.
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3.4.25 EFrevision (R-UIM Revision)

This EF allows the ME to communicate with different versions of the R-UIM (i.e. R-UIM with
different set of capabilities).

Identifier: ‘6F39’ |

Structure: transparent

Mandatory

File size: 1 byte |

Update activity: low

Access Conditions:

READ ALW
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 R-UIM Revision M 1 byte
Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of R-UIM revision
R-UIM revision, in ascending order

MSB of R-UIM revision

An R-UIM complying with this specification shall set the R-UIM

‘00000100’.
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1 8.4.26 EF:. EFrum po (Preferred Languages)

2 This EF assists the ME in offering a set of different languages (i.e. English, German,
3 French, Japanese, etc.). From this set of languages, the user can choose to have the
4 information displayed in the desired language.

Identifier: ‘6F3A’ | Structure: transparent | Mandatory
File size: 2N bytes | Update activity: low
Access Conditions:
READ ALW
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-2 First language code (highest priority) M 2 bytes
3-4 Second language code O 2 bytes
| 2N-1-2N | N" language code (lowest priority) | O | 2 bytes
6
7 Coding:
8 Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

Charaecter CHARI encoding type as speeified
shown in Table 9.1-1, Data Field Encoding
Assignments, in infermative{H[Informative
1]

RFU

10 Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

Language Indicator as shown in Table 9.2-1,
Language Indicator Value Assignments, in
Informative 1]banguaselndicatorasdefined
ST e [Hfinfor . |

S This EF was originally labeled EFp. in C.S0023-D v1.0 and previous revisions. The name has

been changed to EFrumv pL to avoid confusion with EFpp under the MF [30].
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3.4.27 EFsus (Short Messages)

This EF contains information in accordance with [8] comprising short messages (and
associated parameters) which have either been received by the MS from the network or

are to be used as an MS originated message.

Identifier: ‘6F3C’ Structure: linear fixed | Optional
Record Length: variable (1) | Update activity: high
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Status M 1 byte
2 MSG_LEN M 1 byte
3- SMS Transport Layer Message M MSG_LEN bytes
3+MSG_L
EN
Note: (1) The length and the byte allocations are variable according to the actual size

of the SMS Transport Layer message. The maximum length is 255, which
includes the length of the short message plus two bytes for storing “status”
and “MSG_LEN”.

- Status

Status byte of the record which can be used as a pattern in the SEEK command. For
MS originating messages sent to the network, the status shall be updated when the
MS receives a status report or sends a successful SMS Command relating to the

status report.

Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

Status

xx0’ Free space

‘xx1’ Used space

‘001’ Message received by MS from network;
message read

‘011’ Message received by MS from network;
message to be read

‘101’ MS originating message;
message sent to the network

‘111’ MS originating message;
message to be sent

RFU
‘0’ Message Protection Disabled
‘1’ Message Protection Enabled
RFU
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MSG_LEN

The length of the message not including MSG_LEN. Note that the definition of this
EF does allow multiple occurrences of the segment, which consists of
“PARAMETER ID”, “PARAMETER_LEN”, and “Parameter Data” as described in [8].
The number of repetitions of the aforementioned segment is determined by
MSG_LEN and the PARAMETER_LEN of each segment.

SMS Transport Layer Message
Contents: see Section 3.4.1 of [8].
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3.4.28 EFsusr (Short Message Service Parameters)

If service n12 is allocated, this EF shall be present.

This EF contains values for Short Message Service headerParameters (SMSP), which can
be used by the Mobile Equipment (ME) for user assistance in preparation of mobile
originated short messages.

The EF consists of one or more records, with each record able to hold a set of SMS
parameters. The first (or only) record in the EF shall be used as a default set of
parameters, if no other record is selected. To distinguish between records, a four-byte
Teleservice Identifier as defined in [8] shall be included within each record. The SMS
parameters stored within a record may be present or absent independently. When &

shertan SMS message is to be sent-frem-the Mebile-Statien{MS}, the parameters in the R-

UIM record that has the same Teleservice Identifier as the one in the mobile-originated

message, if present, shall-can be used by the ME when a value is not supplied by the user.

Identifier: ‘6F3D’ | Structure: linear fixed | Optional
Record Length: variable (10+X) | Update activity: high |
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
{54241 - 4 | Teleservice Identifier M 4 bytes
S-6 Parameter Indicators M 2 bytes
7 Reserved M 1 byte
8- Destination Address M N
(8+N-1) (N>=1) [NOTE 1]
8+N MSG_ENCODING M 1 byte
9+N Validity Period M 1 byte
NOTE 2 Service Category 0] 4 bytes
NOTE 2 Destination Subaddress O Variable
{HINOTE 2]
NOTE 2 Bearer Reply Option 0] 3 bytes
NOTE 2 Bearer Data o Variable
{HINOTE 2]
[NOTE 2] Padding [0} Variable
NOTE[3 NOTE 2
[INOTE 3]

NOTE 1: Nis 1 if the Parameter Indicators field indicates that the Destination Address is
absent. Otherwise, N is the length of a valid destination address.

NOTE 2: Starting and ending bytes and length depend on the presence and absence of
parameters indicated by the Parameter Indicators field.

NOTE 3: Padding is mandatory if the fields before it do not occupy all the 10+X bytes.
Padding, if present, always ends at byte number 10+X.
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aval 1hle \Vi | eo dle a
possible-SM gard o
—Any bytes unused, due to parameters not

requiring all of the bytes, or due to absent parameters, shall be set to ‘FF’.

- Teleservice Identifier
Contents:

The supported teleservices include 16}1S-91 Extended Protocol Enhanced
Services, Wireless Paging Teleservice, Wireless Messaging Teleservice, Voice Mail
Notification and Wireless Application Protocol. See 3.4.3.1 of [8] for details.

Coding:

4-byte Teleservice Identifier as defined in 3.4.3.1 of [8].

- Parameter Indicators
Contents:

Each of the default SMS parameters which can be stored in the remainder of
the record are marked absent or present by individual bits within this byte.

Coding:
Byte 5:

|b8|b7|b6|b5|b4|b3|b2|b1|

Byte 6:

|b8|b7|b6|b5|b4|b3|b2|b1|

Set to ‘FF’.

Reserved, set to 1
Destination Address
Reserved, set to 1
MSG_ENCODING
Validity Period

Service Category
Reserved, set to 1
Destination Subaddress

Bearer Reply Option
Bearer Data
Reserved, all set to 1

Note: Bit value O means parameter present
Bit value 1 means parameter absent
- Reserved
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Destination Address

Contents and Coding: as-defined-in {8 this parameterisabsent then it shall be
Sofe— e o lomele o ] bmoen

If the Parameter Indicators field indicates this parameter is present, the
contents and coding are defined in section 3.4.3.3 Address Parameters of [8]. It
contains PARAMETER ID, PARAMETER_LEN and parameter data.

If the Parameter Indicators field indicates this parameter is absent, then it shall
be set to ‘FF’ with a length of 1 byte.

MSG_ENCODING
Contents:as

If the Parameter Indicators field indicates this parameter is present, the
contents and coding are defined in irnfermative {1} Table 9.1-1 Data Field
Encoding Assignments of [Informative 1]. If Bearer Data is present and includes
a Subparameter, that is, User Data or Service Category Program Data, which
also includes a MSG_ENCODING field, then this parameter shall contain the

|b8|b7|b6|b5|b4|b3|b2|bl |

CHARI encoding type as specified in Table 9.1-1,
Data Field Encoding Assignments, in [Informative

1 ‘ — :
Hlinformative 1}.

RFU

If the Parameter Indicators field indicates this field is absent, it shall be set to

Validity Period
Contents and Coding:-as

If the Parameter Indicators field indicates this parameter is present, the
contents and coding are defined in section 4.5.6 of defined-in-[8] for the
VALIDITY field of the relative time format. If Bearer Data is present and
includes the Subparameter “Validity Period — Relative”, then this parameter

shall contam the same Value %—p&e&meteee&n—appe&em—th%e&ee@&ta—}f

If the Parameter Indicators field indicates this field is absent, it shall be set to

'FF".
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Service Category
Contents and Coding:-as-defined-in{8].

As defined in section 3.4.3.2 Service Category of [8]. It contains PARAMETER _ID,
PARAMETER LEN and parameter data.

Destination Subaddress

Contents and Coding:-as-defined-in{8}

As defined in section 3.4.3.4 Subaddress of [8]. It contains PARAMETER ID,
PARAMETER LEN and parameter data.

Bearer Reply Option
Contents and Coding:-as-definedin{8}

As defined in section 3.4.3.5 Bearer Reply Option of [8]. It contains
PARAMETER ID, PARAMETER LEN and parameter data.

Bearer Data

Contents and Coding:-as-definedin{8}

As defined in section 3.4.3.7 Bearer Data of [8]. It contains PARAMETER ID,
PARAMETER LEN and parameter data.

- Padding

Contents and Coding:

All bytes for this field shall be set to ‘FF’ .
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3.4.29 EFsuss (SMS Status)
This EF contains status information relating to the short message service.

The provision of this EF is associated with EFgys. Both files shall be present together or
both shall be absent from the R-UIM.

Identifier: ‘6F3E’ | Structure: transparent | Optional
File size: 5 + X bytes Update activity: low
Access Conditions:

READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM

Bytes Description M/O Length

1-2 MESSAGE_ID M 2 bytes

3-4 WAP MESSAGE_ID M 2 bytes

) SMS "Memory Cap. Exceeded" Not. M 1 byte

Flag/SMS Timestamp Mode
6-5+X Reserved 0] X bytes

- MESSAGE_ID
Contents: the value of the MESSAGE_ID in the last sent SMS Submit Message from a
teleservice which requires message identifiers other than the WAP teleservice.
Coding: as defined in [8].

- WAP MESSAGE_ID
Contents: the value of the MESSAGE_ID in the last sent SMS Submit Message from
the WAP teleservice.
Coding: as defined in [8].

- SMS "Memory Capacity Exceeded" Notification Flag/SMS Timestamp Mode.
Contents: Includes a flag that indicates whether or not there is memory capacity
available to store SMS messages. Also includes a bit that indicates whether the
SMS Timestamp mode is UTC or non-UTC.

Coding:
Byte 5:

|b8|b7|b6|b5|b4|b3|b2|b1|

b1=0: flag set

b1=1: flag unset; memory capacity available
Reserved,set to 1

b3=0: SMS Timestamp mode is UTC.

b3=1: SMS Timestamp mode is non-UTC.

the service provider.
Reserved, all set to 1
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3.4.30 EFssrc (Supplementary Services Feature Code Table)

This EF stores the numeric feature code to be used by the ME when a supplementary
service is invoked in CDMA or analog mode via an implementation-dependant user
interface (such as a menu) that automatically inserts a feature code into the dialed digit
string. Because feature codes are service-provider specific, this EF is required to enable
the ME to perform the mapping to the feature code.

When a supplementary service is invoked in CDMA or analog mode, the mobile station
shall determine the feature code by reading the Supplementary Service Feature Code
Table entry for the selected supplementary service, and pre-pending with asterisk.

Identifier: ‘6F3F | Structure: transparent | Optional
File size: 2N+1 | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 N, Number of Feature Codes M 1 byte
2-3 Activate Call Delivery (CD) M 2 bytes
4-5 De-activate Call Delivery (CD) M 2 bytes
6-7 Register new Call Forwarding - Busy (CFB) M 2 bytes
forward-to number
8-9 Register Call Forwarding — Busy (CFB) to voice M 2 bytes
mail
10-11 De-register Call Forwarding — Busy (CFB) M 2 bytes
12 -13 | Activate Call Forwarding — Busy (CFB) M 2 bytes
14 - 15 De-activate Call Forwarding — Busy (CFB) M 2 bytes
16 - 17 Register new Call Forwarding — Default (CFD) M 2 bytes
forward-to number
18 -19 Register Call Forwarding — Default (CFD) to voice M 2 bytes
mail
20-21 De-register Call Forwarding — Default (CFD) M 2 bytes
22 - 23 | Activate Call Forwarding — Default (CFD) M 2 bytes
24 - 25 De- activate Call Forwarding — Default (CFD) M 2 bytes
26 - 27 Register new Call Forwarding — No Answer (CFNA) M 2 bytes
forward-to number
28 -29 Register Call Forwarding — No Answer (CFNA) to M 2 bytes
voice mail
30-31 De-register Call Forwarding — No Answer (CFNA) M 2 bytes
32 - 33 | Activate Call Forwarding — No Answer (CFNA) M 2 bytes
34 - 35 De-activate Call Forwarding — No Answer (CFNA) M 2 bytes
36 - 37 Register new Call Forwarding — Unconditional M 2 bytes
(CFU) forward-to number
38 -39 Register Call Forwarding — Unconditional (CFU) to M 2 bytes
voice mail
40 -41 De-register Call Forwarding — Unconditional (CFU) M 2 bytes
42 - 43 | Activate Call Forwarding — Unconditional (CFU) M 2 bytes
44 — 45 De-activate Call Forwarding — Unconditional (CFU) M 2 bytes
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Bytes Description M/O Length |
46 — 47 | Activate Call Waiting (CW) M 2 bytes
48 - 49 | De-activate Call Waiting (CW) M 2 bytes
50 - 51 Temporarily De-activate Call Waiting (Cancel Call M 2 bytes
Waiting - CCW)
52 - 53 | Temporarily Activate Calling Number M 2 bytes
Identification Restriction (CNIR) (per-call blocking)
54 - 55 | Temporarily De-activate Calling Number M 2 bytes
Identification Restriction (CNIR) (per-call allowed)
56 - 57 | Invoke Conference Calling (CC) M 2 bytes
58 - 59 Invoke Drop Last Conference Calling (CC) Party M 2 bytes
60 - 61 Activate Do Not Disturb (DND) M 2 bytes
62 - 63 De-activate Do Not Disturb (DND) M 2 bytes
64 - 65 | Activate Message Waiting Notification (MWN) Alert M 2 bytes
Pip Tone
66 — 67 De-activate Message Waiting Notification (MWN) M 2 bytes
Alert Pip Tone
68 - 69 | Activate Message Waiting Notification (MWN) Pip M 2 bytes
Tone
70-71 De-activate Message Waiting Notification (MWN) M 2 bytes
Pip Tone
72 -73 | Temporarily = De-activate Message Waiting M 2 bytes
Notification (MWN) Pip Tone (Cancel MWN -
CMWN)
74 75 Invoke Priority Access and Channel Assignment M 2 bytes
(PACA)
7677 Invoke Voice Message Retrieval (VMR) M 2 bytes
78 —79 | Activate Calling Name Presentation (CNAP) M 2 bytes
80 - 81 De-activate Calling Name Presentation (CNAP) M 2 bytes
82 - 83 | Activate Calling Name Restriction (CNAR) M 2 bytes
84 - 85 De-activate Calling Name Restriction (CNAR) M 2 bytes
86 — 87 | Activate Automatic Callback (AC) M 2 bytes
88 - 89 De-activate Automatic Callback (AC) M 2 bytes
90 -91 Activate Automatic Recall (AR) M 2 bytes
92 -93 De-activate Automatic Recall (AR) M 2 bytes
94 - 95 Register new network registered User Selectable M 2 bytes
Call Forwarding (USCF) directory number
96 — 97 | Activate Rejection of Undesired Annoying Calls M 2 bytes
(RUAC)
98 - 99 De-activate Rejection of Undesired Annoying M 2 bytes
Calls (RUAC)
100 - 101 | Invoke Advice of Charge (AOC) M 2 bytes
102 - 103 | Invoke Call Trace (COT) M 2 bytes
[ 2N - 2N+1 | FCN | M | 2 bytes

2 N, Number of Feature Codes" is coded in hexadecimal value, which indicates the number
3 of feature codes.
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A feature code of up to four digits shall be encoded via BCD into the two bytes of the
feature code table entry as follows:

- represent these four digits as D;D,D;D,.

- if the feature code (FC) of less than four digits is used, the digits shall be right
justified and the unused digits shall be set to 'F".
Coding:
First byte:

|b8|b7|b6|b5|b4|b3|b2|b1|

| LSB of Digit 2 (D,)

MSB of Digit 2 (D,)
LSB of Digit 1 (D))

MSB of Digit 1 (D,)

Second byte:

|b8|b7|b6|b5|b4|b3|b2|b1|

| LSB of Digit 4 (D,)

MSB of Digit 4 (D.)
LSB of Digit 3 (Dj)

MSB of Digit 3 (D,)
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3.4.31 EFsen (CDMA Home Service Provider Name)

If service n17 is allocated, this EF shall be present. This EF contains the home service
provider name and appropriate requirements for display by the ME.

Identifier: ‘6F41’ | Structure: transparent | Optional
File size: 35 bytes | Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Display Condition M 1 byte
2 Character Encoding M 1 byte
3 Language Indicator M 1 byte
4 -35 Service Provider Name M 32 bytes

- Display Condition

Contents: An indication of whether or not a service provider name

shall be

displayed by a MS which supports this feature when the MS is registered in the

home service area.
Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

b1=0: display of registered system is not |
required
bl=1: registered system
shall be displayed

RFU |

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

Byte 3:

|b8|b7|b6|b5|b4|b3|b2|b1|

Bytes 4 — 35:

- Service Provider Name
Contents: service provider string to

CHARI encoding type as specifie
in Table 9.1-1, Data Field Encoding
Assignments, in Informativ
1]

RFU |

Language Indicator as specified in Table
9.2-1, Language Indicator Value
Informativ

Assignments, in

1]

be displayed
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Coding: the string shall use SMS conventions as defined in Tables 9.

1-1 and 9.2-1-2 of infermative {H{[Informative 1]. The string shall be left
justifiedstored in sequence with the first character in byte 4. Unused bytes
shall be stored in the highest numbered bytes and shall be set to ‘FF’.
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3.4.32 EFusainp (Removable UIMID/SF_EUIMID Usage Indicator)

This EF indicates whether the 32 bits—efthe UIM-ID or ESN_ME is used as the “ESN’ESN
value for CAVE authentication and MS identification, as per Section 4.6.1. This EF also
indicates whether the 56 bits—ef+the-SF EUIMID or MEID_ME shall be used as the
“MEID’MEID field over the air when Service n8 is allocated and activated.- This—indicater

Reago Vi nis. 00L D 010

Identifier: ‘6F42’ | Structure: transparent | Mandatory
File size: 1 byte Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 UIM-ID/SF_EUIMID Usage Indicator M 1 byte |

Coding:

+-bith2 is used as the SF_EUMID usage indicator.

Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

b1=0: ESN_ME is used for CAVE Authentication
and MS Identification.

bl=1: UM IBUIMID is used for CAVE |
Authentication and MS Identification.

b2=0: MEID_ME is used for MS Identification.
b2=1: SF_EUIMID is used for MS Identification.
RFU

The ME shall interpret b2 only if the ME is assigned with an MEID ME and service n8
is allocated and activated.
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3.4.33 EFap (Administrative Data)

This EF contains information concerning the mode of operation according to the type of
UIM. It also provides an indication whether some ME features should be activated during
the normal operation.

Identifier: ‘6F43’ | Structure: transparent | Mandatory
File size: 3+X bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 MS operation mode M 1 byte
2-3 Additional information M 2 bytes
4 - 3+X RFU o X bytes
- MS operation mode
Contents: mode of operation for the MS.
Coding:
Initial value
- normal operation ‘0o’
Refer to [17] for other operational values.
Byte 1:
|b8|b7|b6|b5|b4|b3|b2|b1|
| [ I | [ [ | ©b8throughbl= ‘00000000".

- Additional information
Coding:
- specific facilities (if b1=1 in byte 1);

Byte 2: (first byte of additional information)

[b8]b7[b6[b5[b4[b3[b2]b1 |
| [ [ [ [ [ | RFU

Byte 3:

[b8]b7[b6[b5[b4[b3[b2]b1 |
| [ [ I [ [ | RFU
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3.4.34 EFupn (Mobile Directory Number)

This EF stores the Mobile Directory Number, Type of Number, Numbering Plan,
Presentation Indicator and Screening Indicator.

Identifier: ‘6F44’ | Structure: linear fixed | Optional
Record length: 11 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
| |
1 Number of digits M 1 byte |
2-9 MDN M 8 bytes
10 NUMBER_TYPE and NUMBER_PLAN M 1 byte
11 PI and SI M 1 byte
Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of Number of digits

MSB of Number of digits
RFU

Byte 2 through 9 store MDN up to 15 digits described in Section 2.3.1.4 of [5] and Section
6.3.1.4 of [14]. Each digit shall be encoded according to Table 2.7.1.3.2.4-4 of [5] and Table
6.7.1.3.2.4-4 of [14]. If MDN requires less than 15 digits, excess nibbles at the end of data
shall be set to F".

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of digit 1

MSB of digit 1
LSB of digit 2

MSB of digit 2
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Bytes 4-3 through 9-8 shall follow the same format as Bytes 2

Byte 9:

LSB of digit 15

MSB of digit 15

RFU

Byte 10:

|b8|b7|b6|b5|b4|b3|b2|b1|

NUMBER _TYPE
NUMBER_PLAN

RFU

Refer to Section 2.7.4.4 of [5] or

Byte 11:

Section 6.7.4.4 of [14].

|b8|b7|b6|b5|b4|b3|b2|b1|

PI
SI

RFU

Refer to Section 2.7.4.4 of [5] or

Section 6.7.4.4 of [14].
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3.4.35 EFuaxerL (Maximum PRL)

This EF stores the maximum size, in octets, that the R-UIM can support for EF Preferred
Roaming List and EF Extended Preferred Roaming List. See 3.5.3.1 and 3.5.3.3 of [7] for

more detail.

Identifier: ‘6F45’ |

Structure: transparent

Mandatory

File size: 2 or 4 bytes

Update activity: Never

Access Conditions:

READ CHV1

UPDATE ADM

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1-2 MAX PR _LIST_SIZE for EFpg, M 2 bytes
3-4 MAX PR _LIST_SIZE for EFgpg, O 2 bytes

This EF is stored using the convention from [7], i.e. fields are placed into octets starting

with the MSB of the first field into bit 8 of the first octet, followed by the remaining

fields placed in sequence into the remaining bits allocated for those fields. A multi-

octet integer is stored by placing the octet with the MSB into the lowest numbered

available octet allocated for that integer in the EF.

The ‘MAX_PR_LIST_SIZE for EFgpg,’ field shall be included if EFgpg, is present.
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This EF identifies whether the EFgpc (Service programming code) is set to default and
internally updated in the card to reflect the current state of SPC after an OTASP

COMMIT if the SPC was changed. Details of SPC are in [7], section 3.3.6.

Identifier: ‘6F46’ Structure: transparent | Mandatory
File size: 1 byte Update activity: low
Access Conditions:
READ CHV1
UPDATE Never
INVALIDATE Never
REHABILITATE Never
Bytes Description M/O Length
1 SPC Status M 1 byte
- SPC Status
Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

SPC Status

b1=0: SPC is set to default value

b1l=1: SPC is set to any value other than the
default value

RFU
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3.4.37 EF_. (Emergency Call Codes)

This EF contains up to 5 emergency call codes.

Identifier: '6F47' | Structure: transparent | Optional
File size: 3n (n =< 5) bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/ Length
o
1-3 Emergency Call Code 1 0] 3 bytes
4-6 Emergency Call Code 2 O 3 bytes
(3n-2) to | Emergency Call Code n o 3 bytes
3n

- Emergency Call Code

Contents:
Emergency Call Code. Each digit is encoded in BCD format.

Coding:
The emergency call code is of a variable length with a maximum length of 6
digits. Each emergency call code is coded on three bytes, with each digit within
the code being coded on four bits as shown below. If a code of less than 6 digits
is chosen, then the unused nibbles shall be set to 'F'.

Byte 1:

|b8|b7|b6|b5|b4|b3|B2|b1|

LSB of Digit 1

MSB of Digit 1
LSB of Digit 2

MSB of Digit 2
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Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of Digit 3

MSB of Digit 3
LSB of Digit 4

MSB of Digit 4

Byte 3:

|b8|b7|b6|b5|b4|b3|b2|b1|
| LSBof Digit 5

MSB of Digit 5
LSB of Digit 6

MSB of Digit 6

After R-UIM activation, the ME selects the Dedicated File DF-pya and optionally attempts

to select EFg If EFy. is available, the ME requests the emergency call codes.
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3.4.38 EFuesceporc (ME 3GPD Operation Capability)

If either service n20 or n38 is allocated (See Section 3.4.18), this EF shall be present. This
EF stores IP operation capabilities supported by the ME.

Identifier: ‘6F48’ | Structure: transparent Optional
File size: 1 byte | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 ME 3GPD_OP_MODE M 1 byte
Coding:
Byte 1:
|b8|b7|b6|b5|b4|b3|b2|b1|
Simple IP |
Mobile_IP |
Mobile IP with Simple IP fallback |
RFU

After the selection of DF . (7F25) during the initialization, the R-UIM shall set the value
of this byte to “0”. Mobile equipment that supports Simple IP or Mobile IP shall set each
subfield to ‘1’ if it supports the corresponding operating mode.
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3.4.39 EFscrporm (3GPD Operation Mode)

If either service n20 or n38 is allocated (See Section 3.4.18), this EF shall be present. This
EF stores the 3GPD Operation Mode Parameter Block defined in [7].

Identifier: ‘6F49’ | Structure: transparent Optional
File size: 1 byte | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 See [7], 3GPD Operation Mode M 1 byte
Parameter Block

Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

RFU
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3.4.40 EFsiecar (Simple IP Capability Parameters)

If service n20 is allocated (See Section 3.4.18), this EF shall be present. This EF stores the
SimplelP Capability Parameter Block defined in [7].

Identifier: ‘6F4A’ | Structure: transparent | Optional
File size: 4 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-4 See [7], SimplelP Capability Parameter M 4 bytes
Block

This EF is stored using the convention from [7], i.e. fields are placed into octets starting
with the MSB of the first field into bit 8 of the first octet, followed by the remaining
fields placed in sequence into the remaining bits allocated for those fields. A multi-

octet integer is stored by placing the octet with the MSB into the lowest numbered

available octet allocated for that integer in the EF.
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3.4.41 EFwircar (Mobile IP Capability Parameters)

If service n38 is allocated (See Section 3.4.18), this EF shall be present. This EF stores the
MobilelP Capability Parameter Block defined in [7].

Identifier: ‘6F4B’ | Structure: transparent | Optional
File size: 5 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-5 See [7], MobilelP Capability Parameter M 5 bytes
Block

This EF is stored using the convention from [7], i.e. fields are placed into octets starting
with the MSB of the first field into bit 8 of the first octet, followed by the remaining
fields placed in sequence into the remaining bits allocated for those fields. A multi-

octet integer is stored by placing the octet with the MSB into the lowest numbered

available octet allocated for that integer in the EF.
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3.4.42 EFsieure (Simple IP User Profile Parameters)

If service n20 is allocated (See Section 3.4.18), this EF shall be present. This EF stores the
SimplelP User Profile Parameter Block defined in [7].

Identifier: ‘6F4C’ | Structure: transparent

Optional

File size: 1+X |

Update activity: low

Access Conditions:

Parameter Block

READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Length of SimplelP User Profile M 1 bytes
Parameter Block
2 -X+1 See [7], SimplelP User Profile M X bytes

This EF is stored using the convention from [7], i.e. fields are placed into octets starting

with the MSB of the first field into bit 8 of the first octet, followed by the remaining

fields placed in sequence into the remaining bits allocated for those fields. A multi-

octet integer is stored by placing the octet with the MSB into the lowest numbered

available octet allocated for that integer in the EF.
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If service n38 is allocated (See Section 3.4.18), this EF shall be present. This EF stores the
MobilelP User Profile Parameter Block defined in [7].

Identifier: ‘6F4D’ | Structure: transparent

Optional

File size: 1+X |

Update activity: low

Access Conditions:

Parameter Block

READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Length of MobilelIP User Profile M 1 bytes
Parameter Block
2 -X+1 See [7], MobilelP User Profile M X bytes

This EF is stored using the convention from [7], i.e. fields are placed into octets starting

with the MSB of the first field into bit 8 of the first octet, followed by the remaining

fields placed in sequence into the remaining bits allocated for those fields. A multi-

octet integer is stored by placing the octet with the MSB into the lowest numbered

available octet allocated for that integer in the EF.
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3.4.44 EFsiese (Simple IP Status Parameters)

If service n20 is allocated (See Section 3.4.18), this EF shall be present. This EF stores the
SimplelP Status Parameters Block defined in [7].

Identifier: ‘6F4E’ | Structure: transparent | Optional
File size: 1 | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 See [7], SimplelP Status Parameters M 1 byte
Block

This EF is stored using the convention from [7], i.e. fields are placed into octets starting
with the MSB of the first field into bit 8 of the first octet, followed by the remaining
fields placed in sequence into the remaining bits allocated for those fields. A multi-

octet integer is stored by placing the octet with the MSB into the lowest numbered

available octet allocated for that integer in the EF.
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3.4.45 EFwrse (Mobile IP Status Parameters)

If service n38 is allocated (See Section 3.4.18), this EF shall be present. This EF stores the
MobilelP Status Parameters Block defined in [7].

Identifier: ‘6F4F | Structure: transparent | Optional
File size: X | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-X See [7], MobilelP Status Parameters M X bytes
Block

This EF is stored using the convention from [7], i.e. fields are placed into octets starting
with the MSB of the first field into bit 8 of the first octet, followed by the remaining
fields placed in sequence into the remaining bits allocated for those fields. A multi-

octet integer is stored by placing the octet with the MSB into the lowest numbered

available octet allocated for that integer in the EF.
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3.4.46 EFsiprarss (Simple IP PAP SS Parameters)

If service n20 is allocated (See Section 3.4.18), this EF shall be present. This EF stores the
SimplelP PAP SS Parameter Block defined in [7].

Identifier: ‘6F50’ | Structure: transparent

Optional

File size: 1+X |

Update activity: low

Access Conditions:

Block

READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Length of SimplelP PAP SS Parameter M 1 bytes
Block
2 -X+1 See [7], SimplelP PAP SS Parameter M X bytes

This EF is stored using the convention from [7], i.e. fields are placed into octets starting

with the MSB of the first field into bit 8 of the first octet, followed by the remaining

fields placed in sequence into the remaining bits allocated for those fields. A multi-

octet integer is stored by placing the octet with the MSB into the lowest numbered

available octet allocated for that integer in the EF.
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1 3.4.48 Reserved
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This EF stores the Preferred User Zone List, as described in Section 3.5.7 of [7].

Identifier: ‘6F53’ | Structure: transparent | Optional
File size: ‘CURMAX UZ_LIST_SIZE’ | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1- CUR _UZ LIST_SIZE | PUZL (see Section 3-5-63.5.7 of [7]) M CUR UZ_LIST_SI
ZE

This EF is stored using the convention from [7], i.e. fields are placed into octets starting
with the MSB of the first field into bit 8 of the first octet, followed by the remaining
fields placed in sequence into the remaining bits allocated for those fields. A multi-

octet integer is stored by placing the octet with the MSB into the lowest numbered

available octet allocated for that integer in the EF.
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3.4.50 EFuaxruzL (Maximum PUZL)

This EF stores the maximum size, in octets, that the R-UIM can support for EF Preferred

User Zone List (See 3.5.7 of [7] for more details) and the maximum number of User Zone
entries that the R-UIM can support for EFpyz (See 3.5.6.1- of [7] for more details).

Identifier: ‘6F54’ | Structure: transparent | Optional
File size: 5 bytes | Update activity: Never
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-3 MAX_UZ_LIST_SIZE M 3 bytes
4-5 MAX_NUM UZ M 2 bytes |

This EF is stored using the convention from [7], i.e. fields are placed into octets starting

with the MSB of the first field into bit 8 of the first octet, followed by the remaining

fields placed in sequence into the remaining bits allocated for those fields. A multi-

octet integer is stored by placing the octet with the MSB into the lowest numbered

available octet allocated for that integer in the EF.

Coding:
Octet 1:

b8 | b7 |b6|bS|b4|b3|b2|bl

MAX UZ LIST SIZE (bit 17)

'MAX_UZ_LIST_SIZE (MSB)

Octet 2:

b8 b7|b6|b5|b4|b3|b2|b1|

MAX UZ LIST SIZE (bit 9)

'MAX_UZ_LIST_SIZE (bit 16)
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b8 b7|b6|b5|b4|b3|b2|b1|

MAX UZ LIST SIZE (LSB)

'MAX_UZ_LIST_SIZE (bit 8)

Octet 4:

b8 | b7 |b6|bS|b4|b3|b2|bl

MAX NUM UZ (bit 5)

'MAX_NUM_UZ (MSB)

Octet 5:

b8 | b7 | b6 | bS5

b4 |

b3 |b2 | bl

RFU

MAX NUM UZ (LSB)

‘MAX_NUM_UZ (bit 4)
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3.4.51 EFuecre (ME-specific Configuration Request Parameters)

This EF stores ME-specific parameters to be used to form the response to the
CONFIGURATION REQUEST command while secure mode is active.

The ME shall update these ME-specific parameters during initializations.

Identifier: ‘©6F55’ | Structure: transparent | Mandatory
File size: 3 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 SCM M 1 byte
2 MOB_P_REV M 1 byte
3 Local Control M 1 byte
Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

L1 T T |

| SCM (Station Class Mark) [5]

Note: b6 indicates if the ME is operating in slotted mode.

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

L1 T T |

[ MOB_P_REV

Byte 3:

|b8|b7|b6|b5|b4|b3|b2|b1|

LOCAL CONTROL ANALOG (Local Contro

for

Analog Operation — Section 3.5.2.1 or 4.5.9

.1 of

[7])
LOCAL CONTROL CDMA (Local Control fd

r CDMA

Operation - Section 3.5.2.3 or 4.5.2.3 of [7]

)

RFU
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3.4.52 EFurepcar (HRPD Access Authentication Capability Parameters)
If service n5 is allocated (See Section 3.4.18), this EF shall be present. This EF stores the
HRPD Access Authentication Capability Parameters Block defined in Section 3.5.8.12 of [7].

Identifier: ‘6F56’ | Structure: transparent

Optional

File size: 3 bytes

Update activity: low

Access Conditions:

READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-3 See [7], HRPD Access Authentication M 3 bytes
Capability Parameters Block

This EF is stored using the convention from [7], i.e. fields are placed into octets starting

with the MSB of the first field into bit 8 of the first octet, followed by the remaining

fields placed in sequence into the remaining bits allocated for those fields. A multi-

octet integer is stored by placing the octet with the MSB into the lowest numbered

available octet allocated for that integer in the EF.
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3.4.53 EFurepurr (HRPD Access Authentication User Profile Parameters)
If service n5 is allocated (See Section 3.4.18), this EF shall be present. This EF stores the
HRPD Access Authentication User Profile Parameters Block defined in Section 3.5.8.13

of [7].

Identifier: ‘6F57’ | Structure: transparent

Optional

File size: 1+X bytes |

Update activity: low

READ

Access Conditions:

CHV1

UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM

Bytes

Description

M/O

Length

1

Length of HRPD Access Authentication
User Profile Parameters Block

M

1 byte

2 -X+1

See [7], HRPD Access Authentication
User Profile Parameters Block

M

X bytes

This EF is stored using the convention from [7], i.e. fields are placed into octets starting

with the MSB of the first field into bit 8 of the first octet, followed by the remaining

fields placed in sequence into the remaining bits allocated for those fields. A multi-

octet integer is stored by placing the octet with the MSB into the lowest numbered

available octet allocated for that integer in the EF.
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This EF stores the protocol revision (CUR _SSPR P REV) of the current extended preferred
roaming list stored in the EFgp.. This information, described in section 3.5.3.3 of [7], is
used by the ME to parse the EFgpre.

Identifier: ‘6F58’ | Structure: transparent Optional
File size: 1 | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 CUR_SSPR_P_REV M 1 byte

Notes:

1. Itis recommended that CUR_SSPR P REV in Octet 7 of EFrprL (as defined in section

3.5.3.3 of [7]) be used instead of this EFcsspr.

2. According to [7], CUR SSPR P REV is used to indicate if the PRL or EPRL is stored

in PR LISTs-p and according to section 3.3.1.3 of [7],

the MS shall store

CUR _SSPR P REV for not only the PRL but also the EPRL after an SSPR Download

Request. However, since an R-UIM can store the PRL and EPRL in EFpr, and EFgprr,

respectively, there is no need to distinguish what is stored in EFpri.. Hence, EFcsspr

is only applicable for EFepri. and not EFpr as [7] would seem to require.
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3.4.55 EFarc (Access Terminal Class)
If service nS is allocated (See Section 3.4.18), this EF shall be present. This EF stores the
class of access terminal used for Persistence Test in the system defined in [28].

Identifier: ‘6F59’ | Structure: transparent | Optional
File size: 1 Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Access Terminal Class M 1 byte
Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|
| LSBof AT Class

MSB of AT Class
RFU
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3.4.56 EFerrL (Extended Preferred Roaming List)
This EF stores the Extended Preferred Roaming List, as described in Section 3-5-33.5.5 of |
[7]. The Preferred Roaming List includes selection parameters from [5] and [14], Annex F.

This EF is stored using the convention from [7], i.e. fields are placed into octets starting
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Identifier: ‘6F5A’ | Structure: transparent | Optional
File size: ‘MAX_PR_LIST_SIZE for Update activity: low ‘
EFgpRrL’
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length |
1-PR_LIST SIZE | PRLIST _[see _Geciion | M PR_LIST_SIZE
3.5.5-0£17})

with the MSB of the first field into bit 8 of the first octet, followed by the remaining

fields placed in sequence into the remaining bits allocated for those fields. A multi-

octet integer is stored by placing the octet with the MSB into the lowest numbered

available octet allocated for that integer in the EF.

PR LIST

Contents:

The Extended Preferred Roaming List.

Coding:

As defined in section 3.5.5 of [7].
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3.4.57 EFpcsmsctg (Broadcast Short Message Configuration)

If service n14 is allocated, this EF shall be present.

This EF contains the operator broadcast configuration setting for Broadcast SMS. This
information, determined by the operator, defines the filtering criteria that can be used by
the Mobile Equipment (ME) to receive Broadcast SMS.

Identifier: ‘6F5B’ | Structure: transparent Optional
File size: 1 byte | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Operator Broadcast Configuration M 1 byte

Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

00=Disallow
01=Allow Table Only
10=Allow All
11=Reserved

RFU

Operator configuration includes filtering criteria imposed by a service provider.

Field Name

Description |

Disallow

This setting disables the mobile station’s
broadcast SMS capability (i.e., the mobile
station will not process broadcast SMS).

Allow Table Only

This setting allows the mobile station to
receive only broadcast messages for the
service categories that have been
programmed in EFgcsysiaple-

Allow All

This setting allows the mobile station to
receive broadcast messages for all service
categories.
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3.4.58 EFscsuspref(Broadcast Short Message Preference)

If service n14 is allocated, this EF shall be present.

This EF contains the user broadcast configuration setting for Broadcast SMS. This

information, determined by the user, defines the filtering criteria that can be used by the
Mobile Equipment (ME) to receive Broadcast SMS.

Identifier: ‘6F5C’ | Structure: transparent | Optional
File size: 1 byte | Update activity: high
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 User Broadcast Configuration M 1 byte

Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

00=Deactivate
Ol=Activate Table Only
10=Activate All
11=Reserved

RFU

User configuration includes filtering criteria determined by the mobile user.

Field Name

Description

Deactivate

This setting deactivates the mobile station’s
broadcast SMS functions (i.e., the mobile
station will not process broadcast SMS).

Activate Table Only

This setting allows the mobile station to
receive only broadcast messages for the

service categories that have been
programmed in EFgcgusumbe; Subject to any
additional filtering criteria included in

EFgcsmswnie Pased on user preferences. This
setting is only valid if the operator
configuration is not Disallow. Moreover, the
mobile user can selectively enable and
disable individual programmed entries in

EFBCSMStable'
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Field Name Description

Activate All Activate All This setting allows the mobile
station to receive broadcast messages for all
service categories. This setting is only valid if
the operator configuration is “Allow All”.
EFgcsmswpe Will not be consulted for this
setting.
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3.4.59 EFscsmstable (Broadcast Short Message Table)

If service n14 is allocated, this EF shall be present.
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This EF contains information in accordance with [8] comprising service category program
parameters, which can be used by the Mobile Equipment (ME) for Broadcast SMS filtering.
See Section 4.5.19 of [8] for more detail.

Each record in this EF is linked to a record with the same record index in EFscsmsp.

Identifier: ‘6F5D’ Structure: linear fixed Optional
Record Length: 7+X byte Update activity: high
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Status M 1 byte
2-3 Service Category M 2 bytes
4 Language M 1 byte
S Max Messages M 1 byte
6 Alert Option M 1 byte
7 Label Encoding M 1 byte
8 to 7+X Label M X byte
- Status
Contents:

Status byte of the record which can be used as a pattern in the SEEK command.

Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

b1=0: Free space
b1l=1: Used space
RFU
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Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of Service Category

Service Category bits in ascending order

Byte 3:

|b8|b7|b6|b5|b4|b3|b2|b1|
| —| —| —| —| —| | Service Category bits in ascending order
MSB of Service Category

Byte 4:

|b8|b7|b6|b5|b4|b3|b2|b1|

Language Indicator as specified in Table 9.

N

1, Language Indicator Value Assignments,

in

Informative 1

Byte 5:

|b8|b7|b6|b5|b4|b3|b2|b1|

LT 1T T 1T 1T 117 Max Messages

Byte 6:

|b8|b7|b6|b5|b4|b3|b2|bl|
1 1 | T Alert Option
RFU

Byte 7:

|b8|b7|b6|b5|b4|b3|b2|b1|

Label Encoding as defined in

Informative 1
RFU
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3.4.60 EFscsmse (Broadcast Short Message Parameter)
If service n14 is allocated, this EF shall be present.

This EF contains selection flag and priority associated with service categories and used by
the ME for filtering of BC-SMS. Each record in this EF is linked to a record with the same
record index in EFBcsmstable.

Identifier: ‘6F5E’ | Structure: linear fixed | Optional
Record Length: 2 bytes | Update activity: high
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Select M 1 byte
2 Priority M 1 byte

Coding:
Byte 1:

|b8|b7|b6|b5|b4|b3|B2|b1|

0=Not selected
l1=selected
RFU

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

00=Normal
Ol=Interactive
10=Urgent
11=Emergency
RFU

Unused records are filled with ‘FF’. When the bl of Byte 1 is set to ‘1’, then the ME shall

filter the BC-SMS according to the priority indicated in Byte 2.
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3.4.61 EFvre (IMS private user identity)
If service n7 is allocated, this EF shall be present.

This EF contains the private user identity of the user [31].

Identifier: '6FS5F' | Structure: transparent Optional
File size: X bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1toX NAI TLV data object M X bytes

- NAI

Contents:
- Private user identity of the user.

Coding:
- For contents and syntax of NAI TLV data object values see
[34]. The NAI shall be encoded to an octet string according to UTF-8
encoding rules as specified in [46]. The tag value of the NAI
TLV data objects shall be ‘80°.

3-84



3.4.62 EFpomain (Home Network Domain Name)

If service n7 is allocated, this EF shall be present.

This EF contains the home operator’s network domain name SIP URI [31].
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Identifier: '6F60'

Structure: transparent

Optional

File size: X bytes

| Update activity: low

Access Conditions:

READ CHV1
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/ Length
0
1toX URI TLV data object M X bytes

URI

Contents:

-Home Network Domain Name SIP URI.

Coding:

-For contents and syntax of URI TLV data object values see

[33]. The URI shall be encoded to an octet string according to UTF-8

encoding rules as specified in [46]. The tag value of the URI

TLV data objects shall be ‘80’.
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3.4.63 EFmvru (IMS public user identity)

If service n7 is allocated, this EF shall be present.

This EF contains values for public SIP Identities (SIP URI) of the user [31].

The EF consists of one or more records, with each record able to hold a set of public user

identities.
Identifier: '6F61' | Structure: linear fixed Optional
Record length: X bytes Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/ Length
0
1toX URI TLV data object M X bytes
- URI
Contents:
- Public user identity by which other parties know the subscriber, in the
format of SIP URL, tel URL, or both.
Coding:

-For contents and syntax of URI TLV data object values see
[33]. The URI shall be encoded to an octet string according to UTF-8

encoding rules as specified in
TLV data objects shall be ‘80’.
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3.4.64 EFecscr (Proxy Call Session Control Function)

If service n7 is allocated, this EF shall be present.

This EF contains one or more Proxy Call Session Control Function addresses_[31]. The first

record in the EF shall be considered to be of the highest priority. The last record in the EF

shall be considered to be the lowest priority.

Identifier: '6F62' Structure: linear fixed Optional
Record length: X bytes Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/ Length
(0]
1toX P-CSCF TLV data object M X bytes

- P-CSCF

Contents:

- Address of Proxy Call Session Control Function, in the format of FQDN, an
IPv4 address, or an IPv6 address.

Coding:

- The tag value of this P-CSCF TLV data objects shall be ‘80°. The format of
the data object is as follows:

Field Length (bytes)
Tag 1
Length 2

Address Type

1

Address Length

1

P-CSCF Address

Address Length

Address Type: Type of the P-CSCF address.
This field shall be set to the type of the P-CSCF address according to the

following:

Value Name
00000000 FQDN
00000001 Ipv4
00000010 Ipv6

Reserved Reserved

Address Length: Length of the P-CSCF address
This field shall be set to the length of the P-CSCF address, in units of byte.

P-CSCF Address: Address of the Proxy Call Session Control Function
This field shall be set to the address of the Proxy Call Session Control
Function. When the P-SCSF type is set to 0x00, the corresponding P-CSCF
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Address shall be encoded to an octet string according to UTF-8 encoding
rules as specified in [46].
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3.4.65 EFpakrara (Currently used BAK Parameters)
If service n39 is allocated, this EF shall be present.

This EF contains the triple (BCMCS_Flow_ID, BAK ID, BAK Expire) corresponding to BAK

keys that have been delivered to the R-UIM and are currently used. See [36] for more

details.

Identifier: '6F63' | Structure: Linear Fixed |  Optional
Record length: X+Y+Z+3 bytes | Update activity: high
Access Conditions:
READ CHV1
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Length of BCMCS_Flow_ID M 1 byte
2toX +1 BCMCS_Flow_ID M X bytes
X+2 Length of BAK ID M 1 byte
X+3 to BAK_ID M Y bytes
X+Y+2
X+Y+3 Length of BAK_Expire M 1 byte
X+Y+4 to BAK_Expire M Z bytes
X+Y+Z+3

- Length of BCMCS_Flow_ID

Content: number of bytes of the following data item containing the BCMCS flow

identifier.
Coding: Binary.
- BCMCS_Flow_ID
Content: BCMCS Flow Identifier
Coding: Binary.
- Length of BAK_ID

Content: number of bytes of the following data item containing the BAK identifier.

Coding: Binary

- BAK ID
Content: BAK Identifier
Coding: Binary.

- Length of BAK _Expire

Content: number of bytes of the following data item containing the BAK Expire.

Coding: Binary
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1 - BAK _Expire
2 Content: BAK Expire
3 Coding: Binary.

3-90



20
21

22

23

24

25

3.4.66 EFupeakrara (Updated BAK Parameters)

If service n39 is allocated, this EF shall be present.
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This EF contains the triple (BCMCS_Flow_ID, BAK ID, BAK Expire) corresponding to BAK
keys that have been delivered to the R-UIM but have not yet been used. See [36] for more

details.

Identifier: '6F64' | Structure: cyclic |  Optional
Record length: X+Y+Z+3 bytes | Update activity: high
Access Conditions:
READ CHV1
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Length of BCMCS_Flow_ID M 1 byte
2toX +1 BCMCS_Flow_ID M X bytes
X+2 Length of BAK ID M 1 byte
X+3 to BAK_ID M Y bytes
X+2+Y
X+Y+3 Length of BAK_Expire M 1 byte
X+Y+4 to BAK_Expire M Z bytes
X+Y+Z+3

Length of BCMCS_Flow_ID

Content: number of bytes of the following data item containing the BCMCS flow

identifier.

Coding:  Binary

BCMCS_Flow_ID

Content: BCMCS Flow Identifier

Coding:  Binary.

Length of BAK_ID

Content: number of bytes of the following data item containing the BAK identifier.

Coding:  Binary

BAK_ID
Content: BAK Identifier

Coding:  Binary.

Length of BAK _Expire

Content: number of bytes of the following data item containing the BAK Expire.

Coding:  Binary

BAK_Expire
Content: BAK_Expire
Coding:  Binary.
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3.4.67 EFumsny (MMS Notification)

If service n40 is allocated, this file shall be present.

This EF contains information in accordance with [37] comprising MMS notifications (and

associated parameters) which have been received by the ME from the network.

Identifier: '6F65’ | Structure: Linear fixed | Optional
Record length: 4+X bytes |Update activity: low
Access Conditions:

READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM

Bytes Description M/O Length

1-2 MMS Status M 2 bytes

3 MMS Implementation M 1 byte

4 to %Y+3 |[MMS Notification M Y bytes
Y+4 Extension file record number M 1 byte

Note: X > Y+4 for every record.

- MMS Status

Content:

-The status bytes contain the status information effor the notification.

Octet 1:
b8 | b7 bl b5 | b4 | b3 |b2|bl
6
X X X 0 Unused record
X X X 1 Record in use
X X 0 1 Notification not read
X X 1 1 Notification read
0O 0 X 1 MM not retrieved
0 1 X 1 MM retrieved
1 0 X 1 MM rejected
1 1 X 1 MM forwarded
Reserved for future use
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Seecond-byteOctet 2:

b8

b7

b6

b5

b4

b3

b2

bl

- MMS Implementation

Contents:
-The MMS Implementation indicates the used implementation type, e.g. WAP,
M-IMAP, SIP.

Octet 3:

b8

b7 | b6 | bS | b4

- MMS Notification

Contents:
-The MMS Notification contains the MMS notification.
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Reserved for future use

‘O’— WAP implementation of MMS not

supported

‘1’— WAP implementation of MMS supported

‘O’— M-IMAP implementation of MMS not

supported

‘1’— M-IMAP implementation of MMS

supported

‘O’ SIP implementation of MMS not

supported

‘1’— SIP implementation of MMS supported

RFU
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Coding:
-The MMS Notification is coded according to the MMS Implementation as
indicated in octet 3.
-Any unused octets shall be set to 'FF".

- Extension file record number

Contents:
-extension file record number. This octet identifies the number of a record
in the EFgyg containing extension data for the notification information. The
use of this octet is optional. If it is not used it shall be set to 'FF".

Coding:
-binary.
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3.4.68 EFexrs (Extension 8)
If service n41 is allocated, this file shall be present.

This EF contains extension data of a MMS Notification (Multimedia Messaging Service).

Identifier: '6F66' | Structure: linear fixed | Optional
Record length: X+2 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2 to X+1 Extension data M X bytes
X+2 Identifier M 1 byte

For contents and coding see [30].
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3.4.69 EFumsice (MMS Issuer Connectivity Parameters)
If service n40 is allocated, this file shall be present.

This EF contains values for Multimedia Messaging Connectivity Parameters as determined
by the issuer, which can be used by the ME for MMS network connection. This file may
contain one or more sets of Multimedia Messaging Issuer Connectivity Parameters. The
first set of Multimedia Messaging Issuer Connectivity Parameters is used as the default set.
Each set of Multimedia Messaging Issuer Connectivity Parameters may consist of one or
more Interface to Core Network and Bearer information TLV objects (only for WAP), but
shall contain only one MMS implementation TLV object (for WAP, M-IMAP and SIP), one
MMS Relay/Server TLV object (for WAP, M-IMAP and SIP) and one Gateway TLV object
(only for WAP). The order of the Interface to Core Network and Bearer information TLV
objects in the MMS Connectivity TLV object defines the priority of the Interface to Core
Network and Bearer information, with the first TLV object having the highest priority.

Identifier: '6F67' | Structure: Transparent | Optional
File Size: Xi+...+ Xa bytes | Update activity: low
Access Conditions:

READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM

Bytes Description M/O Length

1 to X1 MMS Connectivity Parameters TLV M X1 bytes
object

X1+1 to X1 + X2 MMS Connectivity Parameters TLV (0] X2 bytes
object

Xi+...+ Xn-1+1 to Xi+...+ Xn MMS Connectivity Parameters TLV (0] Xn bytes
object

-  MMS Connectivity Parameters tags

Description Tag Value
MMS Connectivity Parameters Tag 'AB'
MMS Implementation Tag ‘80°
MMS Relay/Server Tag ‘81’
Interface to Core Network and Bearer Information Tag '82'
Gateway Tag '83'
MMS Authentication Mechanism Tag ‘84’
MMS Authentication ID Tag ‘85’
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- MMS Connectivity Parameters contents

Description Value M/O Length
(bytes)

MMS Connectivity Parameters Tag 'AB' M 1
Length Note 1 M Note 2
MMS Implementation Tag '80' M 1
Length 1 M 1
MMS Implementation Information -- M 1
MMS Relay/Server Tag '81' M 1
Length X M Note 2
MMS Relay/Server Address -- M X
First Interface to Core Network and Bearer '82' C2 1
Information Tag (highest priority)
Length Y1 C2 Note 2
First Interface to Core Network and Bearer - Cc2 Y1
information

Second Interface to Core Network and '82' C2 1
Bearer Information Tag
Length Y2 C2 Note 2

Second Interface to Core Network and -- C2 Y2
Bearer information
Nth Interface to Core Network and Bearer '82' C2 1
Information Tag (lowest priority)
Length Y3 C2 Note 2
Nth Interface to Core Network and Bearer - Cc2 Y3
information
Gateway Tag '83' (0] 1
Length Z 0] Note 2
Gateway Information -- (0] Z
MMS Authentication Mechanism Tag '84' C1 1
Length X C1 Note 2
MMS Authentication Mechanism -- C1 X
MMS Authentication ID Tag '85' C1 1
Length X C1 Note 2
MMS Authentication ID (Login_ID) -- C1 X
NOTE 1: This is the total size of the constructed TLV object (not including the tag

and this length).
NOTE 2: The length is coded according to [49] using primitive encoding and the
minimum number of octets .

C1: only present if M-IMAP or SIP indicated in tag 80
C2: only present if WAP is indicated in tag 80

- MMS Implementation Tag '80'

See [30] for contents and coding.
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- MMS Relay/server Tag '81'

Contents:

- The MMS relay/server contains the address of the associated MMS
relay/server; In addition, for M-IMAP and SIP, authentication mechanism and
authentication ID (Login ID) are also included.

Coding:

- The MMS relay/server address is coded as URI appropriate to the MM 1

implementation being used, for example SIP, or M-IMAP.

- Interface to Core Network and Bearer Information Tag '82'

Contents:

- The Interface to Core Network and Bearer Information may contain the
following information to set up the bearer: Bearer, Address, Type of address,
Speed, Call type, Authentication type, Authentication id, Authentication
password.

Coding:

- The coding is according to the guideline provided in [37]. If MMS
implementation type is WAP, all instances of Interface to Core Network and
Bearer Information are optional. If MMS implementation type is M-IMAP or SIP,
no Interface to Core Network and Bearer Information is needed.

- Gateway Tag '83'

Contents:

- The Gateway may contain the following information; Address, Type of address,
Port, Service, Authentication type, Authentication id and Authentication
password.

Coding:
- The coding is according to the guideline provided in [37].

- MMS Authentication Mechanism Tag ‘84’

Contents:

-  The MMS authentication mechanism contains the authentication mechanism
for MMS. It is mandatory for M-IMAP and SIP.
Coding:
-  The MMS authentication mechanism is coded as Table 10.

- MMS Authentication ID Tag ‘85’

Contents:

- The MMS authentication ID contains the authentication ID for MMS. It is
mandatory for M-IMAP and SIP.
Coding:
- The coding is according to the guideline provided in [37].

Unused bytes shall be set to 'FF'.
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3.4.70 EFumsur (MMS User Preferences)

If service n40 is allocated, this file shall be present.

This EF contains values for Multimedia Messaging Service User Preferences, which can be
used by the ME for user assistance in preparation of mobile multimedia messages (e.g.

default values for parameters that are often used).
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Identifier: '6F68' | Structure: Linear Fixed | Optional
Record Length: X bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1toX MMS User Preference TLV Objects M X bytes
- MMS User Preference tags
Description Tag Value
MMS Implementation Tag '80'
MMS User preference profile name Tag '81'
MMS User Preference information Tag '‘82'

MMS User Preference TLV Objects

Description Value M/O Length (bytes)
MMS Implementation Tag '80' M 1
Length 1 M 1
MMS Implementation information -- M 1
MMS User preference profile name ‘81" M 1
Tag
Length Y M Note
MMS User profile name -- M Y
MMS User Preference information ‘82! M 1
Tag
Length Z M Note
MMS User Preference information -- M Z

NOTE:

minimum number of octets

The length is coded according to [49] using primitive encoding and_the

MMS Implementation Tag '80'

For contents and coding see [30]

MMS User preference profile name Tag '81'

Contents:

-Alpha tagging of the MMS user preference profile.

Coding:
-this alpha-tagging shall use either:

¢ the SMS default 7-bit coded alphabet as defined in [38] with bit 8 set to 0. The

alpha identifier shall be left justified; or

* one of the UCS2 coded options as defined in the annex of [30].
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- MMS User Preference information Tag '82'

Contents:

-The following information elements may be coded; Sender Visibility, Delivery Report,

Read-Reply, Priority, Time of Expiry and Earliest Delivery Time. Refer to [37], [39], [40],
and [41].

Coding:
-Depending upon the MMS implementation as indicated in Tag '80'".
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3.4.71 EFumsuce (MMS User Connectivity Parameters)
If service n40 and n42 are allocated, this file shall be present.

This EF contains values for Multimedia Messaging Connectivity Parameters as determined
by the user, which can be used by the ME for MMS network connection. This file may
contain one or more sets of Multimedia Messaging User Connectivity Parameters. Each set
of Multimedia Messaging User Connectivity Parameters may consist of one or more
Interface to Core Network and Bearer information TLV objects (only for WAP), but shall
contain only one MMS implementation TLV object (for WAP, M-IMAP and SIP), one MMS
Relay/Server TLV object (for WAP, M-IMAP and SIP) and one Gateway TLV object (only for
WAP). The order of the Interface to Core Network and Bearer information TLV objects in
the MMS Connectivity TLV object defines the priority of the Interface to Core Network and
Bearer information, with the first TLV object having the highest priority.

Identifier: '6F69' | Structure: Transparent | Optional
File Size: Xi+...+ Xn bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1/CHV2
(fixed during administrative management)
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 to X1 MMS Connectivity Parameters TLV (0] X1 bytes
object
Xi1+1 to X1 + X2 MMS Connectivity Parameters TLV (0] X2 bytes
object
Xi+...+ Xn-1+1 to Xi+...+ Xn MMS Connectivity Parameters TLV (0] Xn bytes
object

For the contents and coding see 3.4.69.
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3.4.72 EF authcapability (Authentication Capability)

If service n43 is allocated, this file shall be present. This EF stores authentication
capabilities for each application supported by the R-UIM.

Identifier: ‘6F6A’ Structure: Linear Fixed Optional |
Record Length: 5 bytes Update activity: low |
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length |
1 Application ID M 1 byte |
2-3 Authentication Capability M 2 bytes |
4-5 Reserved M 2 bytes |
Coding:
Byte 1:

The coding for Application ID is as follows:

Binary Value Application ID
‘00000000’ MMS
‘00000001” MMD

‘00000010-11111117° Reserved
Byte 2:
b7 [ b6 | bS5 b2 | bl
b8 b4 | b3
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| CRAM-MD5
HTTP DIGEST (MD5)
HTTP DIGEST (MDS5-session)
HTTP DIGEST (AKA v1-MDS5)
HTTP DIGEST (AKA v1-MD5-session)

[63]

[61]

DIGEST-MDS5 ( SASL DIGEST)
SASL OTP
SASL GSSAPI

[65]

[66]

[62]

=




Byte 3:

[55 (57 [ 56 [ 55 [ ba [0 [ 62 1]

Bytes 24-5:

REU.

RFU
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The R-UIM shall set each subfield to ‘1’ if it supports the corresponding authentication

mechanism.
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3.4.73 EFsccik (3G Cipher and Integrity Keys)

If service n30 is allocated, this file shall be present.

This EF contains the cipher key CK;- and the integrity key IK.

Identifier : ‘6F6B’ |Structure : transparent Optional |
File size: 32 bytes Update activity: low |
Access Conditions:

READ CHV1

UPDATE ADM

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O |Length |
1-16 Cipher key CK M 16 bytes |
17 - 32 Integrity key IK M 16 bytes |

- Cipher key CK.

Coding:

-The least significant bit of CK is the least significant bit of the sixteenth byte.
The most significant bit of CK is the most significant bit of the first byte.

- Integrity key IK.

Coding:
The least significant bit of IK is the least significant bit of the thirty-second byte. The
most significant bit of IK is the most significant bit of the seventeenth byte.
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3.4.74 EFpck (De-Personalization Control Keys)
If service n46 is allocated, this EF shall be present.

This EF provides storage for the de-personalization control keys associated with the OTA
de-personalization cycle of [44].

Identifier: '6F6C' | Structure: transparent Optional
File size: 20 bytes Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1to 4 8 digits of Network Type 1 M 4 bytes
de-personalization control key
Sto8 8 digits of Network Type 2 M 4 bytes
de-personalization control key
9to 12 8 digits of service provider M 4 bytes
de-personalization control key
13 to16 8 digits of corporate de-personalization M 4 bytes
control key
17 to 20 8 digits of HRPD Network M 4 bytes

de-personalization control key

Empty control key fields shall be coded 'FFFFFFFF'.
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3.4.75 EFami (Group Identifier Level 1)
If service n44 is allocated, this EF shall be present.

This EF contains identifiers for particular R-UIM/ME associations. It can be used to identify
a group of R-UIMs for a particular application.

Identifier: '6F6D' Structure: transparent Optional |
File size: 1 to n bytes Update activity: low |
Access Conditions:

READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM

Bytes Description M/O Length |

lton R-UIM group identifier(s) 0] n bytes |
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3.4.76 EFam2 (Group Identifier Level 2)
If service n45 is allocated, this EF shall be present.

This EF contains identifiers for particular R-UIM/ME associations. It can be used to identify
a group of R-UIMs for a particular application.

Identifier: '6F6E' Structure: transparent Optional
File size: 1 to n bytes Update activity: low
Access Conditions:

READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM

Bytes Description M/O Length

lton R-UIM group identifier(s) 0] n bytes

NOTE: The structure of EFgp, and EFgp, are identical. They are provided to allow the
network operator to enforce different levels of security dependant on an
application.

3-107




3GPP2 C.S0023-D v2.0

3.4.77 EFcpmacn. (CDMA Co-operative Network List)
If service n47 is allocated, this EF shall be present.

This EF contains the Co-operative Network List for the multiple network personalization
services defined in [44].

Identifier: '6F6F' Structure: transparent Optional |
File size: 7n bytes Update activity: low |
Access Conditions:

READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM

Bytes Description M/O Length |

lto7 Element 1 of co-operative net list M 7 bytes |

|

7n-6 to 7n | Element n of co-operative net list | o | 7 bytes |

- Co-operative Network List

Contents:
Service provider ID and corporate ID of co-operative networks.

Coding:
For each 7 byte list element

Byte 1 to 3: MCC + MNC: As per Annex A_of [9].

Byte 4 to 5: 4 most significant digits of the International Roaming based MIN.

|b8|b7|B6|b5|b4|b3|b2|b1|
| LSBof IRM digit 1

MSB of IRM digit 1
LSB of IRM digit 2

MSB of IRM digit 2

on

8|b7|B6|b5|b4|b3|b2|b1|

LSB of IRM digit 3

MSB of IRM digit 3
LSB of IRM digit 4

MSB of IRM digit 4
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Byte 6:

| b8 | b7 b6 | b5 b4 |b3|b2|b1 |
|_LSB of service provider digit 1

MSB of service provider digit 1
LSB of service provider digit 2

MSB of service provider digit 2

Byte 7:

|b8|b7|b6|b5|b4|b3|b2|b1|
|_LSB of corporate digit 1

MSB of corporate digit 1
LSB of corporate digit 2

MSB of corporate digit 2

Empty fields shall be coded with 'FF'.
The end of the list is delimited by the first MCC field coded 'FFF'.
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3.4.78 EFuomEe 1ac (Home System Tag)
This EF stores the Home System Tag, as described in Section 3.5.10.1 of [7].

Identifier: ‘6F70’ | Structure: transparent | Mandatory |
File size: X bytes Update activity: low |
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length |
1-X Home System Tag (see Section 3.5.10.1 M Variable |
of [7])

This EF is stored using the convention from [7], i.e. fields are placed into octets starting
with the MSB of the first field into bit 8 of the first octet, followed by the remaining
fields placed in sequence into the remaining bits allocated for those fields. A multi-

octet integer is stored by placing the octet with the MSB into the lowest numbered

available octet allocated for that integer in the EF.
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1 3.4.79 EFcrour_tac (Group Tag List)
2 This EF stores the Group Tag List, as described in Section 3-5-113.5.10.3 of [7].

Identifier: ‘6F71’ | Structure: transparent | Mandatory
File size: ‘GROUP_TAG_LIST_SIZE’ Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-GROUP_TAG_ | Group Tag List (see Section M Variable
LIST_SIZE 3-5-+1+3.5.10.3 of [7])
4 This EF is stored using the convention from [7], i.e. fields are placed into octets starting
5 with the MSB of the first field into bit 8 of the first octet, followed by the remaining
6 fields placed in sequence into the remaining bits allocated for those fields. A multi-
7 octet integer is stored by placing the octet with the MSB into the lowest numbered
8 available octet allocated for that integer in the EF.
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3.4.80 EFsrecrric Tac (Specific Tag List)

This EF stores the Specific Tag List, as described in Section 3-5-4+13.5.10.5 of [7].

Identifier: ‘6F72’ | Structure: transparent | Mandatory |
File size: ‘SPEC_TAG_LIST_SIZE’ Update activity: low |
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length |
1-SPEC_TAG_ | Specific Tag List (see Section M Variable
LIST SIZE 3-5-113.5.10.5 of [7])

This EF is stored using the convention from [7], i.e. fields are placed into octets starting
with the MSB of the first field into bit 8 of the first octet, followed by the remaining
fields placed in sequence into the remaining bits allocated for those fields. A multi-

octet integer is stored by placing the octet with the MSB into the lowest numbered

available octet allocated for that integer in the EF.
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Identifier: ‘6F73’

| Structure: transparent

Mandatory

File size: ‘CALL_PRMPT _LIST_SIZE’

Update activity: low

Access Conditions:

CALL_PRMPT _LIST SIZE

3.5.413.5.10.7 of [7])

READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O | Length
1- Call Prompt List (see Section M Variable

This EF is stored using the convention from [7], i.e. fields are placed into octets starting

with the MSB of the first field into bit 8 of the first octet, followed by the remaining

fields placed in sequence into the remaining bits allocated for those fields. A multi-

octet integer is stored by placing the octet with the MSB into the lowest numbered

available octet allocated for that integer in the EF.

3-113




3GPP2 C.S0023-D v2.0

3.4.82 EFsr eumvip (Short Form EUIMID)

If service n8 is allocated, this file shall be present.

This EF stores the 56-bit electronic identification number (ID) unique to the R-UIM. The
order of the digits when treated as 14 four-bit digits is shown in the table below, with d1’
representing the leftmost/most significant digit and ‘d14’ representing the rightmost/least
significant digit.

Identifier: ‘6F74’ Structure: transparent Optional |
File size: 7 bytes Update activity: low |
Access Conditions:
READ ALW

UPDATE Never
INVALIDATE Never
REHABILITATE Never

Description |

Bytes sl7]6][s5][4]3]2]1]wmo0 Length |

1 di13 di4 M 1 byte |

2 di1l di2 M 1 byte |

3 do d10 M 1 byte |

4 d7 ds M 1 byte |

5 ds deé M 1 byte |

6 d3 d4 M 1 byte |

7 d1 d2 M 1 byte |
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3.4.83 EFiccip (ICC Identification)

EF\cop is defined in [18] with the following restrictions:

* This EF shall contain 18 digits of the actual ICCID followed by the check digit and a
single OxF filler digit.

* The ICCID shall be globally unique, using an Issuer Identifier Number registered
with the ITU-T as specified in [47].
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3.4.84 EFAppLabels (Application Labels)

This EF contains text labels that shall be associated with the icons or menu items used to

launch applications.

Use of these labels

if an operator desires to override the

is optional and need only be provisioned

ME-defined labels.

Identifier: ‘6F92’ Structure: Transparent Optional
File size: 4+N*32 Update Activity: Low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Character Encoding M 1 byte
2 Language Indicator M 1 byte
3-4 Application Labels Present M 2 bytes
5-36 Application Label; 0] 32 bytes
37 -68 Application Label, 0] 32 bytes
o
5+(N-1)*32 to 36+(N- | Application Labely 0] 32 bytes
1)*32

Character Encoding:

|b8|b7|b6|b5|b4|b3|b2|b1|

Language Indicator:

|b8|b7|b6|b5|b4|b3|b2|b1|

CHARI encoding type per
[Informative 1, Table 9.1-1, Data Field
Encoding Assignments]

Reserved for future use

Language Indicator as specified in
Table 9.2-1, Language Indicator Value
Assignments, in [Informative

1]
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Application Labels Present: This field is a bitmask used to identify which
Application Label Fields are present in the EF. Each bit represents a particular
application as shown below:

b16 - b5 |b4|b3|b2|b1|

Indicates if a MMS label is present

Indicates if a WAP Browser label is
present

Reserved for CDG
Indicates if a Java label is present

Reserved for future use

If a bit is set to ‘1,” an Application Label Field for that application shall be present. If
the bit is set to ‘O,” an Application Label Field for that application shall not be
present and the ME’s user interface will display the generic label for that
application.

Application Label: Each Application Label field contains the text label to be
displayed with the icon or menu item used to launch that application. The
Application Label Present field identifies which Application Label fields are present
in the EF. These Application Label fields shall be present in the same order as their
corresponding bits in the Application Labels Present field. The string contents of
each Application Label field shall use the SMS convention as defined in Tables 9.1-1
and 9.2-1 of [Informative 1]. The string shall be left justified. Unused bytes shall be
set to ‘FF.’
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3.4.85 EFmode1 (Device Model Information)

This EF contains the model information of the ME. Similar to EFgsny meip ME, this EF is

populated by the device during power-up. This EF enables applications running in the R-

UIM to provide model information to the network either automatically or on demand.

Identifier: ‘6F90’ Structure: Transparent Optional
File Size: 126 Update activity: Low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Character Encoding M 1 byte
2 Language Indicator M 1 byte
3-34 Model Information M 32 bytes
35-66 Manufacturer Name M 32 bytes
67-126 Software Version Information M 60 bytes

Character Encoding:

|b8|b7|b6|b5|b4|b3|b2|b1|

CHARIi encoding per
[Informative 1, Table 9.1-1, Data Field
Encoding Assignments]

Reserved for future use

Language Indicator:

|b8|b7|b6|b5|b4|b3|b2|b1|

Language Indicator as specified in
Table 9.2-1, Language Indicator Value

Assignments, in [Informative

1]

Model Information: This field is a string indicating the model name of the device
(e.g., “ABCCOM-XYZ”). The string contents shall use the SMS convention as defined
in Tables 9.1-1 and 9.2-1 of [Informative 1]. The string shall be left justified. Unused

bytes shall be set to ‘FF.’

Manufacturer Name: This field is a string indicating the manufacturer of the device.
The string contents shall use the SMS convention as defined in Tables 9.1-1 and
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9.2-1 of [Informative 1]. The string shall be left justified. Unused bytes shall be set to
‘FF.’

Software Version Information: This field is a string indicating the software version
of the device (e.g., “6.0 patch 01”). The string contents shall use the SMS convention
as defined in Tables 9.1-1 and 9.2-1 of [Informative 1]. The string shall be left
justified. Unused bytes shall be set to ‘FF.’
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3.4.86 EFrc (Root Certificates)
If service n16 (Root Certificates) is allocated, this EF shall be present.

This EF contains the root certificates for applications on the device. One or more
applications are associated with each certificate.

Identifier: ‘6F91’ Structure: Transparent Optional
File Size: X;+...+Xn Update activity: Low
Access Conditions:
READ ALW
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O |Length
1 to X; Certificate TLV Object M X1 bytes
Xi1+1 to X +Xo Certificate TLV Object 0] X bytes
o
Xi+...+Xn1+1 to Xi+...+X, [ Certificate TLV Object 0] Xn bytes

Unused bytes shall be set to 'FF.” A Tag value of ‘FF’ indicates the end of valid data.
Certificate TLV Object — Contents:

Description Value M/O Length
Certificate Tag '‘80' M 1 byte
Length Note 1 M Note 2
Certificate Type Note 3 M 1 byte
Certificate Information Note 4 M Variable
Applications Note 3 M 2 bytes

NOTE 1: This is the total size of the constructed TLV object_(not including
the tag and this length).

NOTE 2: The length is coded according to [49] using primitive encoding
and the minimum number of octets

NOTE 3: See coding below.
NOTE 4: Binary data for the certificate information as defined in the
corresponding Certificate Type as defined below, e.g., X.509.
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Certificate Type - Coding:

Value Name Notes
0 DER Encoded See section 7 “Public-keys and public-key
Binary X.509 certificates” in [4748] for the definition. The binary

encoding is per DER encoding defined in [4849].

1 Base64 Encoded | See section 7 “Public-keys and public-key

X.509 certificates” in [4748]. The encoding is per DER
encoding defined in [4849] and the DER binary data
is converted to Base 64 text format.

2 PKCS #7 See section 6.5 “ExtendedCertificateOrCertificate” in
[4950] for the definition. The binary encoding is per
DER encoding defined in [4849].

3 PKCS #12 See section 4.2.3 “The CertBag type” in [5051] for
the definition. The binary encoding is per DER
encoding defined in [4849].

4-255 | Reserved for future use

APPLICATIONS: This field is a bitmask used to indicate which applications are
associated with a particular certificate. If the same certificate is being used for all
applications signed by the operator, only bit 1 (Unspecified) will be set. Otherwise, if
the operator signs different applications using different certificates, the bit for each
application associated with the certificate shall be set. Note that, while each
certificate may be associated with multiple applications, each application may only
be associated with one certificate.

Bit Application

1 Unspecified (all applications use the
same profile)

Reserved

WAP Browser

Reserved for CDG

Java

Reserved for CDG

N|lo|la|l A~ w N

Terminal (tethered mode for terminal
access)

8-16 Reserved for future use
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3.4.87 EFsuscar (SMS Capabilities)

If services n4 (Short Message Storage) and nl5 (Messaging and 3GPD Extensions)
allocated, this EF shall be present.

This EF contains information about SMS Capabilities.

are

Identifier: ‘6F76’ Structure: Transparent Optional
File size: 4 bytes Update Activity: Low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 SMS Retry Period M 1 byte
2 SMS Retry Interval M 1 byte
3 SMS Flags M 1 byte
4 SMS Preferred Service Option M 1 byte

SMS Retry Period: This is the overall time period (in seconds) during which the
Mobile Originated (MO) SMS retries can be performed. O means that MO SMS retry
is disabled.

SMS Retry Interval: This is the time interval (in seconds) that the device shall wait
before the next retry attempt can be made after a MO SMS failure.

SMS Flags: O — disabled; 1 — enabled

Bit Parameter Indicated
1 Send On Access (Allow MO SMS to be sent over Access Channel)
2 Send On Traffic (Allow MO SMS to be sent over Traffic Channel)
3 Send as Standard EMS (Network supports standard EMS per [8])
4-8 Reserved for future use

SMS Preferred Service Option: This is the preferred service option to be used when
the device sets up SMS traffic channel for sending messages.

Value Description

0 Device Default

1 Service Option 6

2 Service Option 14
3-255 Reserved for future use
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3.4.88 EFwpriags (Mobile IP Flags)

If services n38 (3GPD-MIP) and n15 (Messaging and 3GPD Extensions) are allocated, this
EF shall be present.

This EF contains the configuration flags for Mobile IP.

Identifier: ‘6F78’ Structure: Transparent Optional
File size: 1 byte Update Activity: Low
Access Conditions:

READ CHV1

UPDATE ADM

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1 MIP_FLAGS M 1 byte

MIP_FLAGS: O — disabled; 1 — enabled

Bit Parameter Indicated

1 Mobile IP MN HA Authentication [23

Mobile IP Pre Rev 6 handoff optimization
Mobile IP PPP Re-sync during hand-down from 1xEV-DO Rev O to 1x

AW N

Mobile IP Re-registration only if data has been transferred since last
registration in order to extend Mobile IP address lifetime

5-8 Reserved for future use
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3.4.89 EF 3GPDUPPExt

If services n20 (3GPD-SIP) or n38 (3GPD-MIP) is allocated and service n15 (Messaging and

3GPD Extensions)

This EF contains the additional parameters for Simple IP and Mobile IP User Profiles in

( 3GPD User Profile Parameters Extension)

is allocated, this EF shall be present.

order to fully support the feature of multiple profiles.

Identifier: ‘6F7D’ Structure: Transparent Optional
File size: X bytes Update Activity: Low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
X UPP Extension Block M X bytes

Unused bytes shall be set to 'FF.'

UPP Extension Block structure:

NUM_NAI: Number of UPP Extension instances. This number shall be the same as

Field Length (bits)
NUM_NAI 4
NUM_NAI occurrences of the following fields:
NAI_ENTRY_INDEX 4
APPLICATIONS 32
PRIORITY

DATA_RATE_MODE

DATA_BEARER

RESERVED Oor4

NUM_NAI in the base user profile EF (EFswpurr or EFyipupe).

NAI _ENTRY_INDEX: Index to the list of UPP Extension instances. This index shall
point to the UPP Extension instance that is corresponding to the base UPP instance

with the same index value as defined in EFspupp or EFMipupp.

APPLICATIONS: This field is a bitmask used to indicate which applications are

associated with a particular profile. The applications shall use the profile having the
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“Unspecified” bit set in the APPLICATIONS bitmask if they are not present in any
other profiles.

Bit

Application

—_

Unspecified (used by applications not present in any other profile)

MMS

WAP Browser

Reserved for CDG

Java

Reserved for CDG

Terminal (tethered mode for terminal access)

0| N[l A W(N

Operator Administration (e.g. BIP)

\©
w
N

Reserved for future use

PRIORITY: When attempting to launch a new application, it is possible that another
application is already active and has already established a data session. If the new
application has the same PRIORITY value as the previous application that
established the existing data session, the new application may simply reuse the
existing data session.

If the new application has a different PRIORITY than the previous application that
set up the existing data session, the device may use the PRIORITY to determine
which application has higher priority, as follows:

Value | Priority
0 Highest priority category
1 Second highest priority category (lower than O; higher than 2 and others)
2 Third highest priority category (lower than O or 1; higher than 3 and
others)
255 Lowest priority

DATA RATE_MODE: Data Rate Mode

Value | Application

0 Low Speed: Low speed service options only

1 Medium Speed: F-SCH with service option 33 only

2 High Speed: F-SCH and R-SCH with service option 33
3-15 Reserved for future use
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DATA_BEARER: Data Bearer

Value Application
0 Hybrid 1x/1xEV-DO
1 1x only
2 1XxEV-DO only
3-15 Reserved for future use
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3.4.90 EFmpurpex (MobileIP User Profile Parameters Extension)Reserved
ervice 38 GRPP-MIP)\and-n M aoine PD
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3.4.91 EFirvecar (IPv6 Capabilities)

If services n31 (IPv6) and n15 (Messaging and 3GPD Extensions) are allocated, this EF shall
be present.

This EF contains information about IPv6 capabilities.

Identifier: ‘6F77’ Structure: Transparent Optional
File size: 21 bytes Update Activity: Low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-2 Initial neighbor solicitation delay time M 2 bytes
3-4 Solicitation interval M 2 bytes
5-6 Re-solicitation interval M 2 bytes
7-8 Maximum solicitation attempts M 2 bytes
9-10 Maximum re-solicitation attempts M 2 bytes
11-12 Pre-RA expiry re-solicitation time M 2 bytes
13-20 IID Information M 8 bytes
21 IPv6 Flags M 1 byte
Initial neighbor solicitation delay time (in units of 100ms): Time MS waits

after the IID (Interface ID) has been negotiated before sending an RS (Router
Solicitation) in an attempt to receive an RA (Router Advertisement).

Coding: 16-bit integer.

Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

MSB of the integer

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of the integer
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sending a subsequent RS after a previous one.

Coding: 16-bit integer.

Byte 1:

MSB of the integer

Byte 2:

LSB of the integer

|b8|b7|b6|b5|b4|b3|b2|b1|

|b8|b7|b6|b5|b4|b3|b2|b1|

S waits before

Re-solicitation interval (in units of 100ms): Amount of time between solicitations sent

while re-soliciting for a new RA. This interval applies only after the

previously received one valid RA and is soliciting for a new one to renew the lifetimes

of the current prefix or retrieve a non-deprecated prefix.

Coding: 16-bit integer.

Byte 1:

MSB of the integer

Byte 2:

LSB of the integer

|b8|b7|b6|b5|b4|b3|b2|b1|

|b8|b7|b6|b5|b4|b3|b2|b1|

MS has

Max solicitation attempts: Number of solicitation attempts to make for initial IPv6

session establishment, when an RA is not received in response before giving up IPv6

auto-configuration.
Coding: 16-bit integer.

Byte 1:

MSB of the integer

Byte 2:

LSB of the integer

|b8|b7|b6|b5|b4|b3|b2|b1|

|b8|b7|b6|b5|b4|b3|b2|b1|
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Max re-solicitation attempts: Number of solicitation attempts to make to re-solicit
for a new RA.

Coding: 16-bit integer.

Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

MSB of the integer

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of the integer

Pre-RA expiry re-solicitation time (in units of 100ms): Amount of time before the
current RA expires to begin re-solicitations.

Coding: 16-bit integer.

Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

MSB of the integer

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of the integer

IID Information: IID is part of the IPv6 address. See [51] for information on coding.

IPv6 Flags: Identify IPv6 behavior. Coding (O — Disabled; 1 — Enabled).

Bit Parameter Indicated
1 Use IPv6
2 Failover from IPv6 to IPv4
3 PDSN as proxy IPv6 DNS server. When enabled, the MS

forwards all DNS requests to the PDSN. The PDSN forwardsr—equests
to the appropriate DNS server. This parameter is meaningful only if the
primary and secondary DNS server addresses are not available.

4-8 Reserved for future use
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3.4.92 EFrcrconfig (TCP Configurations)

If service n20 (3GPD-SIP) or n38 (3GPD-MIP) is allocated and service n15 (Messaging and
3GPD Extensions) is allocated, this EF shall be present.

This EF contains information about Transmission Control Protocol configurations.

Identifier: ‘6F79’ Structure: Transparent Optional
File size: 2 bytes Update Activity: Medium
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O | Length
1 TCP Flags M 1 byte
2 TCP Keep-Alive Idle Timer M 1 byte

TCP Flags:

Coding (O — Disabled; 1 — Enabled):

Bit Parameter Indicated
1 TCP Graceful close of dormant connections
2-8 Reserved for future use

TCP Keep-Alive Idle Timer:

Coding: Number of minutes. A value of O means that the TCP keep-alive feature is
disabled on the ME.
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3.4.93 EFpcc (Data Generic Configurations)

If service n20 (3GPD-SIP) or n38 (3GPD-MIP) is allocated and service n15 (Messaging and
3GPD Extensions) is allocated, this EF shall be present.

This EF contains miscellaneous data configuration items.

Identifier: ‘6F7A’ | Structure: Transparent Optional
File size: 3 bytes | Update Activity: Medium
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Data dormant timer M 1 byte
2 EPZID Type Information M 1 byte
3 Hysteresis Activation Time M 1 byte

Data dormant timer: Number of seconds to wait before going into data dormant
mode, which shall be at least 20 seconds.

EPZID Type Information: Contains the Extended Packet Zone ID Types.

Value | Description

0 Packet Zone ID

1 Packet Zone ID plus SID

2 Packet Zone ID plus SID and NID

3-255 | Reserved for future use

Hysteresis Activation Time: This is the number of seconds that the device should
wait before it goes into hysteresis state and adds new Packet Zone IDs to the packet
zone list as needed. See [54] for details on the usage of this timer.
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3.4.94 EFwarerowserce (WAP Browser Connectivity Parameters)
If service n21 (WAP Browser) is allocated, this EF shall be present.

This EF contains the connectivity parameters for a WAP Browser application, such as
Gateway and Home URL information. At least one gateway shall be configured in this EF as
the primary gateway for browsing. Additional gateways as part of the additional instances of
Connectivity Parameters can be optionally configured as secondary gateways in the order of
priority as they appear in this EF.

Identifier: '6F7B' Structure: Transparent Optional
File Size: X;1+...+ X |Update activity: Low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1to X, WAP Browser Connectivity M X1 bytes
Parameters TLV object
Xi1+1 to X; + X» WAP Browser Connectivity 0] X bytes

Parameters TLV object

Xi+...+ Xp1+1 to Xi+...+ | WAP Browser Connectivity 0] Xn bytes
Xn Parameters TLV object

Unused bytes shall be set to 'FF.” A Tag value of ‘FF’ indicates the end of valid data.

WAP Browser Connectivity Parameters Tags:

Description Tag Value
WAP Browser Connectivity Parameters Tag '‘AC
Gateway Tag ‘83"
HomeURL Tag 80’

3-133



3GPP2 C.S0023-D v2.0

WAP Browser Connectivity Parameters TLV Object contents:

Description Value | M/O Length (bytes)
WAP Browser Connectivity Parameters '‘AC M 1

Tag

Length Note 1 M Note 12 |
Gateway Tag ‘83" @) 1
Gateway Length V/ @) Note 2
Gateway Information - @) V/
HomeURL Tag 80’ M 1
HomeURL Length X M Note 2
HomeURL Information -- M X

NOTE 1: This is the total size of the constructed TLV object (not including the
tag and this length).

NOTE 2: The length is coded according to [49] using primitive encoding and the
minimum number of octets .

Gateway Tag: This contains information needed to access the WAP Gateway/Proxy
server. See description of EFuusice for the definition of Gateway TLV Object.

HomeURL Tag: This contains the URL for the WAP browser’s home page for the
current particular connectivity parameters. For contents and syntax of URL TLV
data object values, see [53]. The URL shall be encoded to an octet string
according to UTF-8 encoding rules as specified in [46].
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1 3.4.95 EFwarbrowsersm (WAP Browser Bookmarks)
2 If service n21 (WAP Browser) is allocated, this EF shall be present.

3 This EF contains bookmarks that may be provisioned by the operator and/or updated by
4 the user.

Identifier: '6F7C' Structure: Transparent Optional
File Size: Variable Update activity: High
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1to X, Bookmark TLV object M X1 bytes
X1+1 to X1+Xo Bookmark TLV Object 0] Xo bytes
o
X1+Xo+...+Xn1+1 to Bookmark TLV Object 0] Xn bytes
X1+X2+- . -+Xn—1+Xn

6 Unused bytes shall be set to 'FF." A value of ‘FF’ in place of Bookmark Tag field indicates
7 the end of valid data.

8 Bookmark TLV object contents:
Description Value | M/O | Length (bytes)
Bookmark Tag '‘AD' M 1
Length Note 1 M Note 2
URL Tag 80’ M 1
Length Y M Note 2
URL Information - M Y
Bookmark Name Tag 81’ @) 1
Length V/ @) Note 2
Bookmark Name Information - @) V/
NOTE 1: This is the total size of the constructed TLV object (not including the
tag and this length).
NOTE 2: The length is coded according to [49] using primitive encoding and
the minimum number of octets .
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URL Information: For contents and syntax of URL TLV data object values, see
53]. The URL shall be encoded to an octet string according to UTF-8 encoding
rules, as specified in [46].

Bookmark Name Information: This field shall be encoded to an octet string
according to UTF-8 encoding rules as specified in [46].
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If services n40 (Multimedia Messaging Service) and n15 (Messaging and 3GPD Extensions)

are allocated, this EF shall be present.

3GPP2 C.S0023-D v2.0

This EF contains the configuration of MMS.

Note that this EF does not contain configuration associated with how the MMS client

connects to the MMS service. This type of configuration information is included in

EFmumsicey-
Identifier: ‘6F7E’ Structure: Transparent Optional
File size: 8 bytes Update Activity: Medium
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-4 Max Message Size Value M 4 bytes
S Retry Times Value M 1 bytes
6 Retry Interval Value M 1 bytes
7-8 MMSC Timeout Value M 2 bytes

Max Message Size: This is the maximum MMS message size (in bytes) allowed by
the operator. Coding: 32-bit integer.

Byte 1:

MSB of the integer

Byte 2:

Byte 3:

Byte 4:

LSB of the integer

|b8|b7|b6|b5|b4|b3|b2|b1|

|b8|b7|b6|b5|b4|b3|b2|b1|

|b8|b7|b6|b5|b4|b3|b2|b1|

|b8|b7|b6|b5|b4|b3|b2|b1|
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Retry Times: This is the number of times the MMS application will retry for sending
a message. Coding: 8-bit integer.

Retry Interval: This is the number of seconds to wait before the next retry is
attempted. Coding: 8-bit integer.

MMSC Timeout: This is the number of seconds for the device to wait for response
from Mobile Messaging Service Center (MMSC) before declaring it as an MMSC
timeout.

Coding: 16-bit integer.

Byte 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

MSB of the integer

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

LSB of the integer
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3.4.97 EFspL (Java Download URL)
If service n22 (Java) is allocated, this EF shall be present.

This EF contains the information for downloading Java applications from the Java
download server.

Identifier: ‘6F7F’ Structure: Transparent Optional
File size: Variable (Y=X) Update Activity: Low
Access Conditions:

READ CHV1

UPDATE ADM

INVALIDATE ADM

REHABILITATE ADM

Bytes Description M/O Length
1-X Java Download URL M X bytes

Unused bytes shall be set to ‘FF.
Java Download URL:

This field of X bytes contains the URL for the Java download server and a
termination byte. For contents and syntax, see [5253]. The URL shall be encoded
as an octet string according to UTF-8 encoding rules, as specified in [46]. The
termination byte is set to ‘00’
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3.5 Coding of Packet Data Security-Related Parameters

This section specifies the coding of packet data security-related parameters to be stored in
the R-UIM securely. These parameters are used for IP based authentication functions by
the R-UIM. Also, these parameters can be read or updated via OTA commands (i.e. 3GPD
CONFIGURATION/DOWNLOAD REQUEST command) only when the Secure Mode is
turned on. If the R-UIM receives the 3GPD CONFIGURATION REQUEST command or
3GPD DOWNLOAD REQUEST command containing Block_ID for Simple IP CHAP SS,
Mobile IP SS or HRPD Access Authentication CHAP SS Parameters Block and Secure Mode
is not active, then the R-UIM shall return a Result Code of ‘00110011’ (Rejected — Secure
Mode not active )

3.5.1 Simple IP CHAP SS Parameters

The Simple IP CHAP SS Parameters shall be present if service n20 is allocated (See
Section 3.4.18) and coded as follows:

Bytes Description Length
1 Length of SimplelP CHAP SS Parameter Block 1 bytes
2 -X+1 See [7], SimpleIlP CHAP SS Parameter Block X bytes

Details of the SimpleIP CHAP SS Parameters Block are defined in Section 3.5.8.10 of [7].

3.5.2 Mobile IP SS Parameters

The Mobile_IP SS Parameters shall be present if service n38 is allocated (See Section
3.4.18) and coded as follows:

Bytes Description Length
1 Length of MobileIP SS Parameter Block 1 bytes
2 -X+1 See [7], MobileIP SS Parameter Block X bytes

Details of the MobileIP SS Parameters Block are defined in Section 3.5.8.11 of [7].

3.5.3 HRPD Access Authentication CHAP SS Parameters

The HRPD Access Authentication CHAP SS Parameters shall be present if service nS is
allocated (See Section 3.4.18) and coded as follows:

Bytes Description Length

1 Length of HRPD Access Authentication CHAP 1 bytes
SS Parameters Block

2 -X+1 See [7], HRPD Access Authentication CHAP X bytes
SS Parameters Block

Details of the HRPD Access Authentication CHAP SS Parameters Block are defined in
Section 3.5.8.14 of [7].
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3.6 Coding of Shared Secret Used in IETF Protocol

This section specifies the coding of the shared secret to be stored in the R-UIM securely,
which is used in Authentication Functions by the R-UIM.

The Shared Secret shall be present if service n40 is allocated (See Section 3.4.18) and
coded as follows:

Bytes Description Length
1-2 Length of Shared Secret 2 bytes
3 -X+2 Shared Secret, see IETF RFCs in 3.4.72 X bytes

3.7 Multi-Mode Card

Multi mode card (e.g. CDMA and GSM) shall comply with both this document and [17]. In
case of multi- mode MS supporting multiple modes, if one mode fails to initialize,
then the MS shall attempt to initialize the other modes.
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4 AUTHENTICATION-AND, SECURITY AND COMMANDS

This section describes the interface between the ME and the R-UIM. Details of the 15}
ANSI-41 protocols [15] are provided in order to clarify the interface. Section 4.1 describes
parameter storage and flow. Section 4.2 describes the components of {+5jthe ANSI-41-
based security procedures [15] within the context of a R-UIM environment. Section 4.3
specifies detailed commands and responses between the ME and the R-UIM, and uses
section 4.2 as a reference. This section also describes Security-Related Commands (Sec.
4.4), OTASP/OTAPA Commands (Sec. 4.5) to support OTASP [7], ESN and MEID
Management Commands (Sec. 4.6), Packet Data Security-Related Commands (Sec. 4.7),

their corresponding Commands (Sec. 4.8), BCMCS Commands (Sec. 4.9), Application

Authentication Commands (Sec. 4.10), Authentication and Key Agreement procedure

(AKA)-related Functions (Sec. 4.11) and their corresponding commands (Sec. 4.12).

The authentication procedures may be tested using the test vectors from Section 3 of [20].

4.1 Parameter Storage and Parameter Exchange Procedures
The following parameters are stored on the R-UIM:

* Algorithm(s) for Authentication and Key Generation. Currently [15]-related security
functions utilize the CAVE algorithm for these functions.

* A-key, which is accessible only to the algorithm used for Key Generation. The A-key
may be programmed into the R-UIM directly by the service provider or it may be
programmed into the R-UIM through an over-the-air procedure. The A-key is not
accessible by the ME. Therefore the method of storage on the R-UIM is not specified
in this document. During the execution of some procedures, it is necessary that two
values (“old” and “new”) of the A-key be stored.

* Shared Secret Data (SSD), which is accessible only to the Authentication and Key
Generation functions. SSD is not accessible by the ME. Therefore the method of
storage on the R-UIM is not specified in the document. During the execution of some
procedures, it is necessary that two values, SSDs (new) and SSD (old){“eld”—and

“mewof-SSD be stored.

* Temporary (typically per-call) secret parameters used for the generation of ciphering

keys subsequent to the authentication process.
* COUNT, accessible by the ME. COUNT is incremented upon network command.

* International Mobile Station Identity, consisting of both IMSI_M and IMSI_T. IMSI_M
contains a Mobile Identification Number (MIN) in its lower 10 digits. IMSI T is not
related to the MIN. Subscription Identity is accessible by the ME.

o UM ID-er pseude-UIMID-{if EUIM ID-iswused}, a parameter that is stored in EFrumip
having dentif F GE3L.

* Service Programming Code (SPC), havingan-identifier of ‘6F33°—SPC-is-stored in EFspc
and used in the OTASP/OTAPA procedures.
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OTAPA/SPC_Enable, storing the user’s
input to the OTASP/OTAPA procedures_in EForapaspc.

NAM_LOCK, storing the lock/unlock status
of the NAM in EFnamLock.

* Root Key, which is accessible only to the algorithm used for Key Generation. The
Root Key may be programmed into the R-UIM directly by the service provider or it
may be programmed into the R-UIM through the procedures defined in [7]. The
Root Key is not accessible by the ME. Therefore the method of storage on the
R-UIM is not specified in this document. During the execution of some procedures,
it is necessary that two values (“old” and “new”) of the Root Key be stored.

The following parameters are stored in the ME:

All algorithms used for the encryption of voice, user data and signaling messages.
Key-processing for ECMEA and ECMEA _NF functions.
ESN ME.
MEID_ME.
Control mechanism for OTASP/ OTAPA procedures

The following parameters are passed from the ME to the R-UIM during the course of

security-related procedures:

RAND, the “global” random challenge, available in the overhead information.

Last Dialed Digits, a subset of the digits used to identify the called party. The R-UIM
uses these to compose the “Auth Data” field for some ME messages. Refer to
Table 2.3.12.1-1 of [5] or Table 6.3.12.1-1_of [14], entitled “Auth_Signature Input
Parameters”.

RANDU, a “unique” random challenge sent by the network.

AUTHBS, an authentication response sent from the network during the SSD Update
process.

RANDSeed, a random number that may be used to generate RANDBS.

RANDSSD, the parameter that accompanies an SSD update command sent by the
network to initiate an SSD update.

ESN_ME;, passed from the ME to the R-UIM upon
insertion of the R-UIM into the ME . Also it is sent in an
AUTHENTICATE (Run CAVE) Command or an UPDATE SSD command. If

EFusamnp bit 1 = ©6°0°, the ESN value received in a security command

shall be used in the authentication algorithm regardless of what is stored in

1-EI.?ESN MEID_ME.
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The following parameters are passed from the ME to the R-UIM during the course of
OTASP/OTAPA procedures:

* RANDSeed, a 32-bit random number that accompanies the OTAPA REQUEST.
* RANDSeed, a 160-bit random number that is a parameter in the MS KEY REQUEST.

* A-key/Root Key generation parameters P, P Length, G, G Length, A-key Protocol
Revision, BS Result and BS Result Length.

* Block ID, Block Length, Parameter Data, Offset and Size parameters that refer to
stored data as components of CONFIGURATION, VALIDATION and DOWNLOAD
request messages.

* Start/Stop indicator as part of OTAPA REQUEST Message

. pESN, the parameter that accompanies the OTAPA REQUEST command (if
ME is assigned with MEID and service n9 is allocated and activated)

The following parameters are passed from the R-UIM to the ME during the course of
security-related procedures:

* AUTHR, the response to the “global challenge”.

* Keys, as needed, for use with the encryption algorithm(s). These may include a 64-
bit key and a variable length VPM.
* AUTHU, the response to a “unique” challenge.

* RANDBS, the network authentication challenge for the SSD Update procedure.

The following parameters are passed from the R-UIM to the ME during the course of
OTASP/OTAPA procedures:

* RAND_OTAPA, for network validation.
* A-key/Root Key generation parameters MS Result and MS Result Length.
* Result Code for most commands to indicate success/failure and reason(s) for failure.

* Block ID, Block Length, Parameter Data, Offset and Size as needed to identify
segments of stored data.
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4.2 Description of Security-Related Functions

The ME should start and finish the executions of all of the commands related to an [15]
based security procedure in order and within the same Dedicated File (DF) environment.

The R-UIM performs the following operations; managing shared secret data, performing
authentication calculations and generating encryption keys and managing the call history
parameter.

4.2.1 Managing Shared Secret Data

The R-UIM stores and manages the SSD that is used as the derived secret variable for all
authentication response calculations and subsequent key generations. SSD is derived
from the “A-key” stored in the R-UIM. SSD updates are initiated when the network issues
the command UPDATE SSD, containing the parameter RANDSSD, to the ME. Details of
the SSD update procedure are described in [5] and [14]

A subscriber’s home network is the only entity that may update the subscriber’s Shared
Secret Data (SSD). This is illustrated in the figure below. When the network launches an
SSD Update to a particular subscriber, the subscriber’s ME will first store the parameter
RANDSSD and then generate a random number called RANDSeed. The ME begins the
BASE STATION CHALLENGE function by passing the parameter RANDSeed to the R-UIM.
This in turn causes the R-UIM to generate RANDBS. The relationship of RANDBS to
RANDSeed is specified by the issuer of the R-UIM. The R-UIM may derive RANDBS by
applying a pseudo-random process to RANDSeed, or it may ignore RANDSeed and generate
RANDBS independently. RANDBS should not be the same for consecutive identical values
of RANDSeed. The command BASE STATION CHALLENGE directs the R-UIM to pass
RANDBS to the ME, which in turn forwards RANDBS to the network.
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R-UIM ME Network
temporary
storage
RANDSSD
A
RANDBS RANDBS 4
random number | . | RAND random
enhancement Seed number
generator
UIM ME Network
temporary
storage
A RANDSSD
RANDES RANDBS g
random number | . | RAND random
enhancement Seed number
generator

Figure 2. Base Station Challenge Function

Next, the ME updates SSD by sending the UPDATE SSD command to the R-UIM,
containing the parameter RANDSSD and a control data field. Refer to Figure 3. The R-UIM
then calculates a new (trial) value of SSD _(SSDs) and calculates an expected value of the
network’s response to RANDBS, called AUTHBS. The parameters ESN and IMSI used for
these calculations are determined at the time of R-UIM insertion into the ME in
accordance with EFyscmp . If ESN_ME rather than UIMID is chosen (i.e.

EFusamp bit 1 = ©0%), the value used as input to authentication algorithms shall be

the one received from security commands, regardless of what is stored in EFgsy uein me. For
details, refer to section 4.6, “ESN and MEID Management Command”, and to section 3.4.2,

EF IMSL._ M~
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R-UIM ME Network
UIMID
¢ ESN_ME
select |«
A-KEY
v v
RANDSSD
CAVE |« SS
SSD IMSL_T
S
v v
» CAVE |« select

Fy 1

RANDBS AUTHBS IMSI_M

UIM ME Network

UIMID

v

select |«

ESN

A-KEY

v v

CAVE «

RANDSSD

(new) IMSI_T

SSD
v v
» CAVE |« select

£y 1

RANDBS AUTHBS IMSI_M

Figure 3. Update SSD Function, AUTHBS Calculation

In the network, the parameter RANDSSD is also used to generate a new value of SSD
(SSDg) for the selected R-UIM. When RANDBS is received from the subscriber’s ME, the
network combines it with SSDs to calculate AUTHBS. AUTHBS is then sent
from the network to the subscriber’s phone. Refer to Figure 4. The ME in turn forwards
the received value of AUTHBS to the R-UIM as a parameter of the CONFIRM SSD function.
The R-UIM then compares its calculated value of AUTHBS to that sent by the network.

If the R-UIM finds the two values to be equivalent, the SSD Update procedure has been a
success. SSDs is then stored in semi-permanent memory on the R-
UIM and used for all subsequent authentication calculations, with one exception, noted
below. If the two values of AUTHBS are different, the R-UIM discards SSDg

and continues to retain its current value. Refer to Figure 4.
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If the SSD Update procedure is being performed as part of an OTASP/OTAPA procedure,
the ME shall set “process control” bit 3 to the value of ‘1’ as an input parameter of the
“UPDATE SSD” command. This will cause the R-UIM to retain the current value of SSD in
semi-permanent memory but use SSDs for re-authentication calculations.
The R-UIM will set the value of SSD to SSDg only upon R-UIM acceptance of
the “COMMIT Request Message” from the network.

R-UIM ME Network

CAVE

AUTHBS

AuthBS
)

If Equal,
SSD = Success/
SSDsg Failure

Yy —

UIM ME Network

CAVE

AUTHBS

AuthBS
)

If Equal,
SSD = Success/
SSD(new) Failure

Yy —

Figure 4. Confirm SSD Function

4.2.2 Performing Authentication Calculations and Generating Encryption Keys

The second R-UIM security-related function is to perform authentication calculations and
generate encryption keys for use with ME ciphering techniques. See the following figure.
This is performed by the Run CAVE function. The settings of the input parameters for the
authentication procedure are defined in [5] and [14]. The parameters ESN and IMSI that
are used for the Run CAVE function are determined at the time of R-UIM insertion into
the ME. If ESN rather than UIMID is chosen (i.e. EFuscmp_bit 1 = ‘00))
for the Run CAVE function, the value used for the CAVE algorithm shall be the one
received from security commands, regardless of what is stored in EFgsy mein me-. For detalils,
refer to section 4.6, “ESN and MEID Management Command”, and to section 3.4.2,
EFIMSI M.
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R-UIM ME Network
UIMID
¢ P ESN_ME
select |«
RAND/
v RANDU
SSD—»| CAVE |¢ RANDTYPE AUTHR/
AUTHU |
A "
P DigLength
modify | Digits
A
select
IMSL_T IMSI_M
UiMm ME Network
UuIMID
< ESN
select |«
RAND/
vy . RANDU
b dt
SSD —»| CAVE |« randtype AUTHR/
AUTHU
A "
P DigLength
modify | DIGITS
A
select
IMSI_T IMSI_M

Figure 5. Run CAVE Function

The R-UIM stores both an IMSI_M and an IMSI T to identify the subscription. The lower
10 digits of each are encoded as 34 bit subsets identified as IMSI_ M_S and IMSI T_S,
respectively. These are further subdivided into the 24-bit quantities IMSI_M_S1 and
IMSI_T_S1 to identify the coding of the lower 7 digits and the 10-bit quantities IMSI_M_S2
and IMSI_T_S2 to identify the coding of the remaining 3 digits. For the authentication
calculation, the 24-bit coding of the lower 7 digits is used for most applications.
Furthermore, an 8-bit subset of the coding of the remaining 3 digits may also be used. See
Table 2.3.12.1-1 in [5] and Table 6.3.12.1-1 in [14], entitled “Auth_Signature Input
Parameters”. The IMSI to be used for these calculations is determined at the time of R-
UIM insertion into the ME. For details, refer to section 3.4.2, EFusi u
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In order that conformance to [5] and [14] be supported, a 34-bit MIN will be stored in
EFmsim. The use of these bits for the calculation of authentication responses shall be as
described above.

The command Get Response causes the R-UIM to pass the output AUTHR or AUTHU
(“global” challenge response or “unique” challenge response) to the ME.— Temporary |
parameters may be stored on the R-UIM for use in calculating ciphering keys.

The calculation of ciphering keys is performed by execution of the GENERATE KEY/VPM
function.

The GENERATE KEY/VPM function is shown in the following figure. This function will
produce keys for some of the ciphering mechanisms as specified in [5] and [14].
GENERATE KEY/VPM will process temporary stored parameters that were produced
during the calculation of an authentication response by the Run CAVE function and will
produce keys. Some may be used directly for ME encryption functions and some may be
further processed within the ME for use by the ECMEA and ECMEA NF encryption
functions.

R-UIM ME Network
Generate
< Key/VPM
CAVE (VPM endpoints)
A Key,VPM
Stored
Data from
Run CAVE
Command
uiMm ME Network
Generate
< Key/VPM
CAVE (VPM endpoints)
A Key,VPM
Stored
Data from
Run_CAVE
Function

Figure 6. Generate Key/VPM Function

4.2.3 Managing the Call History Parameter

The third security-related function is the generation and management of the call history
parameter CALL COUNT. CALL COUNT is used as a simple “clone” detector. During
network access protocols, the R-UIM reports its value of CALL COUNT to the network. If
the value is consistent with the network’s perception of CALL COUNT, the network will
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likely grant access based on the authentication process. During the call, the value of
CALL COUNT may be incremented upon a command from the network.

If the network determines that a value of CALL COUNT appears to be out of sequence, the
network may choose to investigate the possibility that the R-UIM has been “cloned” and
take remedial action.

Incrementing and reading the parameter COUNT is accomplished via standard ME-to-R-
UIM commands.
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4.3 Description of OTASP/OTAPA Functions

A complete description of Over-the-Air Service Provisioning (OTASP) and Over-the-Air
Parameter Administration (OTAPA) may be found in [7]. This section highlights the
aspects of R-UIM that support OTASP/OTAPA. EFs are described first, followed by [7]
“Request/Response” messages that have been mapped to R-UIM commands. In some
cases, ME intervention is necessary to accomplish the OTASP/OTAPA functions.

4.3.1 Elementary Files for OTASP/OTAPA

Four EFs are described.

4.3.1.1 EFgpc (Service Programming Code)

The Service Programming Code (SPC) is a simple means to protect the contents of the R-
UIM from being programmed without authorization. SPC is described in [7] section 3.3.6.

4.3.1.2 EFgyapaspc (OTAPA/SPC_Enable)

This EF can be written to and read via the ME. It allows the user to activate OTAPA
protection for the NAM on the R-UIM. It also allews-enables the user to enable-allow (or
deny) the service provider to change the value of SPC from a default value to a non-default
value.ewer—thoaisebeocceos o 5o panc o to bie 00

4.3.1.3 EFyamrock (NAM_LOCK)
[7] provides means for “locking” NAM contents under the control of the service provider,

with appropriate inputs from the user. This EF stores the current state (locked/unlocked)
of the NAM.

4.3.1.4 EF gy (OTASP/ OTAPA Features)

This EF maintains a listing of OTASP/OTAPA features and the associated protocol version
for each. The ME reads this EF in order to respond to the “Protocol Capability Request
Message” from the network. The ME combines this information with parameters;suech—as
modelnumberthat-are stored in the ME as defined in Sec. 3.5.1.7 of [7] — specifically, its
Firmware Revision Number and Manufacturer’s Model Number.

4.3.2 Mapping of OTASP/OTAPA Request/Response Messages to R-UIM Commands

The OTASP/OTAPA message pairs are listed in [7]. In some cases, the mapping is one-to-
one. In others, the ME intervenes by performing a translation to enable the use of simple
R-UIM commands. In still other cases, the ME relies upon security-related commands to
prepare a response.

4.3.2.1 Protocol Capability Request/Response Messages

This message requests information that is stored in both the ME and in the R-UIM. The
ME reads theEFgra © z = =
ei—t—l%%e&pe&s%for the list of FEATURE ID and FEATURE P REV pairs that the R-UIM

supports, then—adds information stored in the ME (its Firmware Revision Number and

”»

4-11



20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

3GPP2 C.S0023-D v2.0

Manufacturer’s Model Number) and sends this information to the network in—erder—to
complete the response.

4.3.2.2 MS Key Request Command/Response Messages

This command initiates a Diffie/Hellman key exchange that enables calculation of the "A-
key" and/or Root Key. This—isthe command that ecanvsesthe R UM to cenerateitsprivate

coeebomee hal emeablos enlenlalbor ol the B8 leen? e o Dool e Upon receipt of the

MS Key Request message from the network, the ME generates a 160-bit random number
called RANDSeed and sends RANDSeed to the R-UIM along with the modulus P and the
generator G sent by the network. The R-UIM in turn generates a random number X that
may be related to RANDSeed. Then the R-UIM raises G to the =power of X, modulo P and
temporarily stores the result as MS_RESULT. The R-UIM computes a“ResultCode’sets
the Result Code and sends this in response to the MS KEY REQUEST #messagecommand.

The ME forwards the Result Code to the network to complete this transaction. Details of
this process are in sections 3.3.1.5 and 5 of [7].

4.3.2.3 Key Generation Request/Response Messages

This request/response pair completes the ephemeral Diffie/Hellman key exchange. Upon
receipt of the Key Generation Request message, the ME-The-netweork sends BS_RESULT
to the R-UIM-and the R-UIM inturn sends MS-RESULT tothe network. The R-UIM
calculates the Diffie/Hellman result by raising BS_RESULT to the xpower of X (see section
4.3.2.2), modulo P. A subset of this result is temporarily stored as the A-key and/or Root
Key. The R-UIM sets the Result Code and MS RESULT and sends these in the response to
the KEY GENERATION REQUEST command. The ME forwards the Result Code and MS
RESULT to the network to complete this transaction. Details of this process are in {7}
sections 3.3.1.6 and 5 of [7]-5-1.

4.3.2.4 SSD Update

An SSD Update may be performed as a component of OTASP/OTAPA procedures. This
process uses commands and EFs described in other sections of the R-UIM document. The
SSD Update procedure that is performed during OTASP/OTAPA uses temporary values of
the A-Key and SSD, and does not store these temporary values in semi-permanent
memory until the R-UIM accepts the “COMMIT-ReguestMessase” command. This slight
deviation from the {14{-procedure_in [5] and [14] is accommodated by the setting of “bit
2”bit 3 of the “process control” parameter of the “UPDATE SSD” command to the R-UIM.
The R-UIM should reject any Update SSD command and return SW1=98" and SW2=34’
(Error, out of sequence) if it is received outside of the context of a key generation

procedure.

4.3.2.5 Re-Authentication Request/Response Messages

The ME receives the Re-Authentication Request Message containing the four-octet
parameter RAND. The ME constructs the Re-Authentication Response Message by taking
the following steps.
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(1) Read EFCOUNT
(2) Prepare AUTH_DATA (See [7], section 3.3.2)
(3) Truncate RAND to produce RANDC

4) Compute AUTHR by using the ecemmand AUTHENTICATE (Run CAVE)
command with input parameters:

. RANDTYPE=0000 0000’ (i.e., 32 bits)

. RAND=RAND received by ME

. DigLength, DIGITS as specified by AUTH_DATA
. Process Control

BitObl: ‘O’ (inactive)

Bittb2: ‘O’ (inactive)

Bit2b3: ‘1’ (wait for COMMIT before storing A-key, SSD)
Bit3b4: ‘O’ (inactive)

Bit4b5: ‘1’ (save registers)

Bit5b6: ‘O’ (inactive)

Bit6b7: ‘0’ (inactive)

Bit7b8: ‘0’ (inactive)

If message encryption or voice privacy is to be activated, the ME executes the command
GENERATE KEY/VPM with the R-UIM.
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4.3.2.6 Validation Request/Response Messages

The ME receives the Validate—Validation Request Message, which seeks validation of
‘NUM_BLOCKS’ blocks of data, each block having a length of ‘ BLOCK_LEN’. In order that R-
UIM command coding be simplified, the ME buffers the data into respective blocks, then
validates each block via the command VALIDATEValidate, whereby a single block of data
having length ‘BLOCK_LEN’ is validated. For each block, the R-UIM responds with a Result
Code. Upon successful execution of the command and depending on the Block ID, the R-
UIM shall temporarily store NAM LOCKs or SPCg as specified in section 3.3.1.10 of [7]. The
ME then accumulates the R-UIM responses and sends a composite response to the
network. The ME should stop sending a VALIDATE (Verify SPC) command to the R-UIM
during the same OTASP session after receiving more than five failure responses from the
R-UIM as recommended in Sec. 3.4 of [7].

{#-Section 4.5.4 of [7] describes common blocks of data that are validated. These include
verification of the SPC, verification that the SPC may be updated by the network and
validation of SPASM, whereby AUTH _OTAPA is compared within the R-UIM to an
internally-generated value that was calculated as a component of the R-UIM’s response to
the OTAPA Request command. Thus, the SPASM mechanism requires that an OTAPA
Response Message be sent from ME to network prior to the Validation Request message.

4.3.2.7 Configuration Request Command/Response Messages

The ME receives the Configuration Request Messagecommand, which requests
configuration details of ‘NUM_BLOCKS’ of data, each block having a length of ‘BLOCK_LEN’.
In order that R-UIM command coding be simplified, the ME buffers the request into
‘NUM_BLOCK’ single block requests, then asks for configuration details for each block via
the CONFIGURATION REQUEST command to the R-UIM. For each block, the R-UIM
responds with the Block ID, Block Length, Result Code and Parameter Data_(see sections
3.3.1.1, 3.5.1.1 and 4.5.1.1 of [7]). The ME accumulates the set of block responses and
sends a composite response to the network. Note that the R-UIM shall use ME-specific

parameters (i.e. SCM, MOB_P_REV and Local Control) stored in the EFugscrr to generate a
response.

4.3.2.8 Download Request/Response Messages

The ME receives the Download Request Message, which attempts to download
‘NUM_BLOCKS’ of data to the R-UIM, each block having a Block ID, Block Length and
Parameter Data of length ‘Block Length’. In order that R-UIM command coding be
simplified, the ME buffers the request into NUM_BLOCK single block requests, then
attempts to download each block via the DOWNLOAD REQUEST command to the R-UIM.
Prior to issuance of multiple DOWNLOAD REQUEST commands, the ME may query
appropriate EF data to determine if adequate storage space exists in the R-UIM EFs to
successfully complete the downloading operation. For each execution of the DOWNLOAD
REQUEST command, the R-UIM returns the Block ID and Result Code- (see sections
3.3.1.2, 3.5.1.2 and 4.5.1.2 of [7]). Upon successful execution of the command, the R-UIM
shall temporarily store the data. The ME accumulates the set of block responses and

sends a composite response to the network.

4-14



21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

3GPP2 C.S0023-D v2.0

4.3.2.9 SSPR Configuration Request/Response Messages

The network asks for SSPR data stored in a particular area of the R-UIM. The R-UIM
responds with Block ID, Result Code, Block Length and Parameter Data_(see sections

3.3.1.8, 3.5.1.8 and 4.5.1.8 of [7]). The ME-is-transparentto-this eperation—Parametersare
fomsasdioton e Ll

If Block ID = ‘0000 0000’ or ‘0000 0001’, the R-UIM uses EFpr.. If Block ID = ‘0000 0010’, the
R-UIM uses EFgprL if present.

4.3.2.10 SSPR Download Request/Response Messages

The network attempts to download SSPR data into the R-UIM. The data contains a Block
ID, a Block Length and Parameter Data having ‘Block Length’ size. If the MS receives 254
or 255 bytes for the Parameter Data from the network (instead of 253 or less), then the ME
shall send to the R-UIM two commands - since the maximum length Param Data that the
ME can send is 253 bytes. The R-UIM responds with the Block ID, Result Code, Segment
Offset and Segment Size, as described in {7#};-sections 3.3.1.9, 4.5.1.9 and 3.5.1.9_of [7].

The ME-is-transparentto-thiseperation- Upon successful execution of the command, the
R-UIM shall temporarily store the data.

If Block ID = ‘0000 0000’, the R-UIM updates EFpr. (and EFcsspr if present) after the R-UIM
receives and successfully executes a COMMIT command. If Block ID = ‘0000 0001’, the R-
UIM update, if present, EFeprr. and EFcsspr after the R-UIM receives and successfully

executes a COMMIT command.

4.3.2.11 OTAPA Request/Response Messages

The network attempts to initiate OTAPA by sending an “OTAPA Request Message”
containing the “start/stop” parameter. The ME in turn passes this to the R-UIM, along
with a 32-bit ME-generated random number RANDSeed. If service n9 is allocated and
activated and ME is assigned with MEID, the ME also passes pseudeo-pESN to the R-UIM.
The R-UIM generates its own random number RAND_OTAPA which may be related to
RANDSeed. Also, the R-UIM computes a value for AUTH_OTAPA as described in [7],

section 3.3.7. %%%H&F&FH%E%HESN—&%SGH%@MH@GHGH%%—LS&%H@F&G—%@

If the OTAPA feature is disabled by the user (as defined by the OTAPA Enable bit in
EForarasec and Sec. 3.2.2 [7]), the ME shall not send OTAPA REQUEST to the R-UIM.

4.3.2.12 Commit ReguestCommand/Response Messages

The network sends a “Commit Request Message” to the R-UIM via the ME. The ME
translates this to the R-UIM command COMMIT. The R-UIM responds with the Result
Code which the ME forwards to the network via the “Commit Response Message”. Upon
successful execution of the command, the R-UIM shall move temporarily stored data to

semi-permanent memory, i.e. to the appropriate EF(s) (as specified in sections 3.3.1.3,
3.5.1.6 and 4.5.1.7 of [7]).
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4.3.2.13 PUZL Configuration Request/Response Messages

The network asks for PUZL data stored in a particular area of the R-UIM. The R-UIM
responds with Block ID, Result Code, Block Length and Parameter Data_(see sections
3.3.1.12, 3.5.1.12 and 4.5.1.12 of [7]). The ME-is-transparent-to-this-eperation—Parameters

4.3.2.14 PUZL Download Request/Response Messages

The network attempts to download PUZL data into the R-UIM. The data contains a Block
ID, a Block Length and Parameter Data having Block Length’ size. The R-UIM responds
with the Block ID, Result Code, Identifier Present Flag, User Zone ID and User Zone
System ID, as described in—}#}; sections 3.3.1.13, 4.5.1.13 and 3.5.1.13 of [7]-—Fhe MEis
transparentto-this-eperation- Upon successful execution of the command, the R-UIM shall

temporarily store the data.

4.3.2.15 3GPD Configuration Request/Response Messages

The ME receives the 3GPD Configuration Request Message which requests configuration
details of ‘NUM_BLOCKS’ of data with each block having a length of BLOCK_LEN’. In order
that R-UIM command coding be simplified, the ME buffers the request into ‘NUM_BLOCK’
single block requests, then asks for configuration details for each block via the 3GPD
CONFIGURATION REQUEST command to the R-UIM. For each block, the R-UIM responds
with the Block ID, Block Length, Result Code and Parameter Data (see sections 3.3.1.14,
3.5.1.14 and 4.5.1.14 of [7]). -The ME accumulates the set of block responses and sends a
composite response to the network. If the 3GPD CONFIGURATION REQUEST command
contains a BLOCK_ID for SimplelP PAP SS Parameters, Simple[P CHAP SS Parameters,
MobilelP SS Parameters or HRPD Access Authentication CHAP SS Parameters, the R-UIM
shall check if the Secure Mode is active. If the Secure Mode is not active, then the R-UIM
shall return SW1=69’ and SW2=82’ (Security status not satisfied [55]).

4.3.2.16 3GPD Download Request/Response Messages

The ME receives the 3GPD Download Request Message which attempts to download
‘NUM_BLOCKS’ of data to the R-UIM, each block having a Block ID, Block Length and
Parameter Data of length ‘Block Length’. In order that R-UIM command coding be
simplified, the ME buffers the request into NUM_BLOCK single block requests, then
attempts to download each block via the 3GPD Download Request command to the R-UIM.
The ME may query appropriate EF data to determine if adequate storage space exists in
the R-UIM EFs to successfully complete the downloading operation, prior to issuance of
multiple Download Request commands. For each execution of the 3GPD DOWNLOAD
REQUEST command, the R-UIM returns the Block ID and Result Code (see sections
3.3.1.15, 3.5.1.15 and 4.5.1.15 of [7]). Upon successful execution of the command, the R-
UIM shall temporarily store the data. The ME accumulates the set of block responses and
sends a composite response to the network. If the 3GPD DOWNLOAD REQUEST command
contains a BLOCK_ID for SimplelP PAP SS Parameters, Simple[P CHAP SS Parameters,
MobileIlP SS Parameters or HRPD Access Authentication CHAP SS Parameters, the R-UIM
shall check if the Secure Mode is active. If the Secure Mode is not active, then the R-UIM
shall return SW1=69’ and SW2=82’ (Security status not satisfied [55]).
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4.3.2.17 Secure Mode Request/Response Messages

This is the command that causes the R-UIM to generate Secure Mode Ciphering Key
(SMCK). The R-UIM shall use the SMCK as a key for encryption and decryption of all
PARAM-DATA of all Parameter Blocks sent and received by the R-UIM in the OTASP Data
Messages while the Secure Mode is active.

The network can initiate the Secure Mode by sending Secure Mode Request Message to
the ME with the START_STOP field set to ‘1’. Upon receipt of the Secure Mode Request
Message with the START _STOP filed set to ‘1’, the ME translates this to the SECURE
MODE command. The R-UIM shall use RAND_SM received in this command and the SSD
to compute the SMCK as described in [7], section 3.3.8.1 and then the R-UIM responds
with Result Code, which the ME forwards to the network via the “Secure Mode Response
Message”. While the Secure Mode is active, the ME shall send a FRESH command to the
R-UIM prior to sending any commands when it receives one of the following messages;

i Configuration Request Messages

. SSPR Configuration Request Message

. PUZL Configuration Request Message

. 3GPD Configuration Request Message

. Download Request Messages

. SSPR Download Request Message

. PUZL Download Request Message

. 3GPD Download Request Message

. MMD Configuration Request Message

. MMD Download Request Message

i MMS Configuration Request Message

. MMS Download Request Message

. System Tag Configuration Request Message
. System Tag Download Request Message

For the configuration request messages, the ME sends the FRESH command to the R-UIM
to request a 15-bit FRESH value selection. This can be selected at random or can be set
to a monotonically increasing counter. The R-UIM responds with the FRESH value.

For the download request messages, the ME sends the FRESH command to R-UIM to pass
the FRESH value received from the network.

The network can terminate the Secure Mode by sending Secure Mode Request Message
to the ME with the START_STOP field set to ‘O’. Upon receipt of the Secure Mode Request
Message with the START _STOP filed set to ‘0’, the ME translates this to the SECURE
MODE command. The R-UIM responds with Result Code, which the ME forwards to the
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network via the “Secure Mode Response Message” (see sections 3.3.1.16, 3.5.1.16 and

4.5.1.16 of [7]).

4.3.2.18 Service Key Generation Request/Response Messages

This is the command that causes the R-UIM to generate Service keys, such as BCMCS,
IMS, WLAN, etc. R-UIM shall generate an intermediate key based on the root key before
using it to generate service keys. Details of this process are in [7], section 3.3.10._See also
sections 3.3.1.21, 3.5.1.22 and 4.5.1.22 of [7].

4.3.2.19MMD Configuration Request/Response Messages

The network asks for MMD data stored in a particular area of the R-UIM. The R-UIM
responds with Block ID, Result Code, Block Length and Parameter Data_(see sections
3.3.1.17, 3.5.1.18 and 4.5.1.18 of [7]).— Fhe ME-is-transparent-to-this-operationParameters
Spcteesastiod o o UL

4.3.2.20MMD Download Request/Response Messages

The network attempts to download MMD data into the R-UIM. The data contains a Block
ID, a Block Length and Parameter Data having Block Length’ size. The R-UIM responds
with the Block ID and Result Code as described in {7} sections 3.3.1.18, 4.5.1.19 and
3.5.1.19 of [7].-Fhe ME-istransparentto-thiseperation: Upon successful execution of the

command, the R-UIM shall temporarily store the data.

4.3.2.21 MMS Configuration Request/Response Messages

The network asks for MMS data stored in a particular area of the R-UIM. The R-UIM
responds with Block ID, Result Code, Block Length and Parameter Data (see sections
3.3.1.22, 3.5.1.23 and 4.5.1.23 of [7]).— Fhe ME-is-transparent-to-this-operation-Parameters
Spcteesastiod o o UL

4.3.2.22MMS Download Request/Response Messages

The network attempts to download MMS data into the R-UIM. EFyysce (MMS Issuer
Connectivity Parameters) should be updated. The data contains a Block ID, a Block
Length and Parameter Data having ‘Block Length’ size. The R-UIM responds with the Block
ID and Result Code as described in {#}; sections 3.3.1.23, 4.5.1.24 and 3.5.1.24 of [7].-Fhe

ME-is—transparent-to—thiseperation. Upon successful execution of the command, the R-
UIM shall temporarily store the data.

4.3.2.23System Tag Configuration Request/Response Messages

The network asks for System Tag data stored in a particular area of the R-UIM. The R-UIM
responds with Block ID, Result Code, Block Length and Parameter Data.—the ME—is

trensparent-to-this-eperation. Parameters are formatted as in sections 3.3.1.19, 3.5.1.20
and 4.5.1.20 of [7].
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4.3.2.24 System Tag Download Request/Response Messages

The network attempts to download System Tag data into the R-UIM. The data contains a
Block ID, a Block Length and Parameter Data having ‘Block Length’ size. The R-UIM
responds with the Block ID, Result Code, Segment Offset and Segment Size, as described
in sections 3.3.1.20, 3.5.1.21 and 4.5.1.21 of [7].-Fhe ME-istransparent-te-thiseperation-

Upon successful execution of the command, the R-UIM shall temporarily store the data.
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4.4 Description of Security-Related Commands

The commands BASE STATION CHALLENGE, UPDATE SSD and CONFIRM SSD are
performed in sequence_as described in Annex D. If either UPDATE SSD or CONFIRM SSD
are run-received out of sequence, the card shall return SW1=98" and SW2=34’ (Error, out
of sequence). In this case, the ME shall abandon the sequence of commands and shall re-

start the sequence of commands starting with Base Station Challenge if the ME performs

the sequence of commands again. If the R-UIM receives a Base Station Challenge

command, it shall re-start the command sequence. If T=0 protocol is used, APDU is
mapped onto TPDU (see Section 9.1 in [17])

In the procedures described in Sections 4.4.1 through 4.4.5; RANDSSD, RANDSeed,
RANDBS, AuthBS, RAND, RANDU, AUTHR and AUTHU are encoded with the highest-order
byte—octet first. ESN_ME is encoded with the lowest-order byte—octet first to match the
coding for EFgsy yep ME-

4.4.1 Update SSD

COMMAND CLASS INS P1 P2 Lc Le
UPDATE SSD ‘AO° ‘Q4° 00’ 00’ OF’ Q&Ii!asc_

Command parameters/data:

Octet(s) | Description Length
1-7 RANDSSD 7 bytes
8 Process_Control* 1 byte |
9-15 |ESN ME 7 bytes |

The input parameter Process_Control is coded as follows:
Octet 8:

b8 b7 [b6[b5[b4[b3[b2[bl |

RFU

b3=0: Trigger to store SSD is successful
validation of AUTHBS via CONFIRM SSD
command.

b3=1: Trigger to store SSD is acceptance of
a COMMIT command during
OTASP/OTAPA.

RFU

b5=0: Save registers OFF

b5=1: Save registers ON, the
authentication process maintains or
“freezes” the state of internal registers
following the generation of an
authentication response

RFU
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Bit 3 of Process Control specifies the trigger that causes the newly calculated value of SSD

to become stored in semi-permanent memory. If b3 = ‘O’, the trigger is a successful
validation of AUTHBS via a CONFIRM SSD command. If b3 = ‘1’, the trigger is the
acceptance of a COMMIT command during OTASP/OTAPA.

The use of bit 4-5 is only relevant to the AUTHENTICATE (Run CAVE) command, in which
the generation of keys may follow the generation of an authentication response.

AE-is assigned with ) do-ESN value shall be used in ESN fieldIf EFyganp bit
1 is set to ©‘0’, then the R-UIM shall use the value in the ESN_ME field as an input to the
CAVE algorithm.

Otherwise, if the EFysonp bit 1 is set to ‘1’°, then the R-UIM shall ignore the value in the
ESN_ME field.

The ESN_ME field is coded with the 4-byte ESN_ME which occupies Octets 9 to 12. Octets
13 — 15 shall be set to ‘00 00 00’.

Response parameters/data:

No response parameters are generated as a result of command execution. The

appropriate SW1 and SW2 shall be returned.

4.4.2 BASE STATION CHALLENGE

COMMAND CLASS INS P1 P2 Lc Le

BASE STATION — — — — — ==
CHALLENGE AO 8A 00 00 04 04

Command parameters/data:
Octet(s) | Description Length
1-4 RANDSeed 4 bytes
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Response parameters/data:

Octet(s) | Description Length
1-4 RANDBS 4 bytes
4.4.3 CONFIRM SSD
COMMAND CLASS INS P1 P2 Lc Le
CONFIRM SSD ‘A0’ ‘82’ ‘00’ 00’ 03’ e
sent
Command parameters/data:
Octet(s) | Description Length
1-3 AuthBS 3 bytes
AuthBS shall be coded as follows:
Octet 1:
b8|Db7 | b6 |bS|b4|b3|b2|bl
AuthBS (bit 17)
AuthBS (MSB - bit 18)
RFU
Octet 2:
b8|Db7 | b6 |bS|b4|b3|b2|bl

AuthBS (bit 9)

AuthBS (bit 16)
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Octet 3:

AuthBS (LSB — bit 1)

AuthBS (bit 8)

Response parameters/data:

No response parameters are generated as a result of command execution. Successful
comparison will cause SW1 to be set to 90’ and SW2 to be set to ‘00’. Unsuccessful
comparison will cause SW1 to be set to 98 and SW2 to be set to 04’ (Authentication

failed [17]).

If the ME is assigned an MEID and if bitl of the EFygsnp is set to ‘0’, then the PseudepESN
value received in the UPDATE SSD command shall be used in-as the ESN field-as-input to
the CAVE algorithm for the computation of AuthBS.
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4.4.4 AUTHENTICATE

This command performs authentication functions.

COMMAND CLASS INS P1 P2 Le Le

AUTHENTICATE ‘A0’ ‘88’ P1 ‘00’ XX’ YY’ |

P1 parameter defines the authentication command type:

P1 Meaning XX YY |
‘00’ Run CAVE a1 ‘03’ |
‘01’ 3G Access AKA Variable Variable |
02’ EAP AKA Variable Variable |
P1= ‘00’: 2G Authentication-Run CAVE
Command parameters/data:
Octet(s) | Description Length
1 RANDTYPE (RAND/RANDU) 1 byte
2-5 RAND/RANDU 4 bytes
6 DigLength (expressed in bits) 1 byte
7-9 Digits 3 bytes |
10 Process_Control 1 byte
11-17 | ESN_ME 7 bytes |

The parameter RANDTYPE is coded as follows:
‘0000 0000’ RAND (global random challenge)
‘0000 0001’ RANDU (unique random challenge)
All other values of RANDTYPE are reserved for future use.

If the RANDTYPE is set to RAND, then the RAND occupies octets 2-5. If the RANDTYPE is
set to RANDU, then the RANDU occupies octets 3-5 and octet 2 is ignored.

If there are no digits for input to CAVE (e.g., for Registration or Unique Challenge),
then Diglength = 6-00” and Octets 7-9 = 6’00 00 00’. If digits are included, bits b1l
to b4 of Octet 9 encode the least significant digit , the next least significant digit

is encoded in bits b5 to b8 of Octet 9, the next least significant digit is encoded in bits b1l
to b4 of Octet 8 and so on to Octet 7. If less than 6 digits are input, then Octets 7-9
are zero padded. For example, if the digits are “123”, then

Byte 6 = ‘0000 1100, (Note: 3 digits at 4 bits per digit is 12 bits)

Byte 7 = ‘0000 0000,
Byte 8 = ‘0000 0001’ and
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Cetetls} | Deseription Lensth
1+—3 | AUTHRAUTHU 3-bytes

The input parameter Process_Control is coded as follows:

Octet 10:

b8 b7‘b6‘b5‘b4‘b3‘b2‘bl‘

RFU

b3=0: Trigger to store SSD is successful
validation of AUTHBS via Confirm
SSD command.

b3=1: Trigger to store SSD is acceptance of
a Commit Request Message
command during OTASP/OTAPA.

RFU

b5=0: Save registers OFF

b5=1: Save registers ON, the
authentication process maintains or
“freezes” the state of internal
registers following the generation of
an authentication response

RFU
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te ‘0.

The ESN ME field is coded with the 4-byte ESN _ME which occupies Octets 11 to 14. Octets
15 to 17 should be set to ‘00 00 00’. If EFygqmp_bit 1 is set to O, then the R-UIM shall use
the value in the ESN ME field as the ESN input to the CAVE algorithm.

Response parameters/data:

Octet(s) | Description Length |
1-3 | AUTHR/AUTHU 3 bytes |

P1=201’ ‘01’: 3G Authentication-Access AKA

Upon receiving this AUTHENTICATE command, the R-UIM either generates the AKA
security parameters: IK, CK, RES, UAK if supported, by using the Root Key or sends an
AUTS if sequence number resynchronization is necessary. See section 2.3.12.5.2 of [5].

Command parameters/data:

Octet(s) Description Length
1-16 RANDA 16 bytes
17 Length of AUTN (L1) 1 byte

18-18+L1 | AUTN L1 bytes

Where AUTN = SQN®AK | | AMF| | MAC-A

Response parameters/data:

Octet(s) Description Length
1 Synchronization Failure Tag 1 byte
Either
2-17 Cipher Key 16 bytes
18 -33 Integrity Key 16 bytes
34 RES Length 1 byte
35 to
35+RES RES RES Length
Length-1
Or
| 2-15 | AUTS | 14 bytes |

If the R-UIM detects the sequence numbers to be invalid, the R-UIM shall set
synchronization failure tag to ‘00000001’ and include AUTS. Otherwise, the R-UIM shall
set synchronization failure tag to ‘00000000’ and include CK, IK, RES Length and RES. All
the other values are reserved.

If MACA comparison fails, the R-UIM returns status words SW1 = 98 and SW2 = 04’
(Authentication failure [17]).

RES Length field shall be set to the length of RES, and it has to be greater or equal to 1.
P1=202’ ‘02’: WLAN Authentication -— EAP AKA
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Upon receiving this AUTHENTICATE command, the R-UIM either generates IK, CK, RES, |
UAK if supported, by using WLAN Root Key or sends an AUTS if sequence number

resynchronization is necessary. See [42] and [59]. |

Command parameters/data:

Octet(s) Description Length
1-16 RANDA 16 bytes
17 Length of AUTN (L1) 1 byte

18-18+L1 | AUTN L1 bytes

Where AUTN = SQN®AK | | AMF| | MAC-A

Response parameters/data:

Octet(s) Description Length
1 Synchronization Failure Tag 1 byte
Either
2-17 Cipher Key 16 bytes
18 -33 Integrity Key 16 bytes
34 RES Length 1 byte
35 to
35+RES RES RES Length
Length-1
or
| 2-15 | AUTS | 14 bytes

If the R-UIM detects the sequence numbers to be invalid, the R-UIM shall set
synchronization failure tag to ‘00000001’ and include AUTS. Otherwise, the R-UIM shall
set synchronization failure tag to ‘00000000’ and include CK, IK, RES Length and RES. All
the other values are reserved.

If MACA comparison fails, the R-UIM returns status words SW1 = 98 and SW2 = 04’
(Authentication failure [17]).

RES Length field shall be set to the length of RES, and it has to be greater or equal to 1.

4.4.4.1 Advisory Note on the Use of Run CAVE

In early versions of R-UIM specifications, the AUTHENTICATE (Run CAVE) command was |
used to perform both the calculations of authentication responses and the generation of

ciphering keys. As [14/15] systems continue to evolve, it became necessary to partition
the tasks of authentication and cipher key generation among several commands.

The AUTHENTICATE (Run CAVE command as shown is used to generate authentication
responses and to enable the calculation of ciphering keys upon the invocation of a

subsequent command.

If ciphering keys are to be generated, the AUTHENTICATE (Run CAVE) command should
carry the input parameter Process_Control with bit 5 set to ON (‘1). Once the

authentication response has been delivered via the Get Response command, a cipher key
generation command may be issued. This will perform key generation calculations that
are based upon the “saved” parameters that were stored upon the execution of the
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AUTHENTICATE (Run CAVE) command with bit-4bit 5 of the Process_Control octet set to
ON.

4.4.4.2 Use of Cipher Key Generation Command

The command GENERATE KEY/VPM may be invoked at any time following the Ru=n
CAVEAUTHENTICATE (Run CAVE) command with the “save” function ON. One or more
instances of AUTHENTICATE (Run CAVE)Rus-CAVE command may be performed with the
“save registers” function OFF during the intervening time period, but the input parameters
to the GENERATE KEY/VPM will be those values that were stored upon the most recent
invocation of the AUTHENTICATE (Run CAVE)Run—CAVE command with the “save
registers” function turned ON. GENERATE KEY/VPM will provide a fixed-length 64-bit key
along with a key-VPM of hestME-specified length to the hestfunetienME upon the
execution of the Get Response command.
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4.4.5 Generate Key/VPM

This command relies on the prior successful execution of the AUTHENTICATE
(Run CAVE) command with the “save” function activated. If this has not occurred, the
SW1=98" and SW2=34" (Error, out of sequence) shall be returned
upon the invocation of this command.

status words

COMMAND CLASS INS P1 P2 Lc Le
GENERATE AR’ Qs N N ‘0’ *
KEY/VPM A0 8E 00 00 02
Command parameters/data:
Octet(s) | Description Length
1 First octet of VPM to be output 1 byte
2 Last octet of VPM to be output 1 byte
Details value:
Octet(s) | Description of the choice for the VPM to be Length
1 2 output.
XX’ | YY’ |Retrieve the (YY-XX+1) length of the VPM to be |(YY-XX+1) bytes
output
FF’ | FF’ | No VPM to be output 0 byte

If VPM output is present, then the range of XX’ and YY’ shall be between ‘00’ and
‘40’, and XX’ < YY’. If the entire VPM of length 520 bits (or 65 bytes) [20] is desired, XX’ and

YY’ shall be s

et to, respectively, ‘00’ and ‘40’.

Response parameters/data:

Octet(s) | Description Length
1-8 Key 8 bytes
9 - VPM octets from KX’ *

* The number of VPM octets varies as specified by command parameter.
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4.5 Description of OTASP/OTAPA Commands

4.5.1 MS KEY REQUEST

The purpose of this command is described in 4.3.2.2.

COMMAND CLASS INS P1 P2 Lc Le
MS KEY ‘A0’ ‘50’ 00’ 00’ * 01’
REQUEST®

Command parameters/data:

Octet(s) | Description Length

1-20 RANDSeed 20 bytes
21 A-key Protocol Revision 1 byte
22 Parameter P Length 1 byte
23 Parameter G Length 1 byte

Parameter P
Length
Parameter
G Length

24 -X Parameter P

X+1toY Parameter G

*If A-key Protocol Revision is greater than ‘00000010’°, Parameter P Length and Parameter
G Length shall be set to ‘00000000’ and the Parameter P and G shall be omitted.
Details of command parameters are in [7], section 4.5.1.3, “MS Key Request Message”.

Response parameters/data:
Octet(s) | Description Length
1 Result Code 1 byte

Details of the response are in [7], sections 3.3.1.5, “MS Key Request Message Processing”
and 3.5.1.3, “MS Key Response Message”.

6 This command was previously called “Generate Public Key”.
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4.5.2 KEY GENERATION REQUEST

The purpose of this command is described in 4.3.2.3.

COMMAND CLASS INS P1 P2 Lc Le
KEY GENERATION ‘A0’ 52’ ‘00’ ‘00’ * **
REQUEST

Command parameters/data:

Octet(s) | Description Length
1 BS Result Length 1 byte
2-Lc BS Result Lc - 1 bytes
* Note: Lc=Length of BS Result in octets + 1,
Details of command parameters are in [7], section 4.5.1.4.
Response parameters/data:
Octet(s) | Description Length
1 Result Code 1 byte
2 MS Result Length 1 byte
3-Le MS Result Le - 2 bytes
** Note: Le=Length of MS Result + 2
Details of the response are in [7], sections 3.3.1.6 and 3.5.1.4.
4.5.3 COMMIT
COMMAND CLASS INS P1 P2 Lc Le
COMMIT ‘A0’ ‘cC ‘00’ ‘00’ empty ‘or’
Response parameters/data:
Octet(s) | Description Length
1 Result Code 1 byte

Details of the Commit Request and Response are in [7], sections 3.3.1.3, 4.5.1.6 and
3.5.1.6, respectively.

If one or more DOWNLOAD REQUEST commands with Block ID = ‘00’ or ‘02’ were received
with an IMSI M that has a zero value (all digits are zero), then the R-UIM shall set
IMSI M PROGRAMMED to ‘O’ in EFmst m. If IMSI M has a non-zero value, the R-UIM shall
set IMSI_M_PROGRAMMED to ‘1’.

If one or more DOWNLOAD REQUEST commands with Block ID = ‘O3’ were received with
an IMSI T that has a zero value (all digits are zero), then the R-UIM shall set
IMSI T PROGRAMMED to ‘O’ in EFms 1. If the IMSI T has a non-zero value, the R-UIM shall
set IMSI_T PROGRAMMED to ‘1.
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4.5.4 VALIDATE

COMMAND CLASS INS P1 P2 Lc Le

VALIDATE ‘A0’ ‘CE’ ‘00’ ‘00’ * 02 |

Command parameters/data:

Octet(s) | Description Length

1 Block ID 1 byte

2 Block Length 1 byte
3-Lc Param Data Lc - 2 bytes

This command requests validation of a single block of data and forms a subset of the
“Validation Request Message” as described in [7], section 4.5.1.10.

* Note: Lc = Length of Param Data + 2

Response parameters/data:

Octet(s) | Description Length
1 Block ID 1 byte
2 Result Code 1 byte

This response pertains to a single block of data and forms a subset of the “Validation
Response Message” as described in [7], sections 3.3.1.10 and 3.5.1.10.

As defined in Sections 3.2.2.3 and 3.3.1.10 Validation Request Message Processing of [7],
SP LOCK STATE is initially set at the start of an OTASP programming session and shall
be set according to the following conditions:

1. Itissetto ‘0’ if

a. the R-UIM does not support Service Programming Lock, or

b. the R-UIM supports Service Programming Lock and bit 1 of EFgspcs is set to ‘O’.

2. Itis set to ‘1’ otherwise.

Note that, during the OTASP session:

1. SP LOCK STATE cannot change from ‘O’ to ‘1’and

2. SP LOCK _STATE can change from ‘1’ to ‘O’ after the R-UIM receives and
successfully executes a VALIDATE (Verify SPC) command as described in Annex
E.
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4.5.5 CONFIGURATION REQUEST

COMMAND CLASS INS P1 P2 Lc Le
CONFIGURATION ‘AN’ =47 ‘A’ ) *
REQUEST ‘AO 54 00 00 01

Command parameters/data:
Octet(s) | Description
1 Block ID

Length
1 byte

This command requests configuration details of a single block of data and forms a subset
of the “Configuration Request Message” as described in [7], section 4.5.1.1.

The ME shall not send a CONFIGURATION REQUEST with a Block ID = ‘04’ (eHRPD_IMSI)
to the R-UIM (this Block ID is used for the Network-MS interface and not needed for the
ME-R-UIM interface). The mapping of CONFIGURATION REQUEST parameters for each
Block ID to the various EFs are provided in the tables below. For Block ID = ‘00’ (CDMA /
Analog NAM) and ‘02’ (CDMA NAM), the ME can derive MAX SID NID by 1) sending
SELECT EFcpmanome and 2) setting MAX_SID NID to the file size (bytes 3 to 4 from the

20

21

22

23
24

25

26

27

response) divided by 5.

See Annex F for parameter to EF mapping.

Response parameters/data:

Octet(s) | Description Length
1 Block ID 1 byte
2 Block Length 1 byte
3 Result Code 1 byte
4 -Le Param Data Le - 3 bytes

* Note: Le = Length of Param Data + 3.

This response provides configuration details of a single block of data and forms a subset of

the “Configuration Response Message” as described in [7], sections 3.3.1.1 and 3.5.1.1.

4.5.6 DOWNLOAD REQUEST

COMMAND CLASS INS P1 P2 Lc Le
DOWNLOAD AR s ‘00’ ‘00’ * ‘0’
REQUEST AO 56 00 00 02
Command parameters/data:
Octet(s) | Description Length
1 Block ID 1 byte
2 Block Length 1 byte
3-Lc Param Data Lc - 2 bytes
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This command requests the download of a single block of data and forms a subset of the
“Download Request Message” as described in [7], section 4.5.1.2.

* Note: Lc = Length of Param Data + 2

The ME shall not send a DOWNLOAD REQUEST with a Block ID = ‘04’ (eHRPD IMSI) to the
R-UIM (this Block ID is used for the Network-MS interface and not needed for the ME-R-
UIM interface). The mapping of the DOWNLOAD REQUEST parameters to the EFs where
they are stored is described in section 4.5.5. If the received data includes SID/NID pairs (in

EFcpmanome), the R-UIM shall retain only the SID/NID pairs from the most recently received
message.
Note: if Block ID = ‘00’, ‘02’ or ‘03’, the DOWNLOAD REQUEST command in conjunction

with COMMIT updates IMSI M_PROGRAMMED in EFnsium or IMSI T PROGRAMMED in
EFmst r as described in sections 4.5.3 and 4.5.5.

See Annex F for a description of parameter to EF mapping.

Response parameters/data:

Octet(s) | Description Length
1 Block ID 1 byte
2 Result Code 1 byte

This response pertains to a single block of data and forms a subset of the “Download

Response Message” as described in [7], sections 3.3.1.2 and 3.5.1.2.

4.5.7 SSPR CONFIGURATION REQUEST

COMMAND CLASS INS P1 P2 Lc Le
SSPR CONFIGURATION Ay , ‘A’ AP ‘4’
REQUEST AO EA 00 00 04
Command parameters/data:
Octet(s) | Description Length
1 Block ID 1 byte
2-3 Request Offset 2 bytes
4 Request Max Size 1 byte

Note: If Block ID = ‘0000 0001’ (Preferred Roaming List-Parameter Bleeclk} ) then octets 2
through 4 are used as inputs for this command. For other Block t€sIDs, octets 2 through 4
are ignored.

Details of command parameters are in [7], section 4.5.1.8, “SSPR Configuration Request
Message”.

| Response parameters/data:
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Octet(s) | Description Length
1 Block ID 1 byte
2 Result Code 1 byte
3 Block Length 1 byte
4 -Le Param Data Le - 3 bytes

* Note: Le=Length of Param Data + 3.

Details of the response are in [7], sections 3.3.1.8, “SSPR Configuration Request Message
Processing” and 3.5.1.8, “SSPR Configuration Response Message”. The PR LISTS-P in [7]
maps to EFpre if Block ID = ‘0000 0001

Note: If Block ID = ‘0000 0010’ (Extended Preferred Roaming List Dimensions), EFgprL iS not
present and EFpre is present, then the R-UIM sets CUR SSPR P REV to ‘01’ in Param Data
(which is PARAM DATA in [7]) to return the PRL dimensions in the response as defined in
Sec. 3.5.3.3 of [7].

4.5.8 SSPR DOWNLOAD REQUEST

COMMAND CLASS INS P1 P2 Lc Le

SSPR DOWNLOAD AQ’ EC 00’ 00’ * 05’

REQUEST

Command parameters/data:

Octet(s) | Description Length
1 Block ID 1 byte
2 Block Length 1 byte**
Le—2
3-Lc Param Data bytesBlock
Length

* Note: Lc=Length of Param Data+2Command parameters/data.

** Note: Block Length = length of Param Data. The maximum value for Block Length is 253.

Details of the command parameters are in [7], section 4.5.1.9, “SSPR Download Request
Message”. While [7] defines a maximum PRL parameter block data size of 255 bytes, Lc has

a maximum value of 255 and there is a 6 byte overhead consisting of Block ID, Block

Length, Reserved, Last Segment, Segment Size and Segment Offset (See Sec. 4.5.3 of [7]).

This results in a maximum PRL parameter block data size of 249 bytes that the ME can
send to the R-UIM. The PR LISTs-p in [7] maps to EFpg. if Block ID = ‘0000 0000’ and to
EFepry if Block ID = ‘0000 0001°.
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Response parameters/data:

Octet(s) | Description Length

1 Block ID 1 byte

2 Result Code 1 byte
3-4 Segment Offset (see note below) 0 or 2 bytes
5 Segment Size (see note below) 0 or 1 byte

¢ Details of the response are in [7], sections 3.3.1.9, “SSPR Download Request Message

Processing” and 3.5.1.9, “SSPR Download Response Message”.

* Note: If the Block ID is not ‘00000000’ or ‘00000001’, then the Segment Offset and

Segment Size should not be included in the response.

4.5.9 OTAPA REQUEST

COMMAND

CLASS INS

P1

P2 Lc

Le

OTAPA REQUEST ‘A0’ EE’

XX’

‘00’ 2XXYY’

‘06’ |

Depending on certain conditions, P1 is set to either ‘00’ or to ‘O1’.

P1 is set to ‘00’ if any of the following conditions holds:
* ME is not assigned with-ESNan MEID ME;
* ME is assigned with-an MEID_ME but service n9 is not allecated-eractivated,;

*  EFusgmp bit 1 is set to ‘1%

If P1 = ‘00’
Command parameters/data:
Octet(s) | Description Length
1 Start/Stop 1 byte
2-5 RANDSeed 4 bytes
YY (Lc) = 5.
P1 is set to ‘01’ if all of the following conditions hold:
e ME is assigned an MEID ME;
e Service n9 is activated;
e EFysomp bit 1 is set to 0.
IfP1 =01
Command parameters/data:
Octet(s) | Description Length
1 Start/Stop 1 byte
2-5 RANDSeed 4 bytes
6-12 pseudo-pESN 7 bytes
YY (Lc) = 12.

Note: The pESN is actually a four byte identifier which occupies Octets 6 to 9. Octets 10 —

12 should be set to ‘00 00 00’.
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The Start/Stop parameter as defined in Section 4.5.1.11 of [7] shall be coded as follows:

Octet 1

|b8|b7|b6|b5|b4|b3|b2|b1|

RFU

Start/Stop field

Response parameters/data:

Octet(s) | Description Length

1 Result Code 1 byte

2 NAM_LOCK Indicator 1 byte
3-6 RAND OTAPA 0 or 4 bytes

* The RAND_OTAPA (

OTAPA REQUEST command.

The NAM_LOCK Indicator parameter as defined in Section 3.5.1.11 of [7] shall be coded as

follows:

Octet 2

octets 3-6) is returned if and only if the Result Code is 00’
the NAM_LOCK_STATE is enabled (=‘1’)_and Start/Stop field was set to ‘1’ (Start) in the

|b8|b7|b6|b5|b4|b3|b2|b1|

Details of the response are in [7], sections 3.3.1.11 “OTAPA Request Message Processing”
and 3.5.1.11, “OTAPA Response Message”.

4.5.10 PUZL CONFIGURATION REQUEST

NAM_LOCK Indicator
RFU

COMMAND

CLASS

INS

P1

P2

Lc

Le

PUZL

REQUEST

CONFIGURATION ‘A0’

¢F47

¢007

¢007

Command parameters/data:

Octet(s)

Description

Length

1

Block ID (‘0000 0000)

1 byte

Note: If Block ID = ‘0000 0001’ (PUZL Priorities Parameter Block), then octets 2 through 4

are used as inputs for this command.
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Octet(s) | Description Length
1 Block ID (‘0000 0001’) 1 byte
2-3 Request Index 2 bytes
4 Request Max Entries 1 byte

The Request Index parameter as defined in [7] shall be coded as follows:

Octet 2

|b8|b7|b6|b5|b4|b3|b2|b1|

| Request Index (bit 9)
Request Index (bit 10)
Request Index (bit 11)
Request Index (bit 12)
(07
(07
(07
(07

Octet 3

|b8|b7|b6|b5|b4|b3|b2|b1|

Request Index (bit 1
Request Index (bit 2
Request Index (bit 3
Request Index (bit 4
Request Index (bit 5
Request Index (bit 6
Request Index (bit 7
Request Index (bit 8

—_—— — = — — — —

Note: If Block ID = ‘0000 0010’ (User Zone Parameter Block), then octets 2 through 8 are
used as inputs for this command.

Octet(s) | Description Length
1 Block ID (‘0000 0010)) 1 byte
2-3 Uz ID 2 bytes
4-5 UZ_SID 2 bytes
6-7 Request Offset 2 bytes

8 Request Max Size 1 byte

The UZ_SID parameter as defined in [7] shall be coded as follows:

Octet 4

[b8]b7[b6[b5[b4]b3[b2]b1 |

[ UZ.SID (bit 9)
UZ_SID (bit 10)
UZ_SID (bit 11)
UZ_SID (bit 12)
UZ_SID (bit 13)
UZ_SID (bit 14)
UZ_SID (bit 15)
o
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UZ_SID (bit 1)
UZ_SID (bit 2)
UZ_SID (bit 3)
UZ_SID (bit 4)
UZ_SID (bit 5)
UZ_SID (bit 6)
UZ_SID (bit 7)
UZ_SID (bit 8)

The Request Offset parameter as defined in [7] shall be coded as follows:

Octet 6

Octet 7

|b8|b7|b6|b5|b4|b3|b2|b1|

Request Offset (bit 9)

|b8|b7|b6|b5|b4|b3|b2|b1|

Request Offset (bit 10)
Request Offset (bit 11)
Request Offset (bit 12)
(07
(07
(07
(07

Request Offset (bit 1)

Request Offset (bit 2)
Request Offset (bit 3)
Request Offset (bit 4)
Request Offset (bit 5)
Request Offset (bit 6)
Request Offset (bit 7)
Request Offset (bit 8)

Note: If Block ID = ‘0000 0011’ (Preferred User Zone List Parameter Block), then octets 2
through 4 are used as inputs for this command.

Octet(s) | Description Length
1 Block ID (‘0000 0011’ 1 byte
2-3 Request Index 2 bytes
4-5 Request Offset 2 bytes
6 Request Max Size 1 byte

Details of command parameters are in [7], section 4.5.1.12, “PUZL Configuration Request

Message”.
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Response parameters/data:

Octet(s) | Description Length
1 Block ID 1 byte
2 Result Code 1 byte
3 Block Length 1 byte
4 -Le Param Data Le - 3 bytes

* Note: Le=Length of Param Data + 3.

Details of the response are in [7], sections 3.3.1.12 “PUZL Configuration Request Message

Processing” and 3.5.1.12, “PUZL Configuration Response Message”.

4.5.11 PUZL DOWNLOAD REQUEST

COMMAND CLASS INS P1 P2 Lc Le
PUZL DOWNLOAD | ., , PRI ‘A’ ‘"N’ * PRgEn
REQUEST AO F6 00 00 05
Command parameters/data:
Octet(s) | Description Length
1 Block ID 1 byte
2 Block Length 1 byte
3-Lc Param Data Lc - 2 bytes

* Note: Lc=Length of Param Data + 2.

Details of the command parameters are in [7], section 4.5.1.13, “PUZL Download Request

Message”.

Response parameters/data:
Octet(s) | Description Length
1 Block ID 1 byte
2 Result Code 1 byte
3 Identifiers Present Flag 1 byte
4-5 UZ ID 2 bytes
6-7 UZ_SID 2 bytes

The Identifiers Present Flag parameter as defined in [7] shall be coded as follows:

Octet 3

|b8|b7|b6|b5|b4|b3|b2|b1|

Identifier Present Flag (bit)

(07
(07
(07

(07

(07

(07

(07

*The octets 4-7 are returned if the Identifiers Present Flag is set to ‘1’.
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Processing” and 3.5.1.13, “PUZL Download Response Message”.

The UZ_SID parameter as defined in [7] shall be coded as follows:

Octet 6

|b8|b7|b6|b5|b4|b3|b2|b1|

Octet 7

| UZ SID (bit 9)
UZ_SID (bit 10)
UZ_SID (bit 11)
UZ_SID (bit 12)

UZ_SID (bit 13)

UZ_SID (bit 14)

UZ_SID (bit 15)

(07

|b8|b7|b6|b5|b4|b3|b2|b1|

UZ_SID (bit 1)

UZ_SID (bit 2)
UZ_SID (bit 3)
UZ_SID (bit 4)
UZ_SID (bit 5)
UZ_SID (bit 6)
UZ_SID (bit 7)
UZ_SID (bit 8)
4.5.12 3GPD CONFIGURATION REQUEST
COMMAND CLASS INS P1 P2 Lc Le
3GPD
CONFIGURATION ‘A0’ FC’ ‘00’ ‘0o’ 01
REQUEST
Command parameters/data:
Octet(s) | Description Length
1 Block ID 1 byte

This command requests 3GPD configuration details of a single block of data and forms a
subset of the “3GPD Configuration Request Message” as described in [7], section 4.5.1.15.

Response parameters/data:

Octet(s) | Description Length
1 Block ID 1 byte
2 Block Length 1 byte
3 Result Code 1 byte
4 -Le Param Data Le - 3 bytes

* Note: Le = Length of Param Data + 3.
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This response provides 3GPD configuration details of a single block of data and forms a
subset of the “3GPD Configuration Response Message” as described in [7], sections

3.3.1.14 and 3.5.1.14.

4.5.13 3GPD DOWNLOAD REQUEST

COMMAND CLASS INS P1 P2 Lc Le
3GPD DOWNLOAD | (, s A PR ‘A’ * ‘>
REQUEST AO 48 00 00 02
Command parameters/data:
Octet(s) | Description Length
1 Block ID 1 byte
2 Block Length 1 byte
3-Lc Param Data Lc - 2 bytes

This command requests the 3GPD download of a single block of data and forms a subset of
the “3GPD Download Request Message” as described in [7], section 4.5.1.15.

* Note: Lc = Length of Param Data + 2.

Response parameters/data:

Octet(s) | Description Length
1 Block ID 1 byte
2 Result Code 1 byte

This response pertains to a single block of data and forms a subset of the “3GPD
Download Response Message” as described in [7], sections 3.3.1.15 and 3.5.1.15.

4.5.14 SECURE MODE

COMMAND CLASS INS P17 P2 Lc Le |
SECURE MODE AQ’ 4N’ 007 start See 08 01" |
01’ stop below empty
Pl1= ‘00’
Command parameters/data:
Octet(s) | Description Length
1-8 RAND_SM 8 bytes

Details of command parameters are in [7], section 4.5.1.16, “Secure Mode Request
Message”.

7 Note that the Start/Stop values used here differ from those used in [7].
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Response parameters/data:

Octet(s) | Description Length

1 Result Code 1 byte

Details of response parameters are in [7], sections 3.3.1.16, “Secure Mode Request

Message Processing” and 3.5.1.16, “Secure Mode Response Message”.

P1= 01’

Command parameters/data:
No command parameters are generated.

P2 shall be used for "KEY_IN_USE" parameter as described in [7].
If KEY_IN_USE = '0000', then P2 = 0x00

If KEY_IN_USE ='0001", then P2 = 0x01.

Response parameters/data:

Octet(s) | Description Length

1 Result Code 1 byte

Details of response parameters are in [7], sections 3.3.1.16, “Secure Mode Request

Message Processing” and 3.5.1.16, “Secure Mode Response Message”.

4.5.15 FRESH

COMMAND CLASS INS P1 P2 Lc Le
A Ao ‘00 put I ‘02’ Empty
FRESH AO 4c ‘01 get 00 empty ‘02’
Pl= ‘00’
Command parameters/data:
Octet(s) | Description Length
1-2 Crypto-Sync 2 bytes

Response parameters/data:

No response parameters are generated as a result of command execution. Successful
generation will cause SW1 to be set to 90’ and SW2 to be set to ‘00’. Unsuccessful
generation will cause SW1 to be set to 98’ and SW2 to be set to ‘04’ (Authentication failed

17]).
P1= 01’

Command parameters/data:
No command parameters are generated.

Response parameters/data:

Octet(s) | Description Length

1-2 Crypto-Sync 2 bytes

The Crypto-Sync parameter as defined in [7] shall be coded as follows:
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Octet 1

|b8|b7|b6|b5|b4|b3|b2|b1|

Crypto_Sync (bit 9)

Crypto_Sync (bit 10)
Crypto_Sync (bit 11)
Crypto_Sync (bit 12)

Crypto_Sync (bit 13)

Crypto_Sync (bit 14)

Crypto_Sync (bit 15)

(07

Octet 2

|b8|b7|b6|b5|b4|b3|b2|b1|

Crypto_Sync (bit 1)
Crypto_Sync (bit 2)
Crypto_Sync (bit 3)
Crypto_Sync (bit 4)

Crypto_Sync (bit 5)

Crypto_Sync (bit 6)

Crypto_Sync (bit 7)

Crypto_Sync (bit 8)

4.5.16 SERVICE KEY GENERATION REQUEST

The bitmap of KEY_ID defined in Table 4.5.1.22-1 of [7] shall be coded as follows:

Octet 1:

|b8|b7|b6|b5|b4|b3|b2|b1|

[ _RFU
R

FU
RFU
RFU

RFU

WLAN Root Key

BCMCS Root Key

IMS Root Key
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COMMAND CLASS INS P1 P2 Lc Le
SERVICE KEY
GENERATION ‘A0’ ‘4K’ ‘00’ ‘00’ ‘02’ ‘or’
REQUEST
Command parameters/data:
Octet(s) | Description Length
1-2 KEY ID 2 bytes




Octet 2:

|b8|b7|b6|b5|b4|b3|b2|b1|

[ _RFU
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RFU
RFU
RFU
RFU
RFU
RFU
RFU
Response parameters/data:
Octet(s) | Description Length
1 Result Code 1 byte
Details of response parameters are in [7].
4.5.17 MMD CONFIGURATION REQUEST
COMMAND CLASS INS P1 P2 Lc Le
MMD
CONFIGURATION ‘A0’ ‘c4’ ‘0o’ ‘0o’ ‘or’ *
REQUEST
Command parameters/data:
Octet(s) | Description Length
1 Block ID 1 byte

This command requests configuration details of a single block of data and forms a subset
of the “MMD Configuration Request Message” as described in [7], section 4.5.1.18.

Response parameters/data:

Octet(s) | Description Length
1 Block ID 1 byte
2 Block Length 1 byte
3 Result Code 1 byte
4 -Le Param Data Le - 3 bytes

* Note: Le=Length of Param Data + 3.

Details of the response are in [7], sections 3.3.1.17, “MMD

Configuration Request

Message Processing” and 3.5.1.18, “MMD Configuration Response Message”.

4-45




21

22

3GPP2 C.S0023-D v2.0

4.5.18 MMD DOWNLOAD REQUEST

* Note: Lc=Length of Param Data + 2.

COMMAND CLASS INS P1 P2 Lc Le
MMD DOWNLOAD | (4 ~» P ‘\0’ 00’ * ‘09’
REQUEST AO C6 00 00 02
Command parameters/data:
Octet(s) | Description Length
1 Block ID 1 byte
2 Block Length 1 byte
3-Lc Param Data Lc - 2 bytes

Details of the command parameters are in [7], section 4.5.1.19, “MMD Download Request

Message”.

Response parameters/data:

Octet(s) | Description Length
1 Block ID 1 byte
2 Result Code 1 byte

Details of the response are in [7], sections 3.3.1.18, “MMD Download Request Message

Processing” and 3.5.1.19, “MMD Download Response Message”.

4.5.19 MMS CONFIGURATION REQUEST

COMMAND CLASS INS P1 P2 Lc Le
MMS
CONFIGURATION ‘A0’ ‘42’ ‘00’ ‘00’ ‘or’ *
REQUEST
Command parameters/data:
Octet(s) | Description Length
1 Block ID 1 byte

This command requests configuration details of a single block of data and forms a subset

of the “MMS Configuration Request Message” as described in [7], section 4.5.1.23.

Response parameters/data:

Octet(s) | Description Length
1 Block ID 1 byte
2 Block Length 1 byte
3 Result Code 1 byte
4 -Le Param Data Le - 3 bytes

* Note: Le=Length of Param Data + 3.
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Details of the response are in [7], sections 3.3.1.22, “MMS Configuration Request Message

Processing” and 3.5.1.23, “MMS Configuration Response Message”.

4.5.20 MMS DOWNLOAD REQUEST

COMMAND CLASS INS P1 P2 Lc Le
MMS DOWNLOAD | (, A, A ‘"N’ ‘an’ * ‘9
REQUEST AO 46 00 00 02
Command parameters/data:
Octet(s) | Description Length
1 Block ID 1 byte
2 Block Length 1 byte
3-Lc Param Data Lc - 2 bytes

* Note: Lc=Length of Param Data + 2.

Details of the command parameters are in [7], section 4.5.1.24, “MMS Download Request
Message”.

Response parameters/data:

Octet(s) | Description Length
1 Block ID 1 byte
2 Result Code 1 byte

Details of the response are in [7], sections 3.3.1.23, “MMS Download Request Message

Processing” and 3.5.1.24, “MMS Download Response Message”.

4.5.21 SYSTEM TAG CONFIGURATION REQUEST

COMMAND CLASS INS P1 P2 Lc Le
SYSTEM TAG
CONFIGURATION ‘A0’ ‘c8’ ‘00’ ‘0o’ ‘o4’ *
REQUEST
Command parameters/data:
Octet(s) | Description Length
1 Block ID 1 byte
2-3 Request Offset 2 bytes
4 Request Max Size 1 byte
Note:

If Block ID = ‘0000 0010’ (Group Tag List), '0000 0100' (Specific Tag List), or '0000 0110’ (Call
Prompt List), then octets 2 through 4 are used as inputs for this command. For other
Block IDs, octets 2 through 4 are ignored.

Details of command parameters are in [7], section 4.5.1.20, “System Tag Configuration
Request Message”.
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Response parameters/data:

Octet(s) | Description Length
1 Block ID 1 byte
2 Result Code 1 byte
3 Block Length 1 byte
4 -Le Param Data Le - 3 bytes

* Note: Le=Length of Param Data + 3.

Details of the response are in [7], sections 3.3.1.19, “System Tag Configuration Request

Message Processing” and 3.5.1.20, “System Tag Configuration Response Message”.

4.5.22 SYSTEM TAG DOWNLOAD REQUEST

COMMAND CLASS INS P1 P2 Lc Le
SYSTEM TAG
DOWNLOAD ‘A0’ ‘CA’ ‘00’ ‘00’ * ‘05’
REQUEST

Command parameters/data:

Octet(s) | Description Length

1 Block ID 1 byte

2 Block Length 1 byte
3-Lc Param Data Lc - 2 bytes

* Note: Lc=Length of Param Data + 2.

Details of the command parameters are in [7], section 4.5.1.21, “System Tag Download
Request Message”.

Response parameters/data:

Octet(s) | Description Length
1 Block ID 1 byte

2 Result Code 1 byte
3-4 Segment Offset 2 bytes

S Segment Size 1 byte

Note: If the BLOCK_ID = '0000 0001' (Group Tag List), '0000 0010" (Specific Tag List), or
'0000 0011' (Call Prompt List), then octets 3 through 5 are used. For other Block IDs, octets
3 through 5 are ignored.

Details of the response are in [7], sections 3.3.1.20, “System Tag Download Request

Message Processing” and 3.5.1.21, “System Tag Download Response Message”.

4-48



20

21

22

24

3GPP2 C.S0023-D v2.0

4.6 ESN and MEID Management Command

If T=0 protocol is used, APDU is mapped onto TPDU. (See Section 9.1 in [17])

4.6.1 Store ESN_MEID_ME

COMMAND CLASS INS P1 P2 Le Le
STORE < ) 3 ) ) [1 ) [1 ) [1 )
ESN_MEID_ME a\0) DE XX 00 08 01

The STORE ESN MEID ME command stores to the R-UIM: the ESN ME (P1 = ‘00’) or the

MEID ME (P1 = ‘01’).

P1 is set to ‘00’ if any of the following condition holds:

* ME is assigned-with- ESNnot assigned with an MEID ME;
* ME is assigned with an MEID_ME but service n9 is not allecated-eractivated,;

Command parameters/data: (P1 = ‘00)):

Octet(s) | Description Length
1 ESN_ME Length 1 byte

2-85 ESN_ME 74 bytes
6-8 RESERVED 3 bytes

During the ME and R-UIM initialization process, the ME shall invoke the “STORE
ESN_MEID_ME” command to store its ESN ME in EFESN MEID ME%—FPH%E’SHAE—}%H‘%P}-}

‘N’ asenyre ed 1in e ne o
S,

Length of ESN_ME. This is set to ‘0100°.

The ME shall set this bit to ‘1’. The R-UIM shall ignore
this bit.

RFU

Octet 2 - 5:

ESN ME is encoded with the lowest-order byte first to match the coding for EFesy MED ME-

Octet 6 — 8:

The RESERVED field is set to ‘00 00 00’.

4-49




20

21

22

23

24

3GPP2 C.S0023-D v2.0

Response parameters/data:

Octet(s) | Description Length |
1 Change Flag, Usage Indicator 1 byte |
Octet 1:

[b8 b7 [b6[bS5[b4[b3[b2[bl] |

bl=0: ESN_ME has not changed

bl=1: ESN_ME has changed or EFysy yg1p vz previousl
contained an MEID_ME.

RFU

b5=0: ESN_ME is used for both identification and
authentication calculations, i.e. ESN_ME is used in e

very

place where ESN is used in [5] and [14], as indicated

by

bit 1 of EFysamyp:

b5=1: UIMID is used for both identification and
authentication calculations, i.e. UIMID is used in eves

place where ESN is used in [5] and [14] as indicated &

bit 1 of EFysamn:

RFU

P1 is set to ‘01’ if all of the following condition holds:
e Service n9 is allocated and activated.
e ME is assigned an MEID_ME.

Command parameters/data: (P1 = ‘01'):-used by ME{assisned-with MEID}

Octet(s) | Description Length
1 MEID_ME Length 1 byte
2-8 MEID_ME 7 bytes
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During the ME and R-UIM initialization process, the ME shall invoke the “STORE
ESN_MEID_ME” command to store its MEID ME in EFESN MEID ME—‘6-F38’.—L

Octet 1:
BB EEEED

| | | | Length of MEID_ME. This is setto ‘0111".
RFU

Octet 2 — 8:

MEID_ME is encoded with the lowest-order byte first to match the coding for

EHEESN MEID_ME.

Response parameters/data:

Octet(s} | Description Length
1 Change Flag, Usage Indicator 1 byte
Octet 1

b1=0: MEID ME has not changed

bl=1: MEID_ME has changed or EFesn meDb M previously
contained an ESN_ME.

RFU

b5=0: PseudeoESNpESN is used for both identification and
authentication calculations, i.e. Pseude-ESNpESN is used in
every place where ESN is used in [5] and [14], as indicated by
bit 1 of EFysarnp.

b5=1: UIMID is used for both identification and authentication
calculations, i.e. UIMID is used in every place where ESN is
used in [5] and [14] , as indicated by bit 1 of EFysginn.

b6=0: MEID_ME is used for MS identification, as indicated by
bit 2 of EFysgran:

b6=1: SF_EUIMID is used for MS identification, as indicated by
bit 2 of EFysgran:

RFU

20
21

22
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4.7 Description of Packet Data Security-Related Functions

This section describes the interface between the ME and R-UIM when the R-UIM performs
service authentication and access authentication functions for 3G packet data service.
Currently [23] defines Simple IP and Mobile IP as the two access methods for service
authentication. Simple IP refers to a service in which an access provider network assigns
an IP address and supplies an IP routing address to an MS. When
using Simple IP, the network may request either Point-to-Point Challenge Handshake
Authentication Protocol (PPP CHAP) or Point-to-Point Password Authentication Protocol
(PPP PAP) to authenticate the user. Mobile IP refers to a service where the network
provides the user with IP routing service to a public IP network and/or secure IP routing
service to private networks. When using Mobile IP, the network authenticates the user by
Mobile IP mobile-home authentication and Mobile IP challenge/response authentication.

[29] defines access authentication used for HRPD. Access authentication is a procedure
in which the Access Terminal (AT) is authenticated by the AN-AAA (Access Network
Authentication, Authorization and Accounting entity).

The following figure shows the authentication model for both the packet data service and

< Voice ‘ ‘ Data >

voice services.

Home
Authentication HOﬂ'SeemE)IUS
Server (AC)
PDSN/ RADIUS “
MSC Client — Internet

BSC/ PCF

MS /AT

Figure 7. Authentication Models

4.7.1 Managing Shared Secrets

The R-UIM stores and manages the Shared Secrets (SS) used in Simple IP and Mobile IP
operation for packet data authentication calculations. The network can update the
Shared Secrets on the R-UIM using secure mode OTASP/OTAPA messages.
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4.7.2 Performing Simple IP Authentication

‘ As shown in the Figure below (COMPUTE IP AUTHENTICATION (CHAP)), to start the

Simple IP authentication process, the network (PDSN) sends a CHAP-Challenge to the
mobile station along with the same CHAP-ID sent by the mobile station in the access
request. The mobile equipment (ME) will forward this information to the R-UIM with the
NAI-Entry-Index used in the access request using the COMPUTE [P AUTHENTICATION
( CHAP)_command. This NAI-Entry-Index
determines the SS to be used in the calculation of the CHAP-Response. The R-UIM
computes the CHAP-Response and passes it to the ME to be subsequently forwarded to
the network. If the CHAP-Response sent by the MS matches the network’s calculated
CHAP-Response, the network will send back an Access-Accept granting service.

R-UIM ME Network
CHAP < CHAP-Challenge
< CHAP-ID /
CHAP-Response
T SS
Simple IP

Shared < NAI-Entry-Index
Secret data

‘ Figure 8. COMPUTE IP AUTHENTICATION

(CHAP )

4.7.3 Performing Mobile IP Authentication

For a mobile station that uses Mobile IP, the PDSN shall begin transmission of an operator
configurable number of Agent Advertisements immediately following establishment of PPP
or upon reception of an Agent Solicitation message from the mobile station. Mobile IP
authentication takes place after the ME receives the agent advertisement message
with a challenge from the host.

An overview of the Computation of MN-AAA Authenticator is given in the following figure.

To authenticate, the mobile station shall start by sending a Mobile IP registration request
message (MIP-RRQ) to the network as defined in [23]. This message shall include various
extensions that allow authentication data to be carried from the mobile station to the
PDSN. The PDSN then sends the authentication data to a RADIUS server by use of an
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Access Request message. Once the Authentication is successful, the RADIUS server
responds either with an Access Accept message to grant service or with an Access Reject
to refuse service.

The MIP_RRQ message shall include the following extensions as specified in [23] in the
order given:

1. MN-NAI Extension [25]
2. MN-HA Authentication Extension [24]
3. MN-FA Challenge Extension [27]
4. MN-AAA Extension [27]
The mobile station shall use a static Home Agent (HA) address.

To calculate the MN-HA Authentication extension, the ME sends the COMPUTE IP
AUTHENTICATION (MN-HA Authenticator) to the
R-UIM with the following information:

- the NAI-Entry-Index to indicate the NAI used in the request,
- the protected fields of the MIP-RRQ (Registration Message) (refer to [24]).
The protected fields are:
- the UDP payload,
- all prior Extensions in their entirety and
- the Type, Length and SPI of this Extension.

The R-UIM returns the MN-HA-Authenticator by hashing the MN-HA Shared Secret
indicated by the associated NAI with the protected fields in the registration message.

Since the RADIUS protocol defined in [26] can-not carry attributes greater than 253 in |
size, the preceding Mobile IP data, type, subtype (if present), length and SPI are hashed
before the MN-AAA Authenticator can be generated. This is achieved by using the
COMPUTE IP AUTHENTICATION_(MIP-RRQ Hash) . In |
this command the ME sends the preceding MIP-RRQ data to the R-UIM and the R-UIM
calculates the Hash of this data. The Hash is not returned to the ME.

Subsequently the CHALLENGE from the network and the NAI-Entry- |
Index identifying the secret the mobile station shares with the home RADIUS server shall
be sent to the R-UIM in the COMPUTE IP AUTHENTICATION (MN-AAA ‘
Authenticator ).command.

The R-UIM computes the MN-AAA Authenticator according to [27], and returns to the ME,
to be sent in the MIP-RRQ message to the network.
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UIM ME Network
MN-FA|Challenge
MN-AAA |«
Algorithm
A MN-AAA Adthenticator
A\ 4
MIP-RRQ j ]
MIP-RRQ HASH HASH Registration
Generator Message »
MN-AAA SS Generator MIP-RRQ
MobileIP Shared |« MN-AAA NAI{Entry-Index y

Secret Data |4
-

MN-HA NAI-Entry-Index
MN-HA SS
MN=HA P Registration|Message
Algorithm

MN-HA Authenticator

Figure 9. Computation of MN-AAA Authenticator

4.7.4 HRPD Access Authentication

For access authentication, the AT and the network AN initiate Point-to-Point Protocol
(PPP) and Link Control Protocol (LCP) negotiations. If the access authentication feature is
used, the AN always proposes CHAP as a PPP option in an initial LCP Configure-Request
during the PPP establishment. The AN generates a random challenge and sends it to the
AT in a CHAP-Challenge message.

The mobile equipment (ME) will forward this information to the R-UIM using the
COMPUTE IP AUTHENTICATION ( HRPD Access Authentication)
command. The R-UIM computes the CHAP-Response and passes it to the ME to be
subsequently forwarded to the network. If the CHAP-Response sent by the AT matches
the network’s calculated CHAP-Response, the AN will return an indication of CHAP access
authentication success to the AT.
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R-UIM ME Network

CHAP < CHAP-Challenge
< CHAP-ID /
CHAP-Response i
A
SS
HRPD AA
Shared
Secret data

Figure 10. HRPD Access Authentication Command

4.8 Description of Packet Data Security-Related Commands

4.8.1 COMPUTE IP AUTHENTICATION

This command computes responses and authenticators for use in Simple IP, Mobile IP and
HRPD Access Authentication.

COMMAND CLASS INS P1 P2 Lc Le
COMPUTE IP ‘@’ )y
AUTHENTICATION | 20 80 Pl P2 ke Le
P1 parameter defines the COMPUTE TP AUTHENTICATION command
type:
P1 CLASS
00 CHAP
01 MN-HA Authenticator
02 MIP-RRQ Hash
03 MN-AAA Authenticator
04 HRPD Access
Authentication
The MS must perform the COMPUTE [P AUTHENTICATION (MN-HA Authenticator),
COMPUTE IP AUTHENTICATION (MIP-RRQ Hash) and COMPUTE IP AUTHENTICATION (MN-
AAA Authenticator) commands in sequence. If either COMPUTE I[P
AUTHENTICATION (MIP-RRQ Hash) or COMPUTE I[P AUTHENTICATION (MN-AAA
Authenticator) are received out of sequence, the R-UIM shall return SW1=98’ and

SW2=34’ (Error, out of sequence). In this case, the ME shall abandon the sequence of
commands and shall re-start the sequence of commands starting with COMPUTE IP
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AUTHENTICATION (MN-HA Authenticator) if the ME performs the sequence of commands
again. However, the MS can execute the COMPUTE IP AUTHENTICATION (MN-HA
Authenticator) command any number of times before the COMPUTE [P AUTHENTICATION
(MIP-RRQ Hash) and COMPUTE IP AUTHENTICATION (MN-AAA authenticator) commands.

4.8.1.1 CHAP

This COMPUTE IP AUTHENTICATION command generates
the CHAP response.

COMMAND CLASS INS P1 P2 Lc Le
COMPUTE IP < ) < ) (1 ) (1 ) * < )
AUTHENTICATION 80 80 00 00 10
Command parameters/data:
Octet(s) | Description Length
1 CHAP_ID 1 byte
2 NAI-Entry-Index 1 byte
3-X CHAP-Challenge Lc - 2 byte

CHAP-ID: CHAP Identifier as specified in [23] and [26].

NAI-Entry-Index: The Simple IP NAI-Entry-Index indicates the Shared Secret to use from

the Simple IP CHAP SS Parameters block. The field carries the 4-bit NAI ENTRY INDEX

defined in Sec. 3.5.8.10 of [7].

b8[b7[b6[b5[b4[b3[b2]bI |
[ [ | | NAI ENTRY INDEX |

RFU |

CHAP-Challenge: Challenge received from the network used in computing the CHAP-
Response. The length of the CHAP-Challenge depends upon the method used to generate
the octets, and is independent of the hash algorithm used.

*Lc = Length of CHAP-Challenge + 2.

Response parameters/data:
Octet(s) | Description Length
1-16 CHAP-Response 16 bytes

The R-UIM calculates the CHAP-Response as follows:
CHAP-Response = Algo (CHAP-ID | | CHAP-SS | | CHAP-Challenge)
CHAP-SS: Simple IP CHAP Shared Secret associated with the given NAI-Entry-Index

Algo: The operator shall choose the function for one-way hashing. MDS is defined as the
hashing function, but the operator may choose another hashing function.
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4.8.1.2 MN-HA Authenticator

This COMPUTE IP AUTHENTICATION command P-authenticationcommand-type-computes
the MN-HA Authenticator. If the maximum length of the Registration-Message exceeds

254 bytes, this command shall chain successive blocks of registration data with a
maximum size of 254 bytes each. Valid block sequences are a) Single block or b) First
Block, zero or more Next Blocks and a Last Block. If the-a blocks used within the command
areis ren-received out of sequence; the card shall return SW1=98" and SW2=34’_(Error,
out of sequence) and the command shall be considered cancelled by the R-UIM and the

ME. In this case, the ME shall abandon the sequence of commands and shall re-start the
sequence of commands starting with COMPUTE IP AUTHENTICATION (MN-HA
Authenticator) command if the ME performs the sequence of commands again.

COMMAND CLASS INS P1 P2 Lc Le
COMPUTE IP ¢ ’ ¢ ’ < > * * *
AUTHENTICATION 80 80 01
P2 contains chaining information as follows:

P2 Block

‘00’ First Block

‘or’ Next Block

‘02’ Single Block

‘03’ Last Block

*Le : O-bytesAbsent for P2 = ‘00’ or ‘01’
16 bytes for P2 = ‘02’ or ‘03’

The command data depends on the value of P2:

P2 = ‘00’ or 02
Command parameters/data:
Octet(s) | Description Length
1 NAI-Entry-Index 1 byte
2-X Registration-Data Lc - 1 bytes

NAI-Entryv-Index: The Mobile IP NAI-Entry-Index field indicates the MN-HA Shared Secret
to be used from the Mobile IP SS Parameters block. The field carries the 4-bit
NAI ENTRY INDEX defined in Sec. 3.5.8.11 of [7].

b8 b7|b6|b5|b4|b3|b2|b1|

NAI ENTRY INDEX
RFU

Registration-Data: Protected fields from the registration message pursuant to [24]. The

protected fields contain: the UDP pavload, all prior Extensions in their entirety and the
Type, Length and SPI of this Extension (See Section 4.7.3). Maximum length of the
Registration-Data is 254 octets per block.
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P2 = ‘01’ or 03~
Command parameters/data:
Octet(s) | Description Length
1-X Registration-Data Lc bytes

a cntinn 4 M

yP€—1= =S OO

Registration Datais 254 ectets per bloek-See above under P2=00’ or ‘02’.

The response depends on the chaining information P2:
P2 =‘00’or 01’

Response: NONE

P2 =02’ or ‘03’
Response parameters/data:
Octet(s) | Description Length
1-16 MN-HA Authenticator 16 bytes

The R-UIM calculates the MN-HA Authenticator response as follows:
MN-HA Authenticator = Algo (MN-HA SS | | Registration-Message | | MN-HA SS)
MN-HA SS: MN-HA Shared Secret associated with the given NAI-Entry-Index.

Registration-Message: The complete Registration-Message containing the Registration-
Data blocks in the consecutive command messages.

Algo: The operator shall choose the function for one-way hashing. MDS is defined as the

hashing function, but the operator may choose another hashing function.

4.8.1.3 MIP-RRQ Hash

This COMPUTE [P AUTHENTICATION command IP—authentication—<command—type
calculates the MIP-RRQ Hash. As the preceding MIP-RRQ data can exceed 247 bytes, it

shall be sent to the R-UIM in one or several successive blocks, depending on its actual

length. Valid block sequences are a) Single block or b) First Block, zero or more Next
Blocks and a Last Block. If the-a command blocks are-is receivedru# out of sequence; the

card shall return SW1=98" and SW2=‘34’ (Error, out of sequence) and the command shall
be considered cancelled by the R-UIM and the ME. In this case, the ME shall abandon the
sequence of commands and shall re-start the sequence of commands starting with MN-HA

Authenticator if the ME performs the sequence of commands again.
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COMMAND CLASS INS P1 P2 Lc Le
COMPUTE IP PR PR ‘> N N abse
AUTHENTICATION 80 80 02 nt
P2 contains chaining information as follows:

P2 Block

‘00’ First Block

‘or’ Next Block

‘02’ Single Block

‘03’ Last Block

The command data depends on the value of P2:

P2 = ‘00’ or 01
Command parameters/data:
Octet(s) | Description Length
1-X Preceding MIP-RRQ Data Lc bytes
P2 = ‘02’ or 03
Command parameters/data:
Octet(s) | Description Length
1-X Preceding MIP-RRQ Data Lc - 8 bytes
X+1-X+8 | MN-AAA Extension Header 8 bytes

Preceding MIP-RRQ Data: The mobile IP registration request preceding the MN-AAA
EXTENSION. Maximum length of the Preceding MIP-RRQ Data is 255 for the first and next
blocks and 247 octets for the last or single blocks.

MN-AAA Extension Header: Type, Length and SPI fields of the MN-AAA EXTENSION.

Response parameters/data:

NONE

The R-UIM will calculate the MIP-RRQ Hash as follows:
MIP-RRQ Hash: Algo (PRECEDING-MIP-RRQ | | MN-AAA Extension Header)

PRECEDING-MIP-RRQ: The complete preceding mobile IP registration request, containing
the Preceding MIP-RRQ Data from the consecutive MIP-RRQ Hash options.

Algo: The operator shall choose the function for one-way hashing. MDS is defined as the
hashing function, but the operator may choose another hashing function.
4.8.1.4 MN-AAA Authenticator

This COMPUTE IP AUTHENTICATION command computes the MN-AAA
Authenticator.
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COMMAND CLASS INS P1 P2 Lc Le
COMPUTE IP < ) < ) (1 ) (1 ) * < )
AUTHENTICATION 80 80 03 00 10
Command parameters/data:
Octet(s) | Description Length
1 NAI-Entry-Index 1 byte
2-X Challenge Lc-1 bytes

NAI-Entry-Index: The Mobile IP NAI-Entry-Index field indicates the MN-AAA Shared Secret
to be used from the Mobile IP SS Parameters block. The field carries the 4-bit
NAI ENTRY INDEX defined in Sec. 3.5.8.11 of [7].

b8[b7[b6[b5[b4[b3[b2]bI |
|

[ ] NAI ENTRY_INDEX |
RFU |

Challenge: Challenge in the MN-FA Challenge Extension. See [27]. If
the ME receives a challenge greater than 237 bytes, it will send the highest-order byte and
least significant 237 bytes to the R-UIM. If the challenge has fewer than 238 bytes, this R-
UIM shall include the high-order byte in the computation twice, but ensures that the

challenge is used exactly as is. Additional padding is never used to increase the length of
the challenge.

*Lc = Length of Challenge + 1 bytes

Response parameters/data:

Octet(s) | Description Length

1-16 MN-AAA Authenticator 16 bytes

The R-UIM will calculate the response as follows:

MN-AAA Authenticator = Algo (Highest Order byte from Challenge | | MN-AAA SS | | MIP-
RRQ Hash | | Least Significant bytes of Challenge up to 237 bytes)

MN-AAA SS: MN-AAA Shared Secret associated with the given NAI-Entry-Index.

Algo: The operator shall choose the function for one-way hashing. MDS is defined as the
hashing function, but the operator may choose another hashing function.

4.8.1.5 HRPD Access Authentication

This COMPUTE IP AUTHENTICATION command
generates the CHAP response used for HRPD access authentication.

COMMAND CLASS INS P1 P2 Lc Le
COMPUTE IP < ) < ) (1 ) (1 ) * < )
AUTHENTICATION 80 80 04 00 10
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Command parameters/data:

Octet(s) | Description Length
1 CHAP_ID 1 byte
2-X CHAP-Challenge Lc - 1 byte

CHAP-ID: CHAP Identifier as specified in [23] and [26].

CHAP-Challenge: Challenge received from the network used in computing the CHAP-
Response. The length of the CHAP-Challenge depends upon the method used to generate
the octets, and is independent of the hash algorithm used.

*Lc = Length of CHAP-Challenge + 1.

Response parameters/data:

Octet(s) | Description Length

1-16 CHAP-Response 16 bytes

The R-UIM calculates the CHAP-Response as follows:
CHAP-Response = Algo (CHAP-ID | | CHAP-SS | | CHAP-Challenge)
CHAP-SS: HRPD Access Authentication Shared Secret

Algo: The operator shall choose the function for one-way hashing. MDS is defined as the
hashing function, but the operator may choose another hashing function.

4.9 Descriptions of BCMCS Commands

For complete details, refer to [36] and [58].

The following commands are used for BCMCS key management. The R-UIM shall
implement these commands whenever the BCMCS service is allocated in the CDMA
Service Table. This assumes that a BCMCS Root key is securely stored in the R-UIM.

COMMAND CLASS INS P1 P2 Lc Le

BCMCS ‘A0’ ‘58’ P1 P2 Lc Le

P1 parameter defines the BCMCS command type:

P1l CLASS
‘00’ Retrieve SK
‘01’ Update BAK
‘02’ Delete BAK
‘03’ Retrieve SRTP SK
A Generate Authorization
04 .
Signature
‘05’ BCMCS Authentication
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4.9.1 RETRIEVE SK

4.9.1.1 BCMCS Command description

This command is used by the terminal to ask the R-UIM to calculate the BCMCS
Short Term Key (SK) associated with a particular BCMCS Flow Identifier (BCMCS_Flow_ID).
For this computation, the R-UIM uses the Broadcast Access Key (BAK) identified by the

6  Broadcast Access Key Identifier (BAK_ID).

7 Input:

8 * Service Type = ‘01’ corresponding to “3GPP2 BCMCS”
9 ¢ BCMCS_Flow_ID

10 e BAK_ ID

1 e SK_RAND

12 Output:

13 ¢ SK

14 4.9.1.2 Command parameters/data:

Code Value
CLA |AO
INS |58’
P1 '00'
P2 '00'
Lc Length of the subsequent data field
Data [Service Type, BCMCS_Flow_ID, BAK_ID,
SK_RAND
Le 12!

16 The command data contains:

17 -A Service Type byte: ‘01’ (“3GPP2 BCMCS?”)
18 -Three TLV objects for BCMCS_Flow_ID, BAK_ID, SK_RAND
19 Note: Coding of Tag Field inside BCMCS TLV Objects is defined in Annex B

20 Command data:

Byte(s) Description Length
1 Service Type = ‘01’ (3GPP2 BCMCS) 1
2-A+1 BCMCS_Flow_ID TLV A
A+2-A+B+1 |BAK ID TLV B
A+B+2- SK_RAND TLV C
A+B+C+1
NOTE: The tags inside TLV objects in the command are specified in Annex B of
this document.

22
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Byte(s)

Description

Length

1-18

SK TLV

18

NOTE: The tags inside TLV objects in the response are specified in Annex B of
this document.

4.9.2 Update BAK

4.9.2.1 BCMCS Command description

This command asks the R-UIM to perform a BCMCS BAK update.

Input:

* Service Type = 01’ corresponding to “3GPP2 BCMCS”

¢ BCMCS_Flow_ID

e BAK ID

* BAK Expire

¢ TK_RAND

* Encrypted BAK

Output: None

4.9.2.2 Command parameters/data:

Code Value
CLA |AO
INS [58’
P1 '01'
P2 '00'
Lc Length of the subsequent data field
Data [Service Type, BCMCS_Flow_ID, BAK_ID,
BAK_Expire, TK_RAND, Encrypted BAK
Le Absent
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Command data:

Byte(s) Description Length
1 Service Type = ‘01’ (3GPP2 BCMCS) 1
2-A+1 BCMCS_Flow_ID TLV A
A+2-A+B+1 |BAK ID TLV B
A+B+2 - BAK_Expire TLV C
A+B+C+1
A+B+C+2 - [TK_RAND TLV D
A+B+C+D+1
A+B+C+D+2 |[Encrypted BAK 16
A+B+C+D+17
NOTE: The tags inside TLV objects in the command are specified in Annex B of this
document.

Response Data: None

4.9.3 Delete BAK

4.9.3.1 BCMCS Command description

This command asks the R-UIM to perform a BCMCS BAK deletion in order to free
memory. This command should not be used as a means for ending a user’s

subscription.

Input:

Service Type = 01’ corresponding to “3GPP2 BCMCS”

BCMCS_Flow_ID

BAK ID

Output:
None.

4.9.3.2 Command parameters/data:

Code Value
CLA AO

INS ‘58’

P1 '02'

P2 '00'

Lc Length of the subsequent data field

Data [Service Type, BCMCS_Flow_ID, BAK_ID

Le Absent
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Command data:

Byte(s) Description Length
1 Service Type = ‘01’ (3GPP2 BCMCS) 1
2-A+1 BCMCS_Flow_ID TLV A
A+2-A+B+1 |BAK ID TLV B
NOTE: The tags inside TLV objects in the command is specified in Annex B of this
document.

Response Data: None

The following diagnostics shall be indicated in the command response by the following
Status Words:

® Swi= 94°, SW2=02>— (Invalid BAK ID).

® SWi=94’, SW2=04" _(Invalid BCMCS Flow ID).

4.9.4 Retrieve SRTP SK

4.9.4.1 BCMCS Command description

This command is used by the terminal to ask the R-UIM to calculate the BCMCS
SRTP Short Term Key (SK) associated with a particular BCMCS Flow Identifier
(BCMCS_Flow_ID). For this computation, the R-UIM uses the Broadcast Access Key (BAK)
identified by the BCMCS_Flow_ID, Broadcast Access Key Identifier (BAK_ID), SK_RAND and
Packet Index.

Input:
* Service Type = 01’ corresponding to “3GPP2 BCMCS”

* BCMCS_Flow_ID
e BAK ID

e SK RAND

¢ Packet Index

Output:
¢ SRTP SK

4.9.4.2 Command parameters/data:
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Code Value
CLA AO
INS ‘58’
P1 ‘03’
P2 ‘00’

Lc Length of the subsequent data field

Data [Service Type, BCMCS_Flow_ID, BAK_ID,
SK_RAND, Packet Index
Le ‘12’

The command data contains:

-Three TLV objects for BAK ID, SK_RAND and Packet Index

Command data:

Byte(s) Description Length
1 Service Type = ‘01’ (3GPP2 BCMCS) 1
2 - A+1 BCMCS_Flow_ID TLV A
A+2 - A+B+1 [BAK ID TLV B
A+B+2- SK_RAND TLV C
A+B+C+1
A+B+C+2- |Packet Index TLV D
A+B+C+D+1
NOTE: The tags inside TLV objects in the command are specified in Annex B of
this document.

Response parameters/data

Byte(s) Description Length
1-18 SRTP SK TLV 18
NOTE: The tag inside TLV object in the response is specified in Annex B of this

document.

4.9.5 Generate Authorization Signature

4.9.5.1 BCMCS Command description

This

authorization

command is used by the terminal to ask the R-UIM to calculate the

signature

associated with a

particular

BCMCS Flow

Identifier

(BCMCS_Flow_ID). For this computation, the R-UIM uses the Broadcast Access Key (BAK)
identified by the Broadcast Access Key Identifier (BAK_ID) and timestamp

Input:

Service Type

BCMCS_Flow_ID
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¢ Timestamp

Output:

* Auth Signature

4.9.5.2 Command parameters/data:
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Code Value
CLA AO

INS ‘58’

P1 '04'

P2 '00'

Lc Length of the subsequent data field

Data [Service Type, BCMCS_Flow_ID, BAK_ID,
Timestamp

Le '06'

The command data contains:

-Three TLV objects for BCMCS_Flow_ID, BAK_ID, and Timestamp.

Command data:

Byte(s) Description Length
1 Service Type = ‘01’ (3GPP2 BCMCS) 1
2-A+1 BCMCS_Flow_ID TLV A
A+2-A+B+1 |BAK ID TLV B
A+B+2- Timestamp TLV C
A+B+C+1
NOTE: The tags inside TLV objects in the command are specified in Annex B of
this document.

Response parameters/data

Byte(s)

Description

Length

1-6

Auth Signature TLV

6

NOTE: The tag inside TLV object in the response is specified in Annex B of this
document.
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4.9.6 BCMCS Authentication

4.9.6.1 BCMCS Command description

This command is used by the terminal to ask the R-UIM to calculate the BCMCS
digest response for information acquisition. For this computation, the R-UIM uses the

BCMCS Root Key.

Input:
* RAND

¢ Challenge

Output:

¢ Digest Response

4.9.6.2 Command parameters/data:

Code Value
CLA AO
INS ‘58’
P1 ‘05’
P2 ‘00’

Lc Length of the subsequent data field

Data [RAND, Challenge

Le ‘12’

The command data contains:

-Two TLV objects for RAND, and Challenge.

Command data:

Byte(s) Description Length
1 Service Type = ‘01’ (3GPP2 BCMCS) 1
2-A+1 RAND TLV A
A+2-A+B+1 |Challenge TLV B
NOTE: The tags inside TLV objects in the command are specified in Annex B of
this document.

Response parameters/data

Byte(s)

Description

Length

1-18

Digest Response TLV

18

NOTE: The tag inside TLV object in the response is specified in Annex B of this
document.
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4.10 Descriptions of Application Authentication Commands

The ME will select the authentication mechanism based on the capability of the R-UIM
card and the server, and send an Authenticate Command to the card to generate the
response and optionally session keys. Successful authentication calculation will cause
SW1 to be set to ‘90’ and SW2 to be set to ‘00’. Unsuccessful calculation will cause SW1 to
be set to ‘98 and SW2 to be set to ‘04’ (Authentication failed [17]).

For complete details on MMS, refer to [37], [39], [40] and [41]. For complete details on

MMD, refer to [45]

4.10.1 Application Authentication

R-UIM generates response and optional 1 or 2 sets of session keys.

COMMAND CLASS INS P1 P2 Lc Le
APPLICATION < ) < ) (1 ) (1 ) <. ) <. )
AUTHENTICATION | A° oA 00 00 > >
Command parameters/data:
Octet(s) Description Length
1 Authentication Mechanism & 1 byt
Algorithm yte
2 Application ID 1 byte
3.4 Iﬁength of Realm (Service or Host 2 bytes
ame)
Sto A+4 Realm (Service or Host Name) A bytes
A +5to A+6 Length of Server Nonce 2 bytes
A +7to A+ B+6 Server Nonce B bytes
A+ B+7 to .
A+ B +8 Length of Client Nonce 2 bytes
A + B+9 to A+B+C+8 Client Nonce C bytes

The coding for authentication mechanism & algorithm is defined according to the

following table:

Table 10. Authentication mechanism

Binary Value Authentication Mechanism
‘00000000’ CRAM-MD5S
‘00000001” HTTP Digest (MD5)
‘00000010’ HTTP Digest (MD5-sess)
‘000000171° HTTP Digest (AKAv1-MD5)
‘00000100’ HTTP Digest (AKAv1-MDS5-sess)
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‘00000101° SASL DIGEST
‘00000110’ SASL OTP
‘000001171” SASL GSSAPI

‘00001000-11111117°

Reserved

Response parameters/data:

Octet(s) Description Length

1 Response Length 1 bytes

2 to X+1 Response X bytes

X+2 to X+ 3 SessionKeyl Length 2 bytes
X+ 4 to .

X+ Y+3 SessionKeyl Ybytes
X+ Y+4 to .

X+ Y+5 SessionKey2 Length 2 bytes
X+ Y+6 to .

X+ Y+ 745 SessionKey2 Z bytes

It is up to different authentication mechanism algorithm to determine if session keys are
needed and if so, how many session keys should be returned. For example, SASL Digest
returns 2 session keys, HTTP Digest (MD5-session) returns 1 session key and HTTP Digest
(MD5) returns no session key. If no session key is to be returned by the R-UIM, the R-UIM

shall set the corresponding session key length to O.

The following is a call flow for MMS message retrieval:

R-UIM

Read Binary

ME SERVER

MMS Notification(only
< for MMS Retrieval) —|

-y—M

Note:

Application Authentication Command( Authentication
4—— Mechanism, Realm, Server Nonce, Client Nonce)
Application Authentication Response

(Response, Session Key1, Session Key2) ~ Authentication Response

—Capability Report Requests
Capability Response

-Authentication Mechanisme|

Server Authentication Data
- (Nonce, Realm) —

(with Client nonce) ™|

<Authentication Response |

MMS Retrieve/Submit
Request

MMS Retrieve/Submit
-€ Response —

Capability Report/Response/Authentication Mechanismare all optional; that is, either none of
them are used, or all of them are used. The carrier determines to use them or not.
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4.11 Description of AKA-related Functions

In order to support AKA, the R-UIM shall support the requirement defined in Section 2.2.2
of [42]_and section 2.1.2.3 of [59]. The following AKA-related parameters are stored in the
R-UIM.

* Root Key

* Cipher and Integrity Keys (CK, IK)
¢ SONys

* UAK (if supported)

4.11.1 Authentication and key agreement procedure

This section gives an overview of the authentication mechanism and cipher and integrity
key generation that are invoked by the network. For complete details, refer to [5], [20].
[42]_and [59]. The mechanism achieves mutual authentication by the user and the
network showing knowledge of a secret root key that is shared between the R-UIM and
the Authentication Center. In addition, the R-UIM keeps track of a counter SQNyg to
support network authentication. SQNyg denotes the highest sequence number the R-UIM
has ever accepted.

The R-UIM first computes the anonymity key AK = f5 (RANDA) and retrieves the SQN =
(SQON®AK) ®AK

Then the R-UIM computes MACA = {1 (SQN | | RAND| | AMF) as defined in [20]. This value
is compared with the MAC-A value included in AUTN.

The R-UIM keeps track of a counter SQN,s to support network authentication. SQNyg
denotes the highest sequence number the R-UIM has ever accepted. If the R-UIM detects
the sequence numbers to be invalid, the R-UIM shall set synchronization failure tag to
‘00000001’ and include AUTS.

Where AUTS = ConSeq (SQNys ) | | MACS;

ConSeq(SQNys ) = SQNus® f5*(RAND) is the concealed value of the counter SQN,;s in the
R-UIM and MACS = f1*(SQNys | | RAND| | AMF);
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y 3G Authentication
(RANDA,AUTN)

R-UIM uses f1 to
compute MACA

Auth Erro——p

R-UIM uses the

f2, £3, and f4 to compute RES, CK,
_— —P
RES, CK, IK, and UAK IK

If CHANGE_KEYS =1

<@————CONFIRM_KEYS

Store IK, CK and UAK in
permanent memory

Figure 11. AKA Procedures

4.11.2 Cryptographic Functions

The names and parameters of the cryptographic functions supported by the R-UIM are
defined in [42] and [59].
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4.11.3 3G Access AKA Command description

The command is used during the procedure for authenticating the R-UIM to its
network and vice versa. In addition, a cipher key, an integrity key, and UAK if supported,
are calculated. For the execution of the command the R-UIM uses the root key, which is
stored in the R-UIM.

4.11.4 UMAC Generation Description

If UAK is supported by the R-UIM, the R-UIM uses UAK to convert MAC-I, into UMAC. If
UMAC is successfully generated, the R-UIM responds to the ME by setting the Success Tag
to ‘1’ and including the UMAC in the response to the ME. Otherwise, the R-UIM sets the
Success Tag to ‘0’ and omits the UMAC.

R-UIM ME

UMAC Generation (MAC-I)
<«

Success Tag =1, UMAC >

OR

——Success Tag =0 (UAK is not supported)———

Figure 12. UMAC Generation

4.11.5 Restoration of 3G keys

The CK and IK are generated during AKA, and updated through AKA. The CK and IK are
stored in the R-UIM and a copy is stored in the ME. The CK and IK are sent from the R-UIM
to the ME upon request from the ME. The ME shall delete the CK and IK from memory
after power-off as well as after removal of the R-UIM. Upon powering on, the ME shall
check the R-UIM revision and service table, if AKA is supported and activated, then the ME
shall read the EFscck from the R-UIM and restore them.
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4.11.6 CONFIRM_KEYS Command description

The command is used during the procedure for 3G authentication. The (IK, CK)
pair and the UAK that was calculated by the R-UIM when it received the 3G
Authentication command is now stored in permanent memory.

20
21

22

23

4.12 Description of AKA commands

4.12.1 UMAC Generation

This command converts MAC-I into UMAC using UAK.

COMMAND CLASS INS P1 P2 Lc Le
UMAC < ) < ) (1 ) (1 ) (1 ) <. )
GENERATION AO SE 00 00 04 XX
Command parameters/data:
Octet(s) Description Length
1-4 MAC-I 4 bytes
Response parameters/data:
Octet(s) Description Length
1 SUCCESS TAG 1 byte
2-5 UMAC O or 4 bytes

If the R-UIM generates UMAC successfully, the R-UIM shall set success tag to 00000001’,
and include the UMAC. If the R-UIM does not support UAK, the R-UIM shall set success tag

to ‘O0000000’ and omit the UMAC. All the other values are reserved.

4.12.2 CONFIRM_KEYS

COMMAND

CLASS INS P1 P2

Lc

Le

CONFIRM_KEYS

‘A0’ 5C’ ‘00’ ‘00’

empty

empty

Command parameters/data:

The command has no parameters

Response parameters/data:

No response parameters are generated as a result of this command.
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5 ADDITIONAL AIR INTERFACE PROCEDURES
5.1 Registration Procedure

5.1.1 R-UIM Removal and Insertion

Upon the removal of an R-UIM from a powered-on ME, the ME shall clear its temporary
memory of R-UIM related parameters.

Upon the insertion of an R-UIM into a powered-on ME, the ME shall perform the following:
« Perform ME/R-UIM initialization tasks;

« Update its NAM parameters to those stored on the R-UIM; for any service
available and activated in the R-UIM, the parameters available from the R-UIM
shall be used.

« Perform the actions defined in 6.6.5.5.1.1 of [14] or 2.6.5.5.1.1 of [5]; and
« Enter the System Determination Substate with a power-up indication as
described in [5] or [14].
5.1.2 Procedure when ESN Changes with TMSI Assigned

When the ME detects that an R-UIM is inserted, it will use the STORE ESN_MEID_ME
command to inform the R-UIM of the ESN or MEID of the ME. If bit ©-1 of octet 1 of the
response parameters/data to the STORE ESN_MEID_ME command is set to ‘1,
REG_ENABLEDj is equal to YES and there is a TMSI assigned in the R-UIM (the bits of the
TMSI_CODE, field of EFrusi are not all set to ‘1°), the ME shall perform the
following:

« Store the value USE_TMSI; in a temporary variable;
« Set USE_TMSI; to ‘0%

- Initiate a power up registration regardless of the state of POWER UP_REGg and
REGISTEREDg; and

« Restore the value of USE_TMSI; from the temporary variable.

If the registration fails due to access attempt failure or if the registration is cancelled due
to initiation of an origination by the user or detection of a page match (see section 6.6.3.6
of [14] and section 2.6.3.6 of [5]), the ME shall delete the TMSI in the R-UIM by setting all
bits of the TMSI_CODE, field of EFrus to ‘17

5.2 NAM Parameters when no R-UIM is inserted into the ME

When no R-UIM is inserted into the ME, the ME shall use the following default set of NAM
parameters, from Section 3.1 of [7]:

. IMSI_M_CLASSp shall be set to O.
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MCC_Mp, IMSI_M_1 1_12p, and IMSI_M_Sp shall be set to coded value of the IMSI_M
with the four least-significant digits set to ESNp, converted directly from binary to

decimal, modulo 10000. The other digits shall be set to O.
IMSI_M_ADDR_NUMy, shall be set to ‘000".
IMSI_T_CLASSp shall be set to 0.

MCC_Tp, IMSI_T_1 1_12p, and IMSI_T_Sp shall be set to the coded value of the
IMSL_T with the four least-significant digits set to ESNp, converted directly from

binary to decimal, modulo 10000. The other digits shall be set to O.
IMSI_T_ADDR_NUMp, shall be set to ‘000’.

ACCOLCp shall be set as specified in 2.3.5 of [5] or 6.3.5 of [14].
HOME_SIDy, if present, shall be set to 0.

All other indicators of the selected NAM may be set to manufacturer-defined default
values. All configuration indicator values shall be set within their valid range (see

F.3 of [5] or [14]).

MEs may perform any function allowable by applicable standards, including system

accesses when no R-UIM is inserted into the ME.

5.3 IMSI-Related Parameters in the ME when no IMSI is Programmed in the R-UIM

When the IMSI_M_PROGRAMMED bit of the IMSI_M EF is set to ‘0’, the ME shall use the
following values associated with IMSI_M in lieu of the values programmed in

EF st

IMSI_M_CLASSp shall be set to O.

MCC_Mp, IMSI._ M_11_12p, and IMSI_M_Sp shall be set to the coded value of the
IMSI_M with the four least-significant digits set to ESNp, converted directly from

binary to decimal, modulo 10000. The other digits shall be set to O.
IMSI_M_ADDR_NUMp, shall be set to ‘000".

ACCOLCp shall be set as specified in Section 2.3.5 of [S] or Section 6.3.5 of [14].

When the IMSI_T_PROGRAMMED bit of EFs 1 is set to ‘0’, the ME shall use
the following values for IMSI_T in lieu of the values programmed in EFvsi 1

IMSI_T_CLASSp shall be set to O.

MCC_Tp, IMSI_T_1 1_12p, and IMSI_T_Sp shall be set to the coded value of the
IMSL_T with the four least-significant digits set to ESNp, converted directly from

binary to decimal, modulo 10000. The other digits shall be set to O.
IMSI_T_ADDR_NUMp, shall be set to ‘000’.
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6 BCMCS PROCEDURES
For complete details, refer to [36] and [58].

6.1 Functionalities of R-UIM and ME

6.1.1 R-UIM
.___Generate TK from BCMCS Root Key and TK_RAND, then decrypt BAK using TK
¢ Compute SK from BAK and SK_RAND and pass SK to ME

¢ Store BCMCS Root Key, BAK, BCMCS_Flow_ID, BAK ID and BAK_Expire

*When necessary, generate Auth-Key from BCMCS Root Key and calculate digest

response

*  When necessary, generate SRTP session Encryption Key using AES

¢ Generate authorization signature from BAK and timestamp by using EHMAC

algorithm -(BAK Hash)

6.1.2 ME
+ Use SK to decrypt BCMCS content

« Determine whether to issue RetrieveSK command by checking BAK ID and
SK_RAND

+ Initiate BAK Request to the network and issue a BCMCS (Update BAK)

command
« Can store BCMCS_FLOW_ID, BAK_ID, BAK_EXPIRE, SK and SK_RAND

* Determine the expiration status of BAK and send a BCMCS (Delete
BAK) command -when —necessary

6.2 Key Management

If service n39 is allocated, a secret list of current BAK values (BAK) and secret list of
updated BAK values (UpdatedBAK) shall be securely maintained in the R-UIM (not
accessible to the ME). When the ME sends a BCMCS (Update BAK) command, the R-UIM |
shall create a new entry in EFygpaeara @and put the decrypted BAK into a record in the

secret list of updated BAK values (UpdatedBAK) corresponding to EFy,paxpara-

When the ME sends a BCMCS (Delete BAK) command, the R-UIM shall search for the given |
(BCMCS_Flow_ID, BAK_ID) pair in EFgsgpara- If such a record is found, it shall erase (fill up
with ‘FF’) the record corresponding to the BAK in the BAK secret list (BAK). If this search is
unsuccessful, the R-UIM shall look for the (BCMCS_Flow_ID, BAK_ID) pair in EFy,gakpara- If
the record is found, the R-UIM shall remove the record in EFy,pakpara and corresponding
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BAK in the Updated BAK secret list (UpdatedBAK) identified by BCMCS_Flow_ID and
BAK_ID.

When ME sends a BCMCS (Retrieve SK) command, if BCMCS_Flow_ID and BAK_ID are
found in EFgykpara, R-UIM shall use the corresponding BAK from the secret BAK list (BAK) to
generate SK. Otherwise, if the ID pair matches any record in EFy,pakpara, R-UIM shall copy
the 3 parameters (BCMCS_Flow_ID, BAK ID, BAK Expire) into the EFgskpara, cOpy the
corresponding BAK from the Updated BAK secret list (UpdatedBAK) to the BAK secret list
(BAK) and use this BAK to generate SK. If none of the precedent procedures apply
(BCMCS_Flow_ID and BAK_ID unavailable), the R-UIM shall reply with an appropriate error
using status words SWI1=%A’, SW2=88" ( Referenced data or reference
data not found™)[S5].
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Annex A ( INFORMATIVE): SUGGESTED CONTENTS OF THE EFs AT PRE-
PERSONALIZATION

A general outline of the R-UIM files defined in this specification is in Table 11.
1. All values are sized in Bytes unless otherwise noted.

2. Default Values are specified when available and are intended to be guidelines
only. In some cases, operators must specify explicit parameter values as no logical
default exists. In the case where the parameter values are necessary, valid values
and/or ranges are listed.

3. Default and Parameter values are for general quick reference only and not
intended to specify details. Refer to the corresponding file for details.

4. Default Values and Parameter Values are specified in Hexadecimal, unless
otherwise noted.

S. GSM-specific files are not included.

6. If EFs have an unassigned value, it may not be clear from the main text what this

value should be. This annex suggests values in these cases.

7. The term ‘@D’ used in the column “Access — Read - Update — Invalidate -
Rehabilitate” means ‘Not applicable’.
Table 11. Summary of R-UIM Files
File Name File ID File Access - Read - Update - Size in | Mandatory or Default Values (D)
Type | Invalidate - Rehabilitate Bytes Optional and/or Parameter
Values (P) in Bytes
Authentication - NAM Parameters and Operational Parameters
A-Key - - Never — Never - 3 - @ 8 M Specified by Operator
Root Key - - Never — Never - @ - @ 16 Specified by Operator
BCMCS Root - - Never — Never - 3 - @ 16 (0] Specified by Operator

Key

IMS Root Key - - Never — Never - @ - @ 16 Specified by Operator
WLAN Root - - Never — Never - @ - @ 16 (0] Specified by Operator

Key

SSD - - Never — Never - @ - @ 16 M -

EFcount 3F00/7F25/6F21 | CY | CHV1 - CHV1 - ADM - ADM 2 M D = ‘00 00’

BAK - - Never — Never - @ - @ 16 (0] Specified by Operator
UpdatedBAK - - Never — Never - @ - @ 16 (0] Specified by Operator
SharedSecret - - Never — Never - @ - @ Variable (0] Specified by Operator

UAK - - Never — Never - @ - @ 16 (0] Specified by Operator

SQNws - - Never — Never - @ - @ 6 (0] -
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File Name File ID File Access - Read - Update - Size in | Mandatory or Default Values (D)
Type | Invalidate - Rehabilitate Bytes Optional and/or Parameter
Values (P) in Bytes
NAM Parameters and Operational Parameters
EFmst m 3F00/7F25/6F22 | TR |CHV1-ADM - ADM - CHV1 10 M P = Specified by
Operator or
D=‘00...00’
EFmsi_t 3F00/7F25/6F23 | TR |CHV1-ADM - ADM - CHV1 10 M P = Specified by
Operator or
D=‘00...00’
EFrust 3F00/7F25/6F24 | TR CHV1 - CHV1 - ADM - CHV1 16 M D = ‘00 00 00 00 00
00 00 00 00 FF FF FF
FF 00 00 00’
EFan 3F00/7F25/6F25 | TR | CHV1 - CHV1 - ADM - ADM 2 O P = Specified by
Operator or
D = ‘00 00’
EFaor 3F00/7F25/6F26 | TR | CHV1 - CHV1 - ADM - ADM 1 O | -
EFavroc 3F00/7F25/6F27 | TR | CHV1-CHV1 - ADM - ADM 7 O | -
EFcpmanome 3F00/7F25/6F28 | LF | CHV1 - CHV1 - ADM - ADM 5 M P = Specified by
Operator or
D = ‘00 00 00 00 00’
EFznreat 3F00/7F25/6F29 | LF | CHV1-CHV1 - ADM - ADM 8 M D = ‘00 00 00 00 00
00 00 00’
EFsnreat 3F00/7F25/6F2A | TR | CHV1 - CHV1 - ADM - ADM 7 M -
EFpistreat 3F00/7F25/6F2B | TR | CHV1-CHV1 - ADM - ADM 8 M D = ‘00 00 00 00 00
00 00 00’
EFaccorc 3F00/7F25/6F2C | TR CHV1 - ADM - ADM - ADM 1 M P = ‘00’ to ‘OF’ derived
from IMSI_M / IMSLT
EFrerm 3F00/7F25/6F2D TR | CHV1 - CHV1 - ADM - ADM 1 M Specified by Operator
P = ‘00’ to ‘07’
EFssct 3F00/7F25/6F2E | TR | CHV1 - CHV1 - ADM - ADM 1 (0] Specified by Operator
P = ‘00’ to ‘07’
EFace 3F00/7F25/6F2F | TR | CHV1 - CHV1 - ADM - ADM 7 O Specified by Operator
EFprL 3F00/7F25/6F30 | TR CHV1 - ADM - ADM - ADM | Variable M Specified by Operator
EFrummm 3F00/7F25/6F31 | TR ALW - Never — Never-Never 8 M Specified by R-UIM
Manufacturer
EFecsr 3F00/7F25/6F32 | TR CHV1 - ADM - ADM - ADM | Variable M Specified by Operator
EFsrc 3F00/7F25/6F33 | TR ADM - ADM - ADM - ADM 3 M D = ‘00 00 00’ or
P = ‘00 00 00’ to
99 99 99’
EForarasec 3F00/7F25/6F34 | TR | CHV1 - CHV1 - ADM - ADM 1 M Specified by Operator
or D = ‘00’
EFnamLock 3F00/7F25/6F35 | TR | CHV1 - CHV1 - ADM - ADM 1 M Specified by Operator
EFora 3F00/7F25/6F36 | TR CHV1 - ADM - ADM - ADM | Variable M P = Defined in [7]
EFsp 3F00/7F25/6F37 | TR | CHV1-CHV1 - ADM - ADM 1 M Specified by Operator
EFesv men me | 3F00/7F25/6F38 | TR ALW - ADM - ADM - ADM 8 M D ={00...00’
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File Name File ID File Access - Read - Update — Size in | Mandatory or Default Values (D)
Type | Invalidate - Rehabilitate Bytes Optional and/or Parameter
Values (P) in Bytes
EFRevision 3F00/7F25/6F39 | TR ALW - ADM - ADM - ADM 1 M D = 0304’
EFrum p. | 3FO0/7F25/6F3A | TR ALW - CHV1 - ADM - ADM | Variable M D = FF..| FF’
EFsms 3F00/7F25/6F3C | LF | CHV1-CHV1-ADM - ADM | Variable e} D = ‘00 FF...FF’
EFsusp 3F00/7F25/6F3D LF | CHV1-CHV1-ADM - ADM | Variable (0] D = FF...FF’
EFswmss 3F00/7F25/6F3E | TR | CHV1 - CHV1-ADM - ADM | Variable o D = FF...FF’
EFssrc 3F00/7F25/6F3F | TR | CHV1 - CHV1 - ADM - ADM | Variable (0] Specified by Operator
EFsen 3F00/7F25/6F41 | TR ALW - ADM - ADM - ADM 35 (0] Specified by Operator
EFuscmop 3F00/7F25/6F42 | TR CHV1 - ADM - ADM - ADM 1 M Specified by Operator
EFap 3F00/7F25/6F43 | TR ALW - ADM - ADM - ADM Variable M D = 00...00’
EFwmpn 3F00/7F25/6F44 | LF | CHV1-CHV1 - ADM - ADM 11 (0] Specified by Operator
EFmaxrerL 3F00/7F25/6F45 | TR CHV1 - ADM - ADM - ADM 2o0r4 M Specified by Operator
EFspcs 3F00/7F25/6F46 | TR CHV1 - Never — Never-Never 1 M P =If EF 6F33 is set
to default value then
D = ‘00’ otherwise
D=01
EFEecc 3F00/7F25/6F47 | TR ALW - ADM - ADM - ADM Variable o D = FF’
EFwuescrporc 3F00/7F25/6F48 | TR | CHV1 - CHV1 - ADM - ADM 1 o D = 00’
EFsepporm 3F00/7F25/6F49 | TR CHV1 - ADM - ADM - ADM 1 (0] Specified by Operator
EFstecar 3F00/7F25/6F4A | TR CHV1 - ADM - ADM - ADM 4 (0] Specified by Operator
EFwmircar 3F00/7F25/6F4B | TR CHV1 - ADM - ADM - ADM 5 (0] Specified by Operator
EFsteurp 3F00/7F25/6F4C | TR CHV1 - ADM - ADM - ADM | Variable (0] Specified by Operator
EFmirupp 3F00/7F25/6F4D TR CHV1 - ADM - ADM - ADM | Variable (0] Specified by Operator
EFsiesp 3F00/7F25/6F4E | TR | CHV1 - CHV1 - ADM - ADM 1 (0] Specified by Operator
EFwmesp 3F00/7F25/6F4F | TR | CHV1 - CHV1 - ADM - ADM | Variable (0] Specified by Operator
EFsteparss 3F00/7F25/6F50 | TR | CHV1 - CHV1 - ADM - ADM | Variable (0] Specified by Operator
Simple IP - - Never — Never - @ - @ Variable (0] Specified by bperator
CHAP SS
Mobile IP SS - - Never — Never - @ - @ Variable (0] Specified by bperator
Shared Secret - - Never — Never - @ - @ Variable (0] Specified by Operator
EFpuzL 3F00/7F25/6F53 | TR CHV1 - ADM - ADM - ADM | Variable o Specified by Operator
EFwmaxruzL 3F00/7F25/6F54 | TR CHV1 - ADM - ADM - ADM 5 (0] Specified by Operator
EFwuecre 3F00/7F25/6F55 | TR | CHV1 - CHV1 - ADM - ADM 3 M D= ‘00 00 00’
EFurepcar 3F00/7F25/6F56 | TR CHV1 - ADM - ADM - ADM 2 (0] Specified by Operator
EFurepuep 3F00/7F25/6F57 | TR CHV1 - ADM - ADM - ADM | Variable (0] Specified by Operator
HRPD AA - - Never — Never - @ - @ Variable (0] Specified by Operator
CHAP SS
EFcsser 3F00/7F25/6F58 | TR CHV1 - ADM - ADM - ADM 1 o D= FF
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File Name File ID File Access - Read - Update - Size in | Mandatory or Default Values (D)
Type | Invalidate - Rehabilitate Bytes Optional and/or Parameter
Values (P) in Bytes
EFarc 3F00/7F25/6F59 | TR CHV1 - ADM - ADM - ADM 1 0} Specified by Operator
EFeprL 3F00/7F25/6F5A | TR CHV1 - ADM - ADM - ADM | Variable (0] Specified by Operator
EFgcsmsctg 3F00/7F25/6F5B | TR CHV1 - ADM - ADM - ADM 1 e} Specified by Operator
EFgcsmspres 3F00/7F25/6F5C | TR | CHV1-CHV1 - ADM - ADM 1 o D = FF’
EFscsumstabte 3F00/7F25/6F5D LF CHV1 - ADM - ADM - ADM | Variable o D = ‘00 FF...FF’
EFgcsmsp 3F00/7F25/6F5E | LF | CHV1-CHV1-ADM - ADM 2 (0] D = FF FF’
EFmer 3F00/7F25/6F5F | TR CHV1 - ADM - ADM - ADM | Variable (@) Specified by Operator
EFpomain 3F00/7F25/6F60 | TR CHV1 - ADM - ADM - ADM | Variable (0] Specified by Operator
EFmpu 3F00/7F25/6F61 LF CHV1 - ADM - ADM - ADM | Variable o Specified by Operator
EFecscr 3F00/7F25/6F62 LF CHV1 - ADM - ADM - ADM | Variable o Specified by Operator
EFgaxpara 3F00/7F25/6F63 LF CHV1 - ADM - ADM - ADM | Variable (0] Specified by Operator
EFupeakpara 3F00/7F25/6F64 | CY CHV1 - ADM - ADM - ADM | Variable (0] Specified by Operator
EFumsn 3F00/7F25/6F65 | LF | CHV1-CHV1 - ADM - ADM | Variable o D=‘00 00 00 FF...FF’
EFexrs 3F00/7F25/6F66 | LF | CHV1 - CHV1 - ADM - ADM | Variable 0} D=FF...FF’
EFwumsice 3F00/7F25/6F67 | TR CHV1 - ADM - ADM - ADM | Variable e} D=FF...FF’
EFumsup 3F00/7F25/6F68 | LF | CHV1 - CHV1 - ADM - ADM | Variable o D=FF...FF’
EFumsuce 3F00/7F25/6F69 | TR CHV1 - CHV1/2 - ADM - ADM | Variable (0] D= ‘FF...FF’
EFautncapabiity | 3FO0/7F25/6F6A | LF CHV1 - ADM - ADM - ADM | Variable o D= 00...00’
EFsccix 3F00/7F25/6F6B | TR CHV1 - ADM - ADM - ADM 32 e} Specified by Operator
EFbck 3F00/7F25/6F6C | TR | CHV1-CHV1 - ADM - ADM 20 (0] Specified by Operator
EFam1 3F00/7F25/6F6D TR CHV1 - ADM - ADM - ADM (0] Specified by Operator
EFcm2 3F00/7F25/6F6E | TR CHV1 - ADM - ADM - ADM N o Specified by Operator
EFcpmacn. 3F00/7F25/6F6F | TR CHV1 - ADM - ADM - ADM 7N o Specified by Operator
EFHoME TAG 3F00/7F25/6F70 TR CHV1 - ADM - ADM - ADM X M Speciﬁed by Operator
EFcrour Tac 3F00/7F25/6F71 TR CHV1 - ADM - ADM - ADM %— M Speciﬁecll by Operator
EFseeciric Tac | 3F00/7F25/6F72 TR CHV1 - ADM - ADM - ADM % M Speciﬁecll by Operator
EFcaLL promer | 3F00/7F25/6F73 TR CHV1 - ADM - ADM - ADM % M Speciﬁecll by Operator
EFsr_guimip 3F00/7F25/6F74 | TR ALW - Never — Never-Never 7 (0] Specified by R-UIM
Manufacturer
EFappLabels 3F00/7F25/6F92 | TR CHV1 - ADM - ADM - ADM | Variable (@) Specified by Operator
EFwmoder 3F00/7F25/6F90 | TR | CHV1 - CHV1 - ADM - ADM 126 (0] D=FF...FF’
EFrc 3F00/7F25/6F91 | TR ALW - ADM - ADM - ADM Variable (0] Specified by Operator
EFsmscar 3F00/7F25/6F76 | TR CHV1 - ADM - ADM - ADM 4 o Specified by Operator
EFmrpriags 3F00/7F25/6F78 | TR CHV1 - ADM - ADM - ADM 1 o Specified by Operator
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File Name File ID File Access - Read - Update — Size in | Mandatory or Default Values (D)
Type | Invalidate - Rehabilitate Bytes Optional and/or Parameter
Values (P) in Bytes
EFsc | 3F00/7F25/6F7D TR CHV1 - ADM - ADM - ADM | Variable (0] Specified by Fperator
PDUPPExt
EFipvecar 3F00/7F25/6F77 | TR CHV1 - ADM - ADM - ADM 21 (0] Specified by Operator
EFrcpcontig 3F00/7F25/6F79 | TR CHV1 - ADM - ADM - ADM 2 (0] Specified by Operator
EFpac 3F00/7F25/6F7A | TR CHV1 - ADM - ADM - ADM 3 (0] Specified by Operator
EFwapsrowsercp 3F00/7F25/6F7B | TR CHV1 - ADM - ADM - ADM | Variable (0] Specified by Operator
EFwapBrowsersm | 3F00/7F25/6F7C | TR | CHV1 - CHV1 - ADM - ADM | Variable o D=FF...FF’
EFumscontig 3F00/7F25/6F7E | TR CHV1 - ADM - ADM - ADM 8 (0] Specified by Operator
EFupL 3F00/7F25/6F7F | TR CHV1 - ADM - ADM - ADM | Variable (0] Specified by Operator
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TAG VALUES

1 Allnex B ( INFORMATIVE): BCMCS-RELATED
Tag Name of Data Element Usage
‘80" BCMCS Flow ID TLV object BCMCS command
‘81" BAK ID TLV object BCMCS command
‘82! RAND, SK RAND or TK RAND TLV objects BCMCS command
‘83" BAK Expire TLV object BCMCS command
‘84’ Packet Index TLV object BCMCS command
‘85’ SK TLV object or SRTP SK TLV object BCMCS command
‘86’ Timestamp TLV object BCMCS command
87’ Auth Signature TLV object BCMCS command
‘88’ Challenge TLV object BCMCS command
‘89’ Digest Response TLV object BCMCS command
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Annex C (INFORMATIVE): ESN AND MEID CONFIGURATIONS

The various possibilities of configuring the ESN and MEID are described here.

ESN
[ (over the air ) ]

/\

ESN _ME uiM_ID
(on ME) (in EF rumip)
RN N
- \\\\ "/’ "\‘“
[ Unique ESN j [ Pseudo -ESN j [ Unique UIMID j [Pseudo-UIMle
Figure 13. ESN Configurations

[ (ove“:'I It-Ehlg air) ]

—

(on ME)

(in EFsk eumip)

[ MEID. ME [ SF_EUIMID ]

Figure 14.

MEID Configurations
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Annex D (INFORMATIVE): CALL-FLOW FOR SSD UPDATE

The entire call flow for SSD Update is described below. Note the differences in command

n

mes and sequence order in the call flow between the ME and R-UIM versus that

bg

ttween the Base Station and ME (defined in [5]).

Base
. ME R-UIM
Station
SSD Update Message
(RANDSSD)
—
Layer 2 Ack
- — — == == ——= ——= —= —= == |
BASE STATION CHALLENGE
(RANDSEED)
-
RANDBS /SW 1/SW2
- — = — == —— —— ——= ——= —= §
UPDATE SSD
(RANDSSD, Process_ Control , ESN_ME)
—
SW1/SwW2
- = — — — = = — — —
Base Station Challenge Order
(RANDBS)
|
Layer 2 Ack
e /= = — /= /= /= = >
Base Station Challenge Confirmation Order
(AUTHBS )
L
-— e EWer2Ack | CONFIRM SSD
(AUTHBS )
-
SSD Update Confirmation Order - — — _Sswiswz__ |
Or
B SSD Update Rejection Order
e |
Layer 2 Ack
e e/ == _— == /= e/ e »
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Annex E (INFORMATIVE): SP LOCK STATE IN THE R-UIM

This Annex describes SP LOCK STATE in the R-UIM during an OTASP session as a
function of:

i) the successfully executed commands,

ii) EFgpc and
iii) bit 1 of EFgpcs.

It is based on Sec. 3.2.2.3 and Sec. 3.3.1.10 Validation Request Message of [7].

The tables below show different types of OTAPA sessions. The columns EFgpc, EFgpcs and
SP LOCK STATE represent the values after a command is successfully executed. In the

following tables, ‘nn nn nn’ represents any non-default value for SPC and “Any” represents
either ‘0’ or ‘1°.

The following table shows SP LOCK STATE for an OTAPA session with a default SPC and
where the SPC is not changed.

Table 12. SPC_LOCK STATE, default SPC and no change to SPC

Step | Command EFgpc EFgpcs | SP_LOCK STATE
0 [Initial Conditions] ’00 00 00’ ‘00’ Any
1 OTAPA REQUEST ’00 00 0O’ ‘00’ 0

e Start/Stop = ‘80° (Start)
e Other parameters as required

(Any X > 0 Commands) ’00 00 00’ ‘00’

1o

2+X OTAPA REQUEST ’00 00 00’ ‘00’ Any
e Start/Stop = ‘00’ (Stop)

The following table shows SP LOCK STATE for an OTAPA session that changes SPC from
the default value to a non-default value. Note that SP_ LOCK_STATE does not become 1
during this OTAPA session that changes SPC from the default to non-default value.
SP LOCK STATE becomes 1 during the next OTAPA session where the R-UIM is configured
with a non-default SPC (see the subsequent table “SPC LOCK STATE, non-default SPC
and change SPC to default SPC”) since SP LOCK STATE is determined by the SPC value in
EFgpc at the “Start” of an OTASP session.

Table 13. SPC_LOCK STATE, default SPC and changing SPC to a non-default SPC

Step | Command EF¢pc EFgpcs | SP_ LOCK STATE

0 [Initial Conditions] ’00 00 00’ ‘00’ Any
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Step | Command EF¢pc EFgpcs | SP_ LOCK STATE
1 OTAPA REQUEST ’00 00 0O’ ‘00’ 0
e Start/Stop = ‘80° (Start)
e  Other parameters as required
.. (Any X > 0 Commands) ’00 00 00’ ‘00’ 0
2+X VALIDATE ’00 00 00’ ‘00’ [0}
e Block ID = ‘01’ (Change SPC)
e Block Length = ‘03’
e Param Data = ‘nn nn nn’
. (Any Y > 0 Commands) ’00 00 00’ ‘00’ [0}
3+X+Y | COMMIT ‘nn nn nn’ ‘0r’ 0
. (Any Z > 0 Commands) ‘nn nn nn’ ‘01 0
4+X+Y | OTAPA REQUEST ‘nn nn nn’ ‘or’ Any
+Z e Start/Stop = ‘00’ (Stop)

The following table shows SP LOCK STATE for an OTAPA session that changes SPC from a
non-default value to the default value.

Table 14. SPC LOCK STATE, non-default SPC and change SPC to default SPC

Step Command EF¢pc EFgpcs | SP_ LOCK STATE
0 [Initial Conditions] ‘nn nn nn’ ‘0r’ Any
1 OTAPA REQUEST ‘nn nn nn’ ‘or’ 1
e Start/Stop = ‘80° (Start)
e  Other parameters as required
.. (Any W > 0 Commands) ‘nn nn nn’ ‘01 1
2+W VALIDATE ‘nn nn nn’ ‘01’ [0}
e Block ID = ‘00’ (Verify SPC)
e Block Length = ‘03’
e Param Data = ‘nn nn nn’
. (Any X > 0 Commands) ‘nn nnnn’ ‘01’ 0
3+W+X | VALIDATE ‘00 00 OO’ ‘01’ [0}
e Block ID = ‘01’ (Change SPC)
e Block Length = ‘03’
e Param Data =’00 00 00’
.. (Any Y > 0 Commands) ‘00 00 00’ ‘01’ 0
4+W+X | COMMIT ’00 00 00’ ‘00’ [0}
+Y
.. (Any Z > 0 Commands) ‘00 00 00’ ‘00’ 0
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Step Command EF¢pc EFgpcs | SP_ LOCK STATE
5+W+X | OTAPA REQUEST ’00 00 00’ ‘00’ Any
+Y+Z e Start/Stop = ‘00’ (Stop)
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Annex F

(INFORMATIVE): CONFIGURATION REQUEST AND DOWNLOAD REQUEST

PARAMETER TO EF MAPPING

Mapping with Block ID = ‘00’ (CDMA/Analog NAM)

Parameters for Block ID = ‘00’

EF for Storage

IMSI M_CLASS, IMSI M_ADDR NUM, MCC M,IMSI M 11 12,
IMSI M_S*

EFIMSI M

HOME_SIDp

EFau (if present)

Extended Address

EFaop (if present)

CDMA Home SID (SIDp) and CDMA Home NID (NIDp) (Single or | EFcomanome
multiple pairs)

Access Overload Class EFaccoLc
MOB_TERM_ FOR NIDp, MOB TERM_FOR_SIDp, MOB_TERM_HOMEp | EFrsrum
SCM*, MOB P REV** LOCAL_CONTROL _ANALOG EFMecrp

* Although IMSI M PROGRAMMED in EFIMSI M is not part of the DOWNLOAD REQUEST

message, it is set according to Sec. 4.5.3.

** SCM and MOB P REV are needed for CONFIGURATION REQUEST but not needed for

DOWNLOAD REQUEST.

Mapping with Block ID = ‘01’ (Mobile Directory Number)

Parameters for Block ID = ‘01’

EF for Storage

MDN

EFMDN

Mapping with Block ID =02’ (CDMA NAM)

Parameters for Block ID = ‘02’

EF for Storage

IMSI_ M_CLASS, IMSI M_ADDR_NUM, MCC M, IMSI M_11 12, EFmst m
IMSI M_S*

CDMA Home SID (SIDp) and CDMA Home NID (NIDp) (Single or | EFcomanome
multiple pairs)

Access Overload Class EFaccoLc
MOB_TERM_FOR_NIDp, MOB_TERM_FOR_SIDp, MOB_TERM_HOMEp EFterM

Bit 6 of SCM (Slotted Mode)**, MOB_P REV*, LOCAL _CONTROL CDMA | EFugcrp
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* Although IMSI M_PROGRAMMED in EFns v is not part of the DOWNLOAD REQUEST
message, it is set according to Sec. 4.5.3.

** Bit 6 of SCM and MOB P REV are needed for CONFIGURATION REQUEST but not
needed for DOWNLOAD REQUEST.

Mapping with Block ID = ‘03’ (IMSI T)

Parameters for Block ID = ‘03’ EF for Storage

IMSI T CLASS, IMSI T ADDR NUM, MCC T, IMSI T 11 12, IMSI T S | EFusit

* Although IMSI T PROGRAMMED in EFng r is not part of the DOWNLOAD REQUEST
message, it is set according to Sec. 4.5.3.
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